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Abstract

With the development of the Internet, the concept of “application is king” has been deeply rooted
in people’s hearts, which means that various applications on the Internet will provide you with
more information, more services and more entertainment. In addition, as technology continues to
evolve, these applications are becoming more and more versatile, allowing them to unknowingly
collect personal data from users and then transmit it over the network. With the rise of online
game real-name system, social software, e-commerce and other forms, it also causes users to ex-
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pose more real information on the Internet, which poses a serious threat to users’ privacy. Many
scholars in this area of research are more qualitative research, and few do quantitative research.
This paper, with the help of SPSS software, combined with the judicial practice cases in China
Judgment Documents Network and Peking University Magic Talisman case database as well as re-
levant materials and data, sorted out the cases of APP infringement of personal information, and
found out some realistic difficulties and problems in such cases.
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1. 5|

B 2022 7 12 F, #2021 4F 12 A3K 3549 /5, %2021 4 12 HiEFt 2.6 N E R HEBIHF
RPN, MR HBdEe, JFEMEN P EEREMN, REMNRMEE 10.67 2, ML
X & #2158 75.6%. HAFERE M2, HATHRE TN RAEIL 10.65 14, LA HIE Ny 32 2R 4% U5 b 77
ML 2 ETHE] 99.8%. PRSI £ MR T KRG BIRE B S LR Bahm s
(3R A e fe HEBN IR E A% 2 ) P B U i E R 32— B 56 M IRFEEHE, L 5G JyAkfil
IR BRI 5N, MRV, . ek, BIR@EW. 58 =07 A & GO E
MfESE). C2C BFRSTEGIR. HE. RIESE). EIEMEHEFRESTECEER KOS iFes)s5%E,
XL R A ARE O R R, TR G| T3 2 TN R

M 2006 4 “ RER AT AN R —1a HEAKRAF SR T 4 L4t , T 2008 4R “Hald 1]
FAFCLSJE ST T R, FRENEIARI R RIRZE A P oEE R E M 555, 1h AT M4 b
AN NS B2 T R 2 IR AR . BEAE IS RN IHERS , — ZR 55T 1 I 2% S S —— FLIBE I i 4] I8 312
FEHH P BEARRL A 2y “3Q Kk ” 2. Facebook ff) “Fafhi]” 3 S4B 1 W44 7l A Jig THI I (4 573 — 3 ) il ——
W2 B FHSCEE R P e, BF THP RN NEE, 4 APP HI - IR RS KB 1 gl . 7EIX LS f
X LR AR PP ER e T A ARE R A AGE 5 B, (HORER 0 I AR A PR TR IR X — s dkiE, FF%
AL — N HABORIER LWL, X TIXL N A 2R 2 AR H TR PR, W35 e .
(BAEAR AT, A SR LR 5 = T A UM LAL S o A S 1 A 36 R 5% 2588 3l H 6 X o7 FH R P (APP) B 28 = 7 ik
PEFF R T B AL (SDK) AT B . K BH 46 2k APP (SDK)FEEMRF I RS AT A, Hodh i K % 2% APP 3t
73K, BEMIE DR . BKIE. WAE R FE 100, DUIIS K AR DL R 5 5 B S B R

1E8 50 Yk<rb E H B4 & RS TR 45> ) https://www.cnnic.org.cn/n4/2022/0914/c88-10226.html, (1513 H#: 2023 4 6 A 5 H).
22010 4F 10 28 H, 360 AR 7EILRE AR, Wi iK I Process Monitor I 360 FaFAfR4P 5, KB T thE S — K& 4E QQ 1E
ARG AL BRI R AT . FP B 10 208G, QQ BAFEN TR I — AN TUE I “ R B A 57 4 HUIK T 4R S s
SRR dREE TR . B4 Process Monitor il 360 KA fRI B #B IR, XA 44 5 HLILAL D 685 K E, FI T BB B 0 LT TR O
TR P At AN e

%2010 (1910 A 19 H, (H/REHIW) FHMEIMRIE, £ Facebook i 1IN FHFERE 24 I A N BRI S48 5 R AR
RIBEEAT, iR T Facebook BRI . RGFR, SAFEFILED 25 575 FEE A 5 0 LLYT R & 104 7, FER-SetE T
SR CLYF 1A A I A 48 e XA Il B AT e sy ma BT A . 1T T KRBT TR AR T, B4 Zynga 1) Farmville #8240
A 1D RIRSH =T Ti. X5 | Facebook ZEifixf iR FH /B A i Bk ik .
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e bIR APP B IEHR BT 10 #8 22 i I EGE VE FECER AN B R, B BRI 5t 5 5 B HEIE IR 55 . APP i
il AE . IR R EUB RS

M QQ 5 360 fyxfler 360 FIAE S FEFAF, 2R X A NS B 1012 3 IETE & 25 70 15 17 Bl 2
K, M ERHTIIAG SEAL i 7 R D) A= siz, DT BRL (030 B3 P A e i e P R B B9 6 P PR 10 R
HMHE BAEE R, hoclRRis gl M rh, ZEFRRH PR ? EEREMAE ST,
SN NFSRBLI ORI 2 295 2 B, TR s 9 26 v B 1 F A A BB AT 3R
2. A ERHE

(—) MAEEME

CANBR” XFR “ANBR” A ANEHE” . Bar, ERC@est S AE B Tk, 2021
F8H20H, (FEANRILMEANNEBRIE) CUFHER (DA BRI )&+ =maE AR
BB TR ERYGER, [ 2021 4 11 H 1 HEE#AT. (MAEERIE) FBUESFARMNAEER
BT T HE, BARDNANE B E N MAEER Ui HAb Ty i 15 O s v iR Al 8
MANBERIEMELE, NEFEELNAHENEER.

AN B — PO (Al ) NSRS R AR 2R 5 B, A ULERARR IR ARG R, @i Ean
AN FEARAIRREOCHE, AT AR A “HCEAE T WA BTG BE R BA S AN N AR
SR MEA— MR — R A 72, FIR IR AT DAE N —ANMARTE AR [1]

(=) APP HHciiEid

ATy 2. — KR RGHAMT, KRB . APP H 32 APPlication Software (5 FH F2 7
B LN AR ) I TP . FEBEE AR, APP (8 RSER M, HohRsBokm K, Aehg i
AR 2 (M LE A AR ANER] . BRIz Ah, PEBEE BRETHLNRRE AT 4L, APP IR 3)% 1
IR RFEE R R, 5G NARRIRIG, AEA3F2 30 S H B AR N T — AN g sk i 3

EIRME% F &R AR 48 AT R TR 2 0718, BRI A2 AR SR 2 A N B i) . o
A Wb 32 BERA

1) FHR AR EN NG R

Facebook [l F1EFRATE BN 1 54— A rr a8, s, FATHTHL LR R P Re i3] 1) =1
FERRATA RN EE 2 . DR G Bl A6 2 B P18 A0 P L R R B, AT TR A A S5 11 i ) 41 ke
B X B BT 1) 2 D S RE BRI RN A 8], (HR i SRS B Akt 4 o R R X — 15
o ARSI KN, W tim s e . ok, XS R PR 2 WA P T IR
B, RN X SRl ik BN R P R . ldn, SELe R R N ECE R RS &, R R RRAE
R RE” B WERTE AL C 4 e (R B P RS B, R 8 N B 1 A
BREBIFREIG G, Ja G HnT LA FH K R 5O SR 3 0 R S8 OB B R LR R, Ak & L)
KIg. J—ANNMHBFHZEEZ G, ElafRIRe il SR tan, B —A> R
EREBEFIRAIEEICTE, BATSEZENNGESHERE —XEE, EERBUT:. “HFie
TR FEEEEREEICR” , F g E SR AR R, H2HEN N R kR
EI, FARGREA Gedksiedks, MBERFEARTKRE 2. & “HR”, WNHRFRAEER
TERFIBCR], FEIFI AT T 22 %e, EAEAE sl CARR” , N HARAMA R T 2R, NER
FARERAE, L AT EEAR IR, RS %, 5t A [R5 ANFHEHER Root AR, 4
SRR P As AT IR, 2 AT ) P RS BRI Bh1E . root ALRR, RGRBRM—Fl, L IHARALRR .
fE Linux &4, root 7 B RGH ATA OB, )8 shalils (b — AN 3ERE, MR EsE A &, BN ek
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TS . R, Android FR 4t root R £ im0 I BB, WU R MBS R S L P
Bt [2]

2) M NTHEANL RS AT AR P Ui B (S

M 3Q KikF| 360 N5 B EEFF, 1R2 ZRAEAN NTHENL ERIMLE N, B ae a8 R 20 H - 1)
fER%YE, BFMIIMIKSEE. WREFESIH T . e E. a) IrREmMEHH K 5k
b) X AT 24 NEF RS, FEXHE R B —YIU5 AT R T AL ©) WS E A R I H AT
s PRAT Al P R0 2% 1) B L R . Windows & FH IFT FR i 3 /E 245, Root & —A™ 4% Administrator .
3 P PR B A Windows nt NA% 246, #E Windows nt % RGirf, 2] 7 AE 22— AN B B
I, N A AR 2 BN P AR, AR B P /& administrator, 4 g 234447 administrator
(IRLRR o [3]3% mh g I FH 2 e %of Wi FH P R AT USCBR A R TAR K (8, 811 5 2, i ] LUK B F2 P
[ BT Re A2 FOBOE AT BRI R . 7E T P 2235 — 3K APP I, Tl AR APP 27EH O EE
PAAR, HRYE APP JF R M E ST e 4E, FrUAfE Windows nt R4t T, W4 A8 20 e
FEEMILERES T .

T AR AR A P E BAT NI, FRATRT ARG I H R

Q) MG A7 LM AT TF R, TEREAR T, A A0 AL G 2508 e (R I, 2T AR 22 (3R
T SARATTEELE A J ), TEARAE R (R LAY B CRIEARE R, SRR RS B P 2 N R
WL UK P ) LI B AL e i B R R P AT, XA R N AR TR 2 R RS, AT
RE RS54 SRR 7. b) W P TR RGP ERE RAIE TS ER, w4 S E .
WAL FH P 22 2 1 N P A0 5 43 BT Eh A 6 SR TR ) S SR 40 A K PR P P it AN T [ 3K 7 T S AP B 2
¢) WEFEYr. PR P LSS FIE R, AWMLl T — oSS sE . — M, SR
77 AT B R TE S 1A, XTI PR, IO S A I AL R AR S LR RS 1B
PEre A T IRIE R DGER  d) AEHEA . 48 B FHAR T B B R 5 2 X FH 285 35 1Y) 4 AR el 2 7 2 ) 4
o REAEEE LIRS MO IR0 FH 35 10 AN N TR R S b ok i, TR, i fR B 38 AR FA AL 2 51 k2 17 4
Mt mEEN. BHERIRR AR T B, 6P AT ARG BT 0T, 7RSI EE e

5 4R A
3. APP RIENT AERIVK
(—) bt S

BRI NG B PR AT IR B A, 2 2006 4 57 1) w12k Ol s i 7 A, AAA]
VS e AR R EIL 2 R T I O P 0, AT DR SR A S I ) R AT 1) 40 M R i B A — AN T FE IR
SRR . T S R LR AR AL, R R R R A B . A AN
FHIFEE, AT HoAh s Al SR g, AR, (RIS 2 0 A Be &R AT 600 K%
i, Rl AR SO B ) S0 e 2 AL RIE R R B E N . BN E s AN RIERREN R (O TiE (RFFFEMF
ZFHIE) MUUE) FREAE “6. RN MS” RHAEE N “SRAM. MNEERIFMUL” Bl XE
PRIAAEE T 2023 5 H 30 SEJLKEE “FR” h, Kkik#t “RE” . “AHENAL” © “BA
B MAGERYPAUS” “DANEERPAUS” , RIMAFIER ZFERINNE BULG R, & Uire
2020 FZ N NG B MDA G2 e R St . Rk, EFHEM “RH: B MAGEE
Rira) 2y, LR DANBEEAR ULy SRR HRB” AR RFHTRR, RS 621
PR . BONEGE B ST R R & RS U HERRE AN o FRAT T AN MR PR A BRI
BOLE 1. K 2):
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Figure 1. The number of personal information dispute cases in each province
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Figure 2. Number of disputes involving APP infringement of personal information in various provinces

2. ZE&E APP RENMAERUDERHHKE

RIS 621 AFRBIBEAT AT, KBS Bl TR ILIR. WHIANLR R GIEGE R . N
NERIRBUSE, A A E LSRG EEAAROL Dl MBI ERE, B T AERZAh, XA E
MHERER =M RK = MRWNRIERE D, WX rORE, ERABRRRAFTE NG, MRS
PR AR R T, HERIEEEIRB R, ERRESIRILZE, SEFERPEHFBRAE
ZWFAES .

DOI: 10.12677/ds.2023.96366 2684 il R


https://doi.org/10.12677/ds.2023.96366

ESE!

() FEARREBISEHE I

1) HEARIEREOL(LE 1)

STREA B VR DU AT Geit, RITEAR R0 36 N blrh, EVRIILLBIIE AR &, AUH 18 14,
i EE 50%, SWCRRILLBR —FEm i, £S5 APP BRI AR VRA RS, FRACHH T 59 AL A
YRIA 45 SRR TE AN

Table 1. Table of successful cases of sample cases

=1 BARMGMIFERER

F st R
SHES [ERi HRES T BRELL
i 1 18 50.0 50.0 50.0
a2 Wi 18 50.0 50.0 100.0
&t 36 100.0 100.0

2) JRERRISIRFE O

IR FEAS G R R IR SCREREAT T 4T, A TN (LR 2)85 R A U R R
YR VATE SRAF B B A SCRe, CH A EUICH 5.6%;: 18 fF S fFr, R IR T SR, 4
N 94.4%, X B R LR 2B T SR A A v A AN A Ji ot A AR VR 10 o R A I 7 0 A B
FOAEIPENGES, (HAPEURRI RO, WH S REGSCR I G B2 EBAR I (L4 3. & 4). IXH
WA P 15 T A ANEL B VRS B A, T 7= 40 T I 32 5 LU 22.29%, RSP £ 1 L 2 22.2%, XL
REWCR 1% DLHERRAE SN o

Table 2. Support for the plaintiff’s claim
F 2. REFKRHFFERE

JEE YRR SRR DL
LIES [Epid:4 BRE ERE
e s ahs 1 5.6 5.6 5.6
LS I SR 17 94.4 94.4 100.0
it 18 100.0 100.0

Table 3. Information on compensation for property damage
= 3. MR EE LR

R AL P R £

AR B ARE L BRE
2 4 222 222 22.2
EER Fa 14 778 77.8 100.0
&1t 18 100.0 100.0
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Table 4. Information on compensation for mental damage
=4 BEMEREELR

FE AT ARG 2

SIES B HREFL BHEDIL
2 2 11.1 11.1 11.1
EER 7 16 88.9 88.9 100.0
At 18 100.0 100.0

3) JR MR SR A

ISR FEAEA T, RIAEREARSA T, RS NREZ MR, W& 5. —MZELHE
T, B AERAAIE TS T AFAE R M, SIS T tAEE IR O, — RS A BELGEN A C 22D NE
BB, LRSS B 28.5%, Lt 4 fF. TRESEHEREIRE, MBIk aasE N MR
BAT N, AR VUE AR F RS AT T EN, ARSI A SR BT b Eedh 35.3%. it —
PR AR d B R R, AR B IR RAFAE L, ISR T AR, ESR R (S P 41.2%.

Table 5. The cause of the plaintiff’s loss
F#= 5 REMIFNEREREBRE

5 5 L 11 5 [
I [Epin:4 BRET 2R A
HELUEW B O 3R H 4 235 235 235
N et EABAT LS 7 41.2 41.2 64.7
i ADSTREIISE SN 6 35.3 35.3 100.0
#it 17 100.0 100.0

4) Wi NIRRT

—RBIEOLN, EBERHE BRI TR A NG B, SR g T R SR AT AL IE G, AL
EALHAFIRICAT N, (ER AR SORF IR EORKIS B E  A2, 0 3 R ST TT sURIT St A3
MR 6): Hr, 36 fFZfFr, HBilRm R 2R AR ZI5TE, 15 44.4%, XKL HE
B IEALE R LA B R AR VRIASCH I 9, (B R B9 R ER RR SR AR 2 . SCRPRE A A2 1
S DU, (R AT R DURS I 53 T I A D 2 B £ 77 3K

Table 6. Table of modalities of accountability reported
< 6. WENREFREAFNERLER

W15 1) TR A& E 7 3\
A HIyE HRE T EMES
T 4L 18 3 5 27.8 27.8 27.8
BHY
EUE G Y o 1 5.6 5.6 33.3
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Continued
YRR 3 16.7 16.7 50.0
TR K E 44 1 5.6 5.6 55.6
R Z W5 AE 8 44.4 44.4 100.0
&t 18 100.0 100.0

5) APP 12 A N5 B Bk 7 RO EE 7)
M 7 T LLE H, APP MtEEAN A BB R Z M, SN 41.7%, Bt DLANES LR LR R
A NS BT

Table 7. Pattern of infringement

F 7. BRRHFABRE

(FZYEN
A At BHRESE BRMAESH
ERIEZYE R EINERSE 5 139 13.9 13.9
(SENIINEE =k SINGIP=) 1 2.8 2.8 16.7
82 AR P e 5% B0 T E AR SR 2 5.6 5.6 22.2
N FaFA M B “ 85 £ 55K 6 16.7 16.7 38.9
e RACH P A NS B A 3 8.3 8.3 47.2
APP it FEAN N1 15 41.7 417 88.9
HLTE L RS S T SR VAR NI FA N A0S 22 7 4 11.1 111 100.0
it 36 100.0 100.0

a) HIEMRPERIANE B

W, FHUSHFE R BON TR NG BBV E I X, g DRy KB 78 I LSO R A mT DL A
ERIZ D3, XM SBT3 BAr e 2] T A NG B BERE L. Frel, fEIF A FHL APP 1
g, Ate V€ AT AR AT APP {32 1) T WU BR Kot JL i 7 1O 45 B3R AT R4 o 4% SIRVE AN A S| RE 1) 2L
K, APP MERFANMNGEE, HEASMEHFEFNFEZ. A, RZESERATEIACKER, dEK
FEAERANNEECETWR T —MES. FEZHTFL APP 122381t F2 8 AE A 13 2 F 7 (1 o vr i A
®T, *AMENNEE, SRR RG, PR AMIER . £ E0hidR, 1F
2% APP IR, —fRHER I — AN EHE, P SR T RERURGE R VF AT . SR, TR E RS
XIHELE APP BRI LR, i, At (T g 2 5 1 75 2R 223048 APP I, IX 48 APP
TR BATAL TR B I AIE,  HURE ELRAS BIBUS R G MRERR, A RAR AT A T30 B4 3% LA PR B 1) 5
R, MAMANTIERAE SR SieEm i, 2, RER P 0EE Cetitl, hiltirs
SERPREERSE . FTLA, W TR EEARVER) APP, BURF USRI T I IR SR AT R, DA S AU
2ORAZ 1l N R P 3RO P AN AR 2o A T ARAT LUR BIFE RVE S, A 3RACIN NS B 5 E 2y
14%.
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b) BaAAVM B E BN &

MIUTHRERIERE, “BOAFR” #sRI0 T APP HIFHIERAL, SRIM “BONFR” JEAD I,
B NAEGEH] APP FOIF s, A2 323 “BRINFEIE” BOREM, U AL I ) 5 28 1 A A28 BT RS 5 o R 3%
1 APP. M LEZRHFT LA, FER P UGN R R A R — 1, (HIRATE B RS R % R &
15, ZRRBER BRI . AL APP RS FABSRAEE AL S A L EoR, TiXEEFRE 5 22
Wi, X H T TR APP B AR R, iR T APP IBERIH “HIR
[l e KPR WA I AR AR AN R0 N 252 APP T BCE 26, XA 5 S BUE N & /S N BRI
i, —2e AR APP 278 FHG A F I BORMEIR 45 58 =T SR A R . ik, AT AL I “HR
FE” MZSR, Ed “BRES” 17, bEAE U “IRFE” R RREE QiR Al
DRI IR R AFRATTSC SR ) Bt KR BRI TR A I R A2 B SEAT AE 1 o

c) NLFRE AR 55 BRI e TSR BUEAL PR [] 40 48

£ APP {5 BRI AR, B 7 APP BT R AIEE B Z5h, A ER R =T, E2RE2
] AN AL SR A B DO RE RN . DR, & BN PR AR 55 BRI RESRAE , VAR SR A X LT R A 52
Pr b2 — ARz EAR, AT T, DAE R IR R IRARAA AL, XL ] 2 Ak
(K100 S A2 B T ARK I T o ANBRATTUSC SRS IO B8 R A B R I BL S AB R R SEAFAE (1, 1 EEN 5.6%.
LAE APP RS AT REAF BIRTEAL, 07 EN APP rh (RS RAR M ™ M I R e, T 58 =7 FF R T A
ERGH RN, BR/EAIENER “VIRAER” , MHAXRTmEARHRER. 2% =
TiIT R B ST N E, P E SR, s Email & mnt
REFRO S =07 AT U, JF SRR, LR i, NMERMER—MEET, LRME
Ja—FEIE T, REEERE AR SESRS TN NER, SEhREAUDNIRSS B e g E i
KT Pz, UL RE 52 31— AL RS AR -

d) KT “BEFKR MR E

EHEAE LSRR E RSO T MRIRIE, W ERPATLE N 8 EA R ERE R
SMERURZ 73, (Y 16.7%. L) LEE, APP IZE AL T Bl voE “ S ER” KL H
mI %, AL APP HIRSAA PRS2 AT DALE ] P RMER SE B K — s B Se AN B B2 A4
B, EUARAER, BOY—BAERN, APP gtCIkmRE i, BAEM e 6, Kk,
WEM ARAOAFORBR TE T T “F&” %M, XFIR “§EFK” PRI RGE, HEE
br bRk 7 APP BT S G U PR A 1, “SESRT S, e APP IZE RN TIXFIH O
M H B, AT H RSO, IXRAT NAMEARE T2 MEVERCR, T H B 1 B AEE. A
Bt BURFRAZ AR B R, AR “RAMER R EEAS b, UEARRIRLE . Best, RHTRR R
W R 518 M RNHE I A N BURN S T R W6 (I ELAL, SR A 2 ) SRR SRR 2

e) RILH NG B AE

PRI TN ANEREHA, MEDMNEE EERARERENNGEE, 52X Emt 2 A& S A2
H N FRALEAE A AN NAF B REIAS, AR AR AN GRS R, e, HN R
ZERACIR S A BT o [413E AR A PRI AS A5 2 B RS BUR ORa5 AT RO ], 8 e IR Dy AR ik
WA AEFEAS NG R B W PP 22 . IS A B BRI Th R E . R NEVER G
M5, BEREHIBRE RSB EIMNEREAS, BN HEFENNE BB 55 EEEF
MBS FTT AT AN B EESD, e, R 7 B D NREBIIE R, DAE S AL B
FESE— U AE I, A NSRS IR T . (5 B A B H ATl B A BUR S UG NS TR &
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DA Ha s ME 477 2, WIS RIS R ORI, e, 5 B AR E A A NG BT B shie
RAFAT IR (5 DAL ST A 2t k7 AT E B HEE, RIS AR MR R0 kiR
W Ao e A RER BB PEZR 1, (A AN BRI H RS RN ATIR L, WS A5 B AL
B TIEE XS, BAEEE, NGEREHP N NEEMEE. [5]

f) MG, REESE TR RN 2T

EARNIIA NG B A2 AR BRI A7 MUE 8 BRI R AL, AR B A AAS LA
TR R Mk, ATFELTXREFMANDNGEE, BRI, EE. BrbEE THRET RN
ANIRNAET % T W ERATUES], XA 77 R NG BRI R BRI . ISRt il
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