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Abstract

Online violence is a negative product of the rapid development of information technology in the
era of big data. Netizens use the open information structure on the Internet virtual platform in an
anonymous way to go beyond morality and even law when the truth is unknown, and maliciously
attack individuals, society and even the country. This behavior seriously infringes on individual
and public legal interests, and goes against the normal right of freedom of speech granted to citi-
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zens by the Constitution. In cyber bullying incidents, some perpetrators often retreat completely
due to the low cost of breaking the law and the biased media opinion, leaving victims in a costly
dilemma of protecting their rights. Ultimately, this is due to the lack of legal rules and imperfect
management systems. In order to effectively respond to and regulate the continuous phenomenon
of online violence in the era of big data, it is necessary to start from clarifying the boundaries of
citizen freedom of speech, improving privacy protection and rights relief mechanisms, promoting
the construction of real name systems in cyberspace, and other aspects, focusing on creating a
healthy online environment, maintaining data security and social stability.
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