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Abstract

A high and low bit image encryption algorithm based on Chinese Remainder Theorem (CRT) and
fractional order chaotic system is proposed. The adjacent pixels are fused by CRT, the important
image sub-band and the secondary image sub-band are extracted by high and low bit segmenta-
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tion, DNA encryption is performed on the important sub-band, and then scrambling and diffusion
across sub-bands are performed, and finally the combination of high and low bits is performed
and INCRT, to spread the encryption effect globally. Since DNA encryption is only performed on
important sub-bands, the efficiency of the algorithm is improved. And the test results prove that
the algorithm has good encryption performance and can resist various security attacks.
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1. 518

TER ) HRMED KRB KR, &M 2 EER FERATMAER, FEMENREEERRE. BIEIE
NEZBARE B EBEA S, HAEESIEW, EEREKMR S, - EB5H, S8 A MIMEETT
KAVNRNE . Bl BRI 2 AL i 1) 22 V2 78 80 2 IR I AR ) 2 A

TEMZ B 2B AR, G KE, BEEEMEGNES, BUGNE 2 & B0 AL
%, ORI SCEE NS e A TP A S EUE, TERE IR AP RTIR T, RIS HC T R AR TEVE R
HA g & =GR, FULEG N2 S0 — BT 7N ST 5T . il EeLT, ER = R AR
TERAE N EEA, 255 HABEOR DR s etk ge, Blantinin#[1] [2], DNA #[3] [4] [5] [6]VA f T
BRI 52 AR Bl B BN B e O SIUIBIN B5 [ 7] [8] [915% - Herr, DNA INES B e 2 IFAT F 5 5 BE VRS
Mo TR SRR BE LA SR, S PR BN e e, AR HAEERRRT [ B A
T ST I T RS N A R e L, e R b PR M RO — R BRI T . T R R
AR RS HC N AR M, B SRR I A 2 B [10]#8 AT AR v MG S B3R AT v

BT FRW A, ASCEEH 7 RS DU 45 5 B TR T 2R SR r [ A e B ) AL BB R I
TN S S A e R e B AR ARG R M kG, ORI R LR A B, SRECH BRI
HEAREFA, XEEFAHAT DNA NS, Bl 7 6 i B LY 5ok s SO & 2 0rE 11
e O AR, HEP S SCm BAEDG, BREHCHT O SC Gt . SEIREE AR, N RS
HA R0 1 Ge .

2. IEgHEIR
2.1. FERMKEE

rf [ ) 4% 2 #E (Chinese Remainder Theorem, CRT), &%t fi— Mo T R — oL MR 4 7 FE4LI
EH, HAH TR — R4

x=a,(modm,)
x=a,(modm,)

)

x=a,(modm,)
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A RREIAE AT BB S m, my, - my AR, WIXHE RS a,a,,--- 8, TTEALA .
FARMRZn R R
BM =TT, m, M =M/m ;
Bt= M M, B m, 0L EEG LM, =1(modm,) .
TR RO
x=atM, +a,t,M, +---+a t,M +kM
=>" atM +kM  (keZ)

j=1 i

HAEHE M AT FRVEME—E Y " atM, .
EEG AL BRSO, R EF R EH, o LUK 2 MR ME T EON—AME, LB AMERE T
T2, CAMIA B EUG ESERRR, 2021 4E, Vidhya f1 Brindha gt st 7RG [11], 363E 7% R AT AT
o Hr, CRT BITHEZ R TR RME, ERLGERFER, Wl MEEE RS IR — NS A
B3R, X—4REMTEENEICAE, B CRT (AN % Sk b # .
2.2. H4ESTBIBR ERR R G
F VIR R RA[12) 4 G WM H . 1F2I04E 0 PR R4, Hog LuF:
Dix=a(y-x)+h
Dy =bx-xz+cy
)
Dgz=xy—dz

Dix=yz+rz
Hrh, Ha=35b=3c=12,d=7,r=0.5q=0.95 {1, %RGFHFNEMRE.
2.3. DNA 4m#3

TEAEYEF, —/> DNAJPHIE TURRAE: C (Mamine). T (W), A (IR R G (IERR), H
TAETHKN, C5HGHA. FIH DNA F#EE B AMO FEEE, w47 —kf] 00, 01, 10 111 3k
Fon Ay T CHIG. [k, KEEMEH 8 i it HI % nT LUK BE N 4 111 DNA P HSR D &R .

H L, 3 8 Fhgmhit /7 xUR 523 DNA [4aid[13], 838 b ifghd 75 50 1, )\ {7 — k] 11000101
AT LAt TAGG. fEUL AR EXF DNA JFHIEAT I, I8, mEl, [FBUEHE G FE T DNA RS RD )
SR 1 0%

AR SO TR DNA gRf kg &, X8 Z Pyt i soms .

Table 1. Eight ways of DNA encoding and decoding
7% 1. DNA R0\ 75 X

Rules 1 2 3 4 5 6 7 8
A 00 00 01 01 10 10 11 11
T 11 11 10 10 01 01 00 00
G 01 10 00 11 11 11 01 10
o 10 01 11 00 00 00 10 01
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3. MET|{HEE

AR RGN SRR A 1 R, R CRT AERTEALH, KA 8 MR =t A

1416 B, BRGNS T, HRmA2 e
HJE B B LT AT DNA IS, 5 77 (10 B LY Bek R B R N T, $i2
Mz g, sGNNI EIF, JFHBHT CRT WIESE, SRIRARNEEE.

( FmEE )

=4
mEE%

8 fLHEE A, WA

FEARE T . ZJaxY)

AR S

CRT
A
S PO 5> B AR
SIREIRLD) INCRT SRR ARG
‘ A
v v v v
HB, HB, LB, LB,
% BIELAH
DNA =
=
N
% T
BT HEL M BTEIH

Figure 1. Algorithm encryption flow chart
E 1. BEEmZERnizEE

3.1 MESRHEN
NTIRGUREA IS, —ADEGINEFELIINAE — DL KIS, S0, Bk m] BLUE AL
MR . ASOINEFIER BN A A 288 fin, Hor AWMLy, B 208 1 9128 BRI 2 ) Bt
— W B R IR I Y SHA-256 M A5 {E, 3L 256 fr, Ky 32 ¥y, ks 8 b, RomA
K Kyyooo, Key o S5 ¥R B ARG IAFEAIAE t, 35 32 47, WLl 4 385y, BB 8 1L, Roam N, L, L., -
XSy 288 A P I 40T A 2 SR AR B DY 4 7y B TR A S DY A4 -
h = LCtl(kl(-Bk2 (-B-~~€9k8)
h, = LC, (ks ®kyy @@k, )
h, = LCt3 (k17 Dk ®"'@k24)
h, = LCt‘1 (k25 DKy G—)---G—)k32)

©)

X, =mod((h, +h, )x10) /255
Yo = mod ((hy +h,)x10* ) /255
2, =mod((h, +h, ) x10*) /255
hy = mod ((, +h, + by +h, ) x10*) /255

(4)
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Hrr, @ NRaufE, LC, NIRZAIEHRFEALt Az, mod Jyt 256 &5 .

I R 36 BUR R G A B A A B A — 865, AT DMEAS %50 5 5l an MR aR AR OC, R a0 MR I 32 4k
o FEEAMARN, BN AR FHBN t RIS I T B SR T
HER, MRS 78 1 %7 6], HASAS R G A (B 25 50 0 AH ELRE MR, 2 ey SR AIRAE e 438 I S ki 1)
CIEWANS

3.2. PERFEERLIE

ML CRT MTHE, LUK AH AR (AN AP 8 AR KRl & i— 4> 16 friIfR R . H1T CRT it4
AR TR BURE AEEMG RT3 KIS AT BERE i 2 I ), S RES [ (] (7735, % CRT ATHER
25 BRI FILHIZAT o FIRF, ROHHABER R A 4 A2 CRT 5L, 105 16 A& BB R MK 8 47,
KRB R 4 ALa0F, N 16 4 B R m 8 fir. RAPIRIT .

RRF SR B R 2 DUV DU AL, R MEER v 4 AL RIAE R 45 2R AT 8 iz

XTPAMIC 4 AL E TV, 33— 8 /) CRT 4521, RIFETJes LiF iR sp dfixt s . 3
o, BT CRT tHRE B E BT K TR0 58, BRI I REAAAE S S 8 AL 1B oL, xhitt, Kakrhid
il 8 RLAJHR > 5 3 iy 0~255 HORFER P I BLAEL,  DAREPTAMIK 4 LA THRZ 50 8 Ar.

Kb IR 1 A0 2 IS RIRIKBHEAE i, BSR4 16 A& RE, BARplini 2.

8
v
et (1000)
140 132
Pay
(1000,1100) y a (1000,0100)
ast 34028
(1000,0100,1110,1100)
Eafi 12
(1100)
[ 7 236
0100,1111 (1110,1100)
( ) {KafL
~al 15
(1111)

Figure 2. Schematic diagram of CRT calculation
2. CRT itH/REE

STET A 14 2 AT 58 iR B IERNE 3] CRT 45 R FE C.
3.3. BRI RINEE

3.3.1. BRIy

K2k CRT THELM4E A C T ML T 0], Wl 3 Fiow.

B EE TN, F MR R AT R AL, e 8 LA 8 1, R R R
BRI A A B AE T, 735 4 A 8 A7 R A BAMIE 8 A7 1175 LBy, LB, ARG EME A 485 =
(K 4 A7 CRT #5453, & T IR aA EUR VB S B, A& 8 ALK T HB,, HB, 2 J5if F{% rh A AT %
RE 4 AL EIREE R, W T HEERGNEEER, FitETEZE .
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Figure 3. Schematic diagram of high and low blocks
3. BRASRRERE

332 EEFHME

FH U 4 8 et 13 41 F ) XSt a0 Sl ke AN B A1 HB,, HB, #E4T DNA 4, FFIFH X,Y,Z,H £ DNA
BT B AR AERE R, XHRADJE (AT DNA 2RI 98 e FHE ] H 347 DNA ff#Rhis e
F N % 56 L - HB/, HB;

3.33. BFHEE

5 ELEL T DATEDUAS T M BE LR ZI7C 3, W7 LR35 RIS Tl Y T 3RO, JF HOl T
f¥) DNA I B RCR AT 25 PN IREE 7417, DU e ) o BLRLO AR S2 R 7 91 Bl P, b T DY S RS
IR N XM )7, AP RTT Fs:

KA T E R — AN =48 P, Kb P(i,j,1)=HB, P(i,j,2)=HB;, P(i j,3)=LB,,
P(i,j,4)=LB,.

FIFRAFH) XY, Z, H SRS A Nx M x4 [BEHUAERE R, Xt 3 4EAERERIAGE 3 4EEATHET, 13
B 3 ARG HEM RR, AEFM RR Bl =44 P, #ALREMEP, Hp
P'(i,j,k)=P(i, ,RR(i, j.k)),(ie[LN], je[LM] k e[1,4]) , SERE T Eifl.

HEHOK 3 GEFERE P FIRIUAS T, IFREIT YA — 2 51 Wy, W, Wy W, - PR TR R 27 Y
MRIFES, FF AR AR RIFEI N, 0, 0,0, » AL BELW, BRGRW,, el N E L,
HAw] (§)=w,(1,(j)).(ie[L4], je[LNM]).

334 BFHIH
DY 47 [ R A EL3 #8077 CORHME R R E A N AR R BB R, (A5 2 T i R 3h i =
REEF A, 32K DNA A RCRY i Bk SO g, DA T RBTE M S0t . 8 T 04 R
AINXM {77, K HARREH DA A NM — 48750 AL A, AFT A, SRIES 0T D BREAT 5 L
FIRET A5 A AL 2] X SRR B 7 A, 5318,
B, (1)=(A(1)+ A, (1)+ X (1))mod 256,i =1
B, (i)=(A(i)+ A, (i)+ X (i))mod 256 ® B, (i~1),i € [ 2,N* |

FVCEE T4 781 A, ARG Y AL E S T4 A, , /351 B,

®)
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{33 U= (A0+A 0+ o
A

Bs(i):(AS(i)+
FH 51 B, FIRIFT 91 Z AL IREE T4
B,(1)= ( (1)+8,
{ B, (i)=(A.(i)+B,
HF 4 B, FURIEST 5] H hELIXE T A, 133 B,
{ 4 (1)= (A (1)+B,(1)+H 1))mod256|—
B, ()= (A, (i)+By(i)+H (i))mod 256 ® B, (i-1),i € [ 2,N”]
Fywoe B A R A 4B T, SRR
4. GRS
A CPU S AMD 5800H {47 &, fE Windoswll #:1E R 45 I {i F MatlabR2021b 541/ B
VARV, R PR EAT T 2T
4.1. MBHES

Table 2. Comparison of algorithm operation efficiency
2. BURBITHRLER

Y(
i)+Y (i))mod 256 ® B, (i-1),i e[ 2N

)
A, 5B
1)+Z(1)mod256| 1

z

1))mod 256,i =1
( )
(i)+2(i))mod 256 ®© B, (i-1),i [ 2,N* |

U]

(®)

B R ESWIIEWES DNA fin#

256 x 256 1.30s 1.43s

512 x 512 3.57s 4.98s
1024 x 1024 13.04s 19.465

FARIIBATRCR R MR TR S M E ZIRER, — D RCERARIIINE RS0 SRR R SR .
W17 2 ATRAE Y, EANERSES, ARSOnE 5 S M e i 1) 51/ 4 R DNA I fna 75 %€, H
BEE ROTROBE R, =38 Z A A 22 BB . RIS TT DA Y AR SR K 0 i N 8 E N A o — 2
L.

42. MBERSEEFE S

—NE R MG 7 28 R BRI 1l UGN B R IR R T, BAE A AR T
Toik N UG AT 2 46 R AT AT {5 2

K 4 4517 Lena. Peppers. Airplane. Mandrill PU5K F{E N2 BUE S wifE B . WA 4
FIsRiesE BT LUE R, JRIREIR N 512 x 512)M B 7 BT A B A KRG B, TN 5 i By B2
CABEAIL S0, TovE AN I 1 MR AR S i s B DRI St B, DRIz S Re g ik it Bt

43. BARRMERAZE

AN SR RAZ O AR UK, e Y S PR B S (AL AT eI BB VR B /N, AT R N4 B 70
TR B U o RO 3 S a2o0d T AR L BB 3, R0 ) — R AT I A R T, 6 B R i
NS iE E AR RTINS ROR, BRI A sl a 1S % i R
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Original image Histogram before Encrypted image Histogram after

(512 x 512) encryption (512 x 512) encryption

Figure 4. Results and histograms of different images before and after encryption

4. FEIEGMERNENERSESE

XL FRATTIR A 512 x 512 (1) Lena BGE 471X TR, 75 26 2E ik Keyl, Xt Keyl AN s 1 HLRRS 3 Key2
M Key3, = AL HIA:
Keyl = 25728D126918052AB7B93683092B4043A5C2BB3110BC260627601EAEOFFA599AE6A9
Key?2 = 25738D126918052AB7B93683092B4043A5C2BB3110BC260627601EAEOFFA599AEG6A9

Key3 = 05728D126918052AB7B93683092B4043A5C2BB3110BC260627601EAEOFFAS90AEGA9

& 5 (@) I\ 2 K 2 F Keyl N5 i CL A#EZ5 1) Lena, (D)W _EZE TF2H Key2 hn# i) C2, |C2-C1|,
PLK A Key3 s CL A3 BIH R iR %, (C)M L% T &M Key3 %1 C3, |C3-C1|, AKX Key3 2
fif s CL AR R R E G . WTILH S Keyl (U — LR ZE R Key2 I Key3 I [/ — ik B Fr, 13 2011
UGS Keyl s 2 MG e 4 A ], FF HR B 2 Se 0t B0E 7 HOA 4 F 58 4% 1R A 1) 25 4
A0 DR IEAf IR R, S N2 B AR 45 R .

WE AR AT 20, A S BRI 2R [14], A SO B B 256 AR IA A E S
32 L MITEA R AL R, B 2758, MBI St
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Figure 5. Key sensitivity verification
5. BRI IIE
DRI, AR SRV I B BH B AT v R R SRR MR AR 008 K B A5 B, REARAR B S et A 55 28 i
4.4, XS

EEREG T, MR R MEAAER SRR — MR B G SRR % B 4 PR SRR R
FRPERIBETT, ARSRIERN, RTINS SRR TEREBRLT . AHSCTE T E SON:

COFI‘(X,Y)=|E|:(X _:X;(Y — My ):H

©)

HAE, u Mo 53 IR EUF A, B EAbRAEZE, A XA Y RAAELEH RS, o DL HKr, ®E
O AT PG R R XY EASE, W Corr B2k 1, HNHEzL 0.

3T 4 KR R R AR AR ORI 2 S A OGHE, BT R BRI =N 7 M A I FE I % 5 A
TRIEEREAL, A FEGEG, HIganT o, KRR IEL A LIRD BUGARSME R, B

RIFrmeErEge .
45 5218
B 15 B E UM
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Table 3. Pixel correlation of images before and after encryption
= 3. RIS ARG R R

J7 5 4 R I e P
i K TH it £ K T £
Lena 0.9723 0.9841 0.9587 0.0004 0.0011 0.0132
Peppers 0.9785 0.9821 0.9654 —0.0245 0.0049 —0.0013
Airplane 0.9528 0.9447 0.9130 0.0113 —0.0015 0.0006
Mandrill 0.8618 0.7620 0.7273 0.0007 0.0011 —0.0261
255 .
H=-> p(i)log" (10)
i=0

Hrr, p(i) %R 0~255 iX 256 MR R E MR

F ST LR R AT RS BRI e 1, R SRS BRSO, AN E MR AR, S
& P RO SC RS St 0T 8 ArRIRIERIMG, 15 BRI B R KE )y 8. Bk, #CEE
(KI5 BRI 8 I BN ISR

Table 4. Information entropy of image before and after encryption
= 4. BBmENRNERE

(A JE R FUE A B0 I EHE A5 B

Lena 7.4456 7.9992
Peppers 7.5715 7.9993
Airplane 4.0045 7.9994
Mandrill 7.3579 7.9993

A X T UK [F R AE A BT A fE SR, i e R SRR AE B e TR G K, Hakin
FARME 8, ULHI T ASCEE A U ROBEALIE A 22 4

4.6. MESBE

AT R SCHI N Sk R T REIRPLZE - Bk, 18 8 MG R AR (NPCR) T3 28 14 55 & (UACI)
K s S N 28 SRR 2 4 W ) 8 79[15] [16]. NPCR A1 UACH B XU -

A ]
aper = 2200 o0, (11)
X
vaci-— L5 (Gl D)=Call)) 50, (12)
N M & 255

Ferp C M C, AW TR SR, AT H SRR 2 A 1 EERr 28R . 24 C, (i, j) AT C, (i, j) IS
AL j) BT 1, BT 0, HMANZEGH&EMTE. %7 512 x 512 (&M, NPCR FIHEEA
99.5893%, i UACI [ [X ] Jy 33.3730%~33.5541%. 444 hias 503 ) NPCR = 16 N (31 2 48,
H UACI V&N WER X [a) I, 350 B 0925 mT AR P 22 40 Bk
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Table 5. NPCR and UACI of the image
= 5. %K NPCR 1 UACI

B4 NPCR UACI 243 Tk M 45 R

Lena 99.6075% 33.4514% i
Peppers 99.6103% 33.4473% pliibus
Airplane 99.6028% 33.4481% biibus
Mandrill 99.6131% 33.4605% Siibus

2R S EG S A SRR B SRR T 100 AN FEIRIALE SR 15 NPCR A1 UACH, FEXF T8 . Sea6 45
Range 5 fra~, PUFKIMAR 4K NPCR ¥ FFASIASEME, H UACH IEANIAEX ], 5B A S %
SRR DRI ZE o Bt
5. R&

ICN=A

S b E R AR E B TACEE, T AR E AR ARG R, 1 58 U I RN D Je SR A s A n
LA o

A P R AL 6 N EE B 03, RO 5 2 AT DNA TS, a1 18] B AL 97 ) s,
Ren s ROR AT BRI SRR . RIAE QRN PERE R RTINS TN R0, T SEIR 077 A 45 5106
IE T X —45ik.

A2 o E R AR € B TRAL B A 2y, BT DLE R ARG A RN, FEINEE K FIN, SEBUCHUR S, D
FTHZINE R AT I A 5t m] DLARSR 0 il AL i) e In s Vet — 22 f i 7, 3t — DR THIN T AR

SE

[1] Li, X., Mou, J,, Cao, Y. and Banerjee, S. (2022) An Optical Image Encryption Algorithm Based on a Fractional Order
Laser Hyperchaotic System. International Journal of Bifurcation and Chaos, 32, Article ID: 2250035.
https://doi.org/10.1142/S0218127422500353

[2] Faragallah, O.S., et al. (2021) Efficient Optical Double Image Cryptosystem Using Chaotic Mapping-Based Fresnel
Transform. Optical and Quantum Electronics, 53, 305. https://doi.org/10.1007/s11082-021-02864-5

[3] Tang, Z., Yin, Z., Wang, R., Wang, X., Yang, J. and Cui, J. (2022) A Double-Layer Image Encryption Scheme Based
on Chaotic Maps and DNA Strand Displacement. Journal of Chemistry, 2022, Article ID: 3906392.
https://doi.org/10.1155/2022/3906392

[4] Huang, Z.-W. and Zhou, N.-R. (2022) Image Encryption Scheme Based on Discrete Cosine Stockwell Transform and
DNA-Level Modulus Diffusion. Optics & Laser Technology, 149, Article ID: 107879.
https://doi.org/10.1016/j.optlastec.2022.107879

[5] Chen, L., Li, C. and Li, C. (2022) Security Measurement of a Medical Communication Scheme Based on Chaos and
DNA Coding. Journal of Visual Communication and Image Representation, 83, Article ID: 103424.
https://doi.org/10.1016/j.jvcir.2021.103424

[6] Elsaid, S.A., Alotaibi, E.R. and Alsaleh, S. (2023) A Robust Hybrid Cryptosystem Based on DNA and Hyperchaoticfor
Images Encryption. Multimedia Tools and Applications, 82, 1995-2019.

[7] Gupta, M., Singh, V.P., Gupta, K.K. and Shukla, P.K. (2023) An Efficient Image Encryption Technique Based on
Two-Level Security for Internet of Things. Multimedia Tools and Applications, 82, 5091-5111.
https://doi.org/10.1007/s11042-022-12169-8

[8] Wen, H., et al. (2022) Design and Embedded Implementation of Secure Image Encryption Scheme Using DWT
and2D-LASM. Entropy, 24, 1332. https://doi.org/10.3390/e24101332

[9] Dong, Y., Huang, X. and Ye, G. (2021) Visually Meaningful Image Encryption Scheme Based on DWT and Schur

Decomposition. Security and Communication Networks, 2021, Article ID: 6677325.
https://doi.org/10.1155/2021/6677325

DOI: 10.12677/jisp.2023.122012 126 EUE 5155 A2


https://doi.org/10.12677/jisp.2023.122012
https://doi.org/10.1142/S0218127422500353
https://doi.org/10.1007/s11082-021-02864-5
https://doi.org/10.1155/2022/3906392
https://doi.org/10.1016/j.optlastec.2022.107879
https://doi.org/10.1016/j.jvcir.2021.103424
https://doi.org/10.1007/s11042-022-12169-8
https://doi.org/10.3390/e24101332
https://doi.org/10.1155/2021/6677325

i %

[10]

[11]

[12]

[13]

[14]

[15]

[16]

Titiincl, K. and Cataltas, O. (2021) Compensation of Degradation, Security, and Capacity of LSB Substitution Me-
thods by a New Proposed Hybrid n-LSB Approach. Computer Science and Information Systems, 18, 1311-1332.

Vidhya, R. and Brindha, M. (2021) Evaluation and Performance Analysis of Chinese Remainder Theorem and Its Ap-
plication to Lossless Image Compression. Journal of Ambient Intelligence and Humanized Computing.
https://doi.org/10.1007/s12652-021-03532-y

Ye, X., Mou, J., Wang, Z., Li, P. and Luo, C. (2018) Dynamic Characteristic Analysis for Complexity of Continuous
Chaotic Systems Based on the Algorithms of SE Complexity and C Complexity. In: Gu, X.M., Liu, G.L. and Li, B.,
Eds., Machine Learning and Intelligent Communications, Springer, Berlin, 647-657.
https://doi.org/10.1007/978-3-319-73447-7_69

Yang, Y.-G., Guan, B.-W., Li, J., Li, D., Zhou, Y.-H. and Shi, W.-M. (2019) Image Compression-Encryption Scheme
Based on Fractional Order Hyper-Chaotic Systems Combined with 2D Compressed Sensing and DNA Encoding. Op-
tics & Laser Technology, 119, Article ID: 105661. https://doi.org/10.1016/j.optlastec.2019.105661

Zhang, Y., Li, C., Li, Q., Zhang, D. and Shu, S. (2012) Breaking a Chaotic Image Encryption Algorithm Based on
Perceptron Model. Nonlinear Dynamics, 69, 1091-1096. https://doi.org/10.1007/s11071-012-0329-y

Wu, Y., Noonan, J.P. and Agaian, S. (2011) NPCR and UACI Randomness Tests for Image Encryption. Cyber Jour-
nals: Multidisciplinary Journals in Science and Technology, Journal of Selected Areas in Telecommunications (JSAT),
1, 31-38.

Ullah, A., Jamal, S.S. and Shah, T. (2018) A Novel Scheme for Image Encryption Using Substitution Box and Chaotic
System. Nonlinear Dynamics, 91, 359-370. https://doi.org/10.1007/s11071-017-3874-6

DOI: 10.12677/jisp.2023.122012 127 EUE 5155 A2


https://doi.org/10.12677/jisp.2023.122012
https://doi.org/10.1007/s12652-021-03532-y
https://doi.org/10.1007/978-3-319-73447-7_69
https://doi.org/10.1016/j.optlastec.2019.105661
https://doi.org/10.1007/s11071-012-0329-y
https://doi.org/10.1007/s11071-017-3874-6

	基于中国剩余定理和混沌系统的高低位图像分治加密
	摘  要
	关键词
	Divide-and-Conquer Encryption of High and Low Bit Images Based on Chinese Remainder Theorem and Chaotic System
	Abstract
	Keywords
	1. 引言
	2. 理论知识
	2.1. 中国剩余定理
	2.2. 四维分数阶混沌陈系统
	2.3. DNA编码

	3. 加密算法
	3.1. 加密方案的密钥
	3.2. 中国剩余定理预处理
	3.3. 高低位分块加密
	3.3.1. 高低位分块
	3.3.2. 重要子带加密
	3.3.3. 跨子带置乱
	3.3.4. 跨子带扩散


	4. 结果分析
	4.1. 加密效率分析
	4.2. 加密结果与直方图分析
	4.3. 密钥敏感性与密钥空间
	4.4. 相关性分析
	4.5. 信息熵
	4.6. 抗差分攻击

	5. 总结
	参考文献

