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Abstract

In this paper, by analyzing some drawbacks of the existing APT attack detection technology, APT
security detection architecture and its key technologies have been proposed. Among this, a mining
algorithm for APT time-domain association rule was given, and the security knowledge base was
created using large-data analysis technology. Furthermore an APT attack detection method based
on classification was proposed, which occupied significant roles in the APT security detection ar-
chitecture.
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Figure 1. APT security detection architecture
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