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Abstract

This paper studies the security of fuzzy model predictive control (FMPC) for a class of interval
type-2 T-S fuzzy systems with deception attack at the measurement output. Aiming at the unmea-
surable system state, the nonlinearity of the system and the destructiveness of the deception at-
tack, the dynamic output feedback control under the FMPC framework is adopted, and the opti-
mization problem of the worst case in the infinite time domain is proposed for performance anal-
ysis and control synthesis. By using the quadratic function method and singular value decomposi-
tion technique, the non-convexity caused by the coupling between variables is solved, and the
conditions to satisfy the terminal constraint set are derived. In addition, in order to reduce the
damage of attack to the recursion feasibility, a special scalar is introduced and inequality analysis
technology is applied. On this basis, a solvable auxiliary optimization problem is proposed to find
the required controller, and a sufficient condition is obtained to ensure that the control system is
mean square safe in the sense of H, under the FMPC-based controller. Finally, an example is given
to demonstrate the effectiveness of the proposed method.
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B3 AESH 0> 0 B o >0, BEIERE B/ (1e N, ) FIiRE. 4 TRRRLO), WRHEEE

3 P,,I,PBILO =1,2, IEFRE y FIKERE Z"’,Elq,lz"’,(l,h eN,,,gqeN, me NM+)fff%'°(17)5ﬁ] DL 25 AT
pl * *
Varl e(2P' - P * >0, G1)
V26 0 s(2P' - P!)
y-of * *
Vargen (1-¢)(2P' - P)) * >0, (32)
N26F 8¢ 0 (1-¢)(2P' - P")

b, Pl =diag{R, B}, P! =diag{Rl, P}, FEFE L F8 551 2 PRI, 30)AGE.
W NTHE, idé=1-¢. EIAENXQLD), HFKFGHM32)MLAFE]

P * *
SRy e (P) () " 20, G
Ja6rl 0 eP'(P) (P)
y-0f * *
Jaruer eP () (P) " =0 9
V26140 0 P (P (P)

DOI: 10.12677/mos.2023.123175 1916 e RSE TR


https://doi.org/10.12677/mos.2023.123175

HFEHH, BN GWIER diag|[1(P)(P)| WARISER, s

p! * *
V2Ae e(PY x|z, (35)
V26ae 0 ()
y-of * *
NGY: VSV R Y ) (36)
V268" 0 &(P)
0T QHRNESHIAFM T n" (k) 7" (k) n' (k)] ASATILEE, B Schur ¥, AT L]
277 (k)[(/]’q ) pras e (40) Pf,?l’q}ry(k) <en’ (K)Pp(k). 37)
T R G4 T2 WS, FkmE7)T 5]
20" (k) A" (110,00 ) P ) A 110,60, )+ > A" (1,0, ) P15 ) A 110,6,) (k) < ™ (k) P(ptg) (k) (38)

BeAh, ERE(28), i b AT PIAE E

20" (K)[ A7 (#40: 00 ) P15 ) A ,00) + 6> A" (0, 00) P11y ) A(110,6,) [n(K) < &y =0Z). (39)
B, FIF Schur #b, Hi(36)753
2(¢) [(gq)T PE 6t (B ghgw;m}gg(y_gf). (40)

T 2 HAR(S), M 40)n] LA ]
207 (k) BT(6,) (45 )B(6,)+ 6B (6,) (a5 ) B(6,)|¢ (k) < £(7 - ). (41)
Gy J7TH, HHEFILL T A%
[A(10:0,)1 (k)= B(8,)¢ (k)] P (s ) A(120-60) 1 (k) = B(8,)¢ (k)] > 0,
(6416, n(k)~aB(6,)¢ (k)] P(us)[ 64 (1126 ) (k) - GB(8,)< (k) ]2 0.
kb AN A RS T A R BN AR 545 3
20" (K) A7 (110:60) P (115 ) B(6))+ A7 (140,6,) P (113 ) B(6,) | ¢ (k)
<" (k) A" (tt0:00) P () A(10,6,) + 67 A" (1,60,) P (125 ) A 110:6,) | (k (42)
+§T(k)[ET(HO)P(yg)B(€0)+6-ZBT(0) (4)B ( )]g(k)
JE s K (39)FI(4 1) AR5 B[R] i AR I o) F AN 25 X (42) 13 21
B{n" (k)P (s )n (k) =n" (K)[ A" (t40-6) P15 ) A(1ag>0) + 6> A" (110,6,) P ) A2ty ) [ (k)
42" (k) A (10,0, P (125 ) B(6y)+ 6747 (1,0) P15 ) A(6,) | ()
+;T(k)[éT(eO)P(yg)é(eo)mzzT(eo)P(ﬂg)z(eo)]g(k)s7_95,

DOI: 10.12677/mo0s.2023.123175 1917 e RSE TR


https://doi.org/10.12677/mos.2023.123175

KRR B0 KA. EEE.

FHATNIE, TR TRIEZOR R2 M7 &tk A1, BT REGURE x(k) Aeanil, &4R28)
FARETELRAM A . B Rk, K — 9l FRAR R R . FEXX AT, R THIAIRA x(0) — AR 2R
WA NS

B 1 BE RGO VGRS E T —ACrIES, BILUF & or:

£(0)e ek [x(0)f, <1-8)(2-eD)}. (43)

XHE, H>0NOHMMERE, 0<8<1MA>0=MA HZ50% W% E firE.
BI 4 LTI 3 AR . R L T, WA EEAEN BB (IeN, .qeN, ), MM,
LA EIIZH S €(0,1),4> 0,6 € (0,1) {45 LN %A L :

Sy - *
(r=e) * 1., (44)
Ri(k) P,
B <M, P <H,P <M, A<y, (45)
P * *
NEYS: (2P’ - M) * >0, (46)
J26Fk 0 e(2P' - )
y-o * *
V2Flign (1—6)(2P1—M) * >0, (47)
V267l 0 (1-¢)(2P' - 01)
Pl * * ]
V2[0 I)F se(2P - M,) * >0, (48)
260 1FE 0 de(2P - M,)
y—o * *
V2[0 1]F5¢m s(1-€)(2P - M,) * >0, (49)
V26[0 1]Flgn 0 5(1-¢)(2R - M,)

XH, M =diag{M,,M,}, FYFS S 53132 dig SURIMIFE, 4 Q28)REWH AL .

WERH: UERHRERE R DA AR e, R 1T, TR EUER S B 4 R SRR REREAE k=0 I
WEQ8). MRJE, HETUL LR, 76k =1FE 513 4 4 1EHE28).

k=00, MBEEIEE)MENE P <H ol LIS 3] x(0) € {x(k) |
x(O)e{x(k)|xT(k)P,1x(k) (1- 5)(1 QC)} W, HBEAHMEM A<y, RHEEH

n' (0)P'n(0)<y-of. (50)

BT P(uy) =X 4 (2)P' s 0" (0)P (1) (0) Sy —of - U, HFFQ8)TE k=0 NFEHL.
fE k=18, HAHEOMAT), WERER PV (P) 2P +(P') -0 LS

DOI: 10.12677/mos.2023.123175 1918 e RSE TR


https://doi.org/10.12677/mos.2023.123175

Pl * *
Varl Pt (P * >0 (51)
J26F 0 PV (P)
y-of * *
J2rler (1-e) Pt (P * >0 (52)
V267t 0 (1-)P'M'(P')

5513 3 F(33), GBSMBTHSEMREAR, I (S1)M(S2) R Lo 5115 £
0" (o)[(?ﬂ‘f ) M+ 6% (4" M/if‘f}n(o) <en” (0)P'n(0), (53)
2" (0)[(2%")T MB+6*(B') Mé"]g(o) <(1-€)(y-0f)- (54)

P25 HE(50) - E B

[ A(0)- B¢ (0)] a1[ A"n(0)- B¢ (0)]20

[645(0)-6B8¢ (0)] M[647(0)-6B¢(0)]20

K (53)M(54) AR5 I 322 [A) I AR A5 21 BL R Bep Rk

B{[1(6,)1(0)+(o(k)-5) 4 (6,)1(0)+ B(8,)¢ (0) + (o (k) - ) B(6,)¢ (0)]

M 4(8,)n(0)+ (o (k)-&) 4 (6,)n(0)+B(6,)¢(0)
<y-ol,

+

(55)

+
—_
Q
—~

>
SN
|
Q|
N—
[>T
—_
S
SN—
o~
—
o
A
1
=

[ A(6,) 4(6,)]=XC0(x)[4" 4"]. (55)%%5.5E{||n(1)||;}3y—95 - HZAE@45), B <M,
P <My B P <o Bk, Bl |<B{ln )]} <7 -of - bmsmikttEE, #
Bl (), =70 (Pla) =0k () P')-
[E3E, H(48)M(49) 1] L2y iS5 3
znT(o)[([o 1147) Mo 1)4"+6*([0 1]4) M,[0 I]?llq}](o)ﬁéerf(O)Pln(()), (56)
z;T(o)[([o N&) Mo na+6(jo 118°) m,o I]Eq}g(o)ﬁﬁ(l—e)(y—gf). (57)
FEBITE k = 0 B BRAL I S5 A (44) LA S DL BRI AN 36 2
[0 1]4"n(0)-[0 I]qu(o)] M,[[0 1]4*n©)-[0 1]B¢(0)]>0,
[6[0 1]4"n(0)-6[0 1]B'¢(0)] M,[6[0 1]4"y(0)-&[0 1]8¢(0)]=0,
K (56)M(ST)ANEE 5 Pz [R] I AR 0 A 21

DOI: 10.12677/mo0s.2023.123175 1919 e RSE TR


https://doi.org/10.12677/mos.2023.123175

E (A(eo);c 0)+1§(6’0)y(0))TM2(21(¢90)32(0)+1§’(¢90)y(0))}
i 0,)M,A4(6,)x(0)+25%" (0)A4" (6,)M,B(8,)<(0) (58)
+647(0)B7(6,)M,8(6,)¢(0)<5(r—e),
KH, p(0)=C"x(0)+0(0)(-C'x(0)+£(0)) - () MK E{||fc(1)||;2} <S(y—of) - F&MP <M,,
1A (w)<m, BEB{RO,  1<o(r-08), BHRH, k=1HEHR.
FRAR LA AT, 75 k=1 0T LA EE (44)E 7 (k) 0 2 (K) ROREHE R 70 . BRIBE, 76 & =1 IS Q8)ROL. i

b
—+ o

JEt LA F ok AR 1 AT EE 4 (93, AT BURIE R . B EH BT NIE, TCS ) R2 HIEH O & 2858 .
3.3. EEhE{Lin) R

BT AR RS T SRR e NSk, REEE B RIE OPL . S T AT/ M, FA124 R 4%
). (k) HI— BT b ok — A B A R

BIREIE A S (k) = S0 Je(k, || e ST LRSI, 27 2(k,) =0, vk
BV (n(k,))j =0 557, HS)RE 535

J=(x H E(AV)+o|¢ (k,) (59)
%m{v( (k ))j=0 GO SRR A p =0 3l 831
2l (6 ) <-Zman)reXfe (6, ) =v (k) reX e (6, )] =" (0P ()(0)+ o2 (8, ) (60

HIEFI(2)FIAH28), HI(60)7T LA 5
. k):é“z(k (k)P(yo)n(k)+gZi;)”§(kp)

TR, BT I (k) — By .

R LR FMPC, 45— 5 A ARAIE B 20 SR A0395 A2«

B 5 BB (1eN, ) WINHBKIERF, 4R 0> 0.7 >0,% >0 FIAEFE © . W SA71E IE 52 6 1
PLB.T'(leN, ), HFEK"(1eN, ,qeN, )H—ANERRy A7) R RO

7 (B +(B) 1) Iﬂ
>0

<" (k)P(uy)n(k)+os <7,

(61)
w
T'—(y-0)I20 (62)
)_Cz(y__gé:)l (r-ec)el (63)
(r-ol)0" R

WA, FTFHAMCRESHBELRADR2)E L, XE B AT FAExR:

T
St (T (A ! lyt
Pl _(V ) (A ) |:]CB’ OCB,X(rB/ch):|P1 |:ICBI OCBJX(’BICB/):| A V ’

DOI: 10.12677/mos.2023.123175 1920 e RSE TR


https://doi.org/10.12677/mos.2023.123175

K e, R, 5y B BT

UEM: AEBJT AR SCHR[4], (ERERS

HRLLLE ST, M T OPL A — AT B4 B LA 1R R
OP2 min y

u(k ),p=0
s.t. (18), (31), (32), (44)~(49), (61)~(63)
34. RGMERESIT

FEARAT R, Kt Lh FiEE FMPC S0 BT 2 LA Ab ) B w47, /e dkmd b, $R4E T ZERTHE
3T MPC HfEil e F RGHITERE T .

SEH 1 GRAETATHE) B IR IEA R A (1 )~(12) F I RG9), B B (1eN, ) ATIHRIEN, %
EMRER 0>0,6>00 (R 1, WHE OP27E k ZIFTAT, HATE k+1,k+2, - FEWE R 20357 & R AT
17

WERA: R OP2 7E k W ZIATAT, BATHEEIEWTE £+ 1 N ZEA1T. ENZ L, A
0" (k)P (uy)n(k)<y—of o HRIEGBD), (32), (44) (49), ﬁE{ (k)P (/Jo)n(kl)}<)/—gfo $2IR(5) T 4
REZTARIET, TR A1) B(40)C (1) D (1) €2+ H

n(k+1)=A(u)n(k)+(o(k)=&) A(p )1 (k) + B(1) ¢ (k) + (0 (k) =F) B(1) S (k)= (k). (64)
B, ﬁE{nT(kﬂ)P(ug)q(kﬂ)}q ol o WCITAE AT LAGk S e R I ZIF BITE R, IXFRIE T OP2 7F
k+1Lk+2, (375 = SR 471

EH 2 (Rt BB B (1N, ) WEIBRAERE, bRt o> 0,6 > 0. TR 1 T, HLILIH OP2
SE R IR R 528 RGOOTE H, B R 24,

WEW: 58 LV (n(k)) BV, (7 (K +1)) 23 RAE k W20 &+ 1 W ZURE Y, (n(K)) BB 2T e 2t
1B AT T, DRAk ) 8 OP2 £E k I % (R B AR & -+ VI 2000 — ANl AT, FRATTRR X — W] AT 118 o B
EA, (n(k+1)) - HRAELL ST, IRHIE

B{V,. (n(k+1))} <E{V, (n(k+1))}. (65)
%*ﬁﬁ,%%uhﬂﬁﬁ%ﬁﬁu&&%ﬁ%@ﬁﬂﬁaﬂwﬁ
B (e D) =17 (n(R)+ [0 = el (R <0. (66)
HH(65)F1(66) 1] 15
E{Vy, (n(k+1)} <B{Y, (n(k+1)} <07 (n(k)) -z ()] +e|¢ (k)] - (67)

Bk, BATEL 6118 RGERIMH:RE

1) i’)]?‘i?%fﬁ(ﬁ’]ﬁé

£ ¢(k)=0, @EEDITUREBBHEY,, (n(k+1)} <V, (n(k))=-|z(k)[ - BEHENTIEZMH
2(k) BV (n(k+1)} <07 (n(k)) Pl RGHERA IR RGHETRGE. B4h, (EBHIH
En(0)=0 F4E 0>0, H(O6T)NESPIAM k=0 Fl oo HIHNFFH:

S < oS

Bl KHEE X2, EX 3, RGONHTTE LT %4,

DOI: 10.12677/mos.2023.123175 1921 e RSE TR


https://doi.org/10.12677/mos.2023.123175

L%,

B3

*

2) H, & Ihzes
BT LLEX T ARG T 2000, Q) Kli, @idens

S (O -2l +eZle (O <Xl +eZ
WRIE28), H
§||Z(k)||2 <V, (7(0))+0Z =n" (0)P(1,)n(0)+0L <y—0f +ol =7.

FRER L LR, MAEE 2 M3, JATATURRIZ R, 5 RFOE H, B L %4,
4. (HEEG

MG LA BRGS0, RIS A 5 H ) FMPC 5%

(L]

Hob éﬁ%ﬂfﬁﬁ%ﬁﬁiBl(leNNﬁ), ?ﬂéiUEi%ﬁﬁiU’(leNNﬁ)iu VI(IGNN:+), il A A A 00
B2 51 H 1 R %

(4]

Step 1: & k=0, LEFIBHE R (0)=[x"(0) £7(0)], LARESHEMAMRETLMBUL 1.

Step 2: fEMfZ &, ZET LIS HL MAATHF LR OILL RS OP2 , 53 S B 2R A 2
¥ A%, B K LURBRI A(6),B(6),K ()« SRJG B1(8) R tHH N u (k) -

Step 3: K u(k) LT R5t. 4 k=k+1 RIS 0

MR A */l\iﬁlﬂﬂ%[l()]%ﬁ%ﬁ)ﬁmﬂ ff5:T FMPC E’Jﬁlizf H A 9O Lk A DX 8] 7 T-S A
RGP AR B, AT RGMEES TR T TR A B ﬁ/i%ﬁ’]ﬁx&ﬁ fEARGIH, £
N,=N,=2v,=v,=Ln,=n,=n=lLn =2M =2, 7,(k)=x,7(k)=%, X8, x,(j=12)=2RE x(k)
HIEE j A X EARBL x WTINT x, AW, RS HEEN

1{ 0.9832 0.0398} 1 { 0.9893 0.0399} 1_[0.0010} 7 {0 .0009

, ,B' = ,C'=C’=D'=D*=[0 1].
—0.8353 0.9832 —-0.5329 0.9893 0.2000 0.1000

BRI B R e N i () =0.8—1.6/x|x |, &' (x,) =1-1.6/7|x|, 4 (x,) a(x), 7 (x)
2 (x)=1—-p' (x) - FHIBFIBRECN ' (x,) = _(xl)—exp{ X /035} Qz(x1 =0’ (xl)—l 0'(x,). ¥
14558 7 x(0)=[0.2,0]", £(0)=[0,0]",u(0)=0,(0)=0,7 =3, =2, © =diag{L1},
5=03,{"=15("=-15,{=51=50=0.1, §=0.5,£=0.5, H=diag{0.05,0.1} .

1

.“"“ ROC) [— open loop state x1 |
5
. o RN EELLEEE open loop state z
0.5F o K N " D
. % . . .
5
f— . P o i .
~ : A P Y :
0¢ N 7 . . s S 7’
d S L : S 7 : NP -
B :
.
05F %
* ’.
L) *
1 !

0 10 20 30 40 50 60 70 80 90 100
Time step (k)

Figure 1. Open loop system states
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Figure 2. Closed loop system state, estimated state and control input curve without deception attack
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Figure 5. Control input curve of closed-loop system with deception attack
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