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Abstract

Traditional hyperchaotic Lorenz system is applied to image encryption, but the disadvantages of
traditional algorithm are small key space and low security, to solve this problem, in this paper,
based on the lv chaotic system, a four-dimensional memristor hyperchaotic system with stable
equilibrium point is proposed by adding a magnetron memristor, and it is applied to image en-
cryption. Through the analysis of phase diagram, Lyapunov exponent and bifurcation diagram, it is
found that the new chaotic system has a stable equilibrium point, and with the change of parame-
ters, the system shows a rich dynamic behavior, such as periodic, chaotic, quasi-periodic and
hyperchaotic. The physical realizability of the chaotic system is verified by a modular circuit si-
mulation design. Firstly, the plaintext image was diffused, and then the correlation of adjacent
pixels was reduced by scrambling. Secondly, the scrambled image was diffused again forward
from the last pixel. Finally, the plaintext image was encrypted by twice diffusion and once scram-
bling. The simulation results of histogram and key space show that the key space of the image en-
cryption algorithm using the new memristor hyperchaotic system is 234 higher than that of the
traditional hyperchaotic Lorenz algorithm, the information entropy of the ciphertext is 7.9993,
which is close to the theoretical value, and the correlation between adjacent pixels is orders of
magnitude lower than that of the hyperchaotic Lorenz algorithm. It can resist the common attack
methods such as exhaustive attack and differential attack, and has higher security.
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Figure 1. Phase portraits of chaotic attractor (a) x-y plane; (b) x-z plane; (c) y-z plane; (d) x-w plane
1 ORAEWS|F&FEMEE () x-y FE; (b)x-z F@\; (¢)y-z Fi@l; (d) x-w F&E
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Figure 2. Dynamic trajectory of state variable when initial value changes slightly (a) Variable x;
(b) Variable y; (c) Variable z; (d) Variable w
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Figure 3. Chaotic dynamics varying with parameterse (a) Bifurcation diagram; (b) Lyapunov
exponential spectra
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Figure 4. System phase diagram with parameter e (a) e=-0.27 x-w plane; (b) e=-0.27 y-z-wplane; (c) e=-0.1 X-w
plane; (d) e=-0.1 y-z-w plane; () e=0.05 x-w plane; (f) e=0.05 y-z-w plane; (g) e=0.2 x-w plane; (h) e=0.2
y-z-w plane; (i) e=0.32 x-w plane; (j) e=0.32 y-z-w plane
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Figure 5. System circuit
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Figure 6. Circuit Simulation result (a) x-y plane; (b) x-z plane; (c) y-z plane; (d) x-w plane
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Figure 8. Algorithm simulation result (a) Lena; (b) cryptograph; (c) Correct decryption; (d) Error decryption; () Baboon;
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Figure 9. Original image and Ciphertext histogram (a) Lena original image; (b) Ciphertext histogram; (c) Baboonoriginal
image; (d) Ciphertext histogram
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Table 3. Key Spaces for different algorithms
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Table 4. Plaintext and ciphertext pixel correlation
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Table 5. Average NPCR and UACI of ciphertext images with different algorithms
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