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Abstract

In order to solve the security risks caused by the low code rate of the security key in the existing
quantum secure communication, a quantum Kkey storage and use scheme based on low code rate is
proposed. The hardware architecture of the quantum encryption device is constructed to improve
the storage method and utilization mechanism of the quantum key. The key pool is divided into an
active pool and a standby pool, where the keys in the active pool are used to encrypt and decrypt
data, and the standby pool is used to receive security keys. The quantum Kkeys in the active pool
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are grouped and numbered, the keys are randomly selected for encryption, and different encryp-
tion methods are selected according to the binary number inside the key, which increases the dif-
ficulty of cracking the key. This scheme not only ensures high security of quantum encryption, but
also improves the efficiency of quantum key usage.
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Figure 1. Hardware structure of encryption and decryption device
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Figure 2. Key storage structure for sender and receiver
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Figure 3. The grouping and numbering of quantum keys
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Figure 4. Sign bit selection for quantum keys
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Figure 5. Encryption and decryption and the process
of sending and receiving
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Figure 6. Data package
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Table 1. Key for testing and corresponding information

#= 1L WA EZERARMEER

wH R bR nz 7 PRIAC RS
100000...0 1 100 4 AES + SM4
010000...0 2 000 0 AES
001000...0 3 010 2 zuc
000100...0 4 000 0 AES
000010...0 5 001 1 SM4

TAREE R W 2 Pros . Zeid KEMBUS, I e s e S Ee i as Rod 420 WuliEm,
R B SOhn 8 U B R AT A R

Table 2. Comparison of packet data
= 2. BiREHBUETLE

HH et IR Hodfs L SRl
100000...0 00wvuBVScwoEthAVEZFtSU+Re49qcZZQz0  00wvuBVScwoEthAVEZFtSU+Re49qcZZQz0
zKD16uNnvZw=1 zKD16uNnvZw=1
010000...0 00z6U9FjNpiUb4RiOkfUzsLw==2 00z6U9FjNpiUb4RiOkfUzsLw==2
001000...0 009eaba81532e77a40e0b6b318f5f9668a3 009eaba81532e77a40e0b6b318f5f9668a3
000100...0 00jNGeQ7cRqj7DJq6ZcA8KZA== 00jNGeQ7cRqj7DJq6ZcA8KZA==
000010...0 00rPgs0TLWzxgzwu2XPZf5Yw== 00rPgsOTLWzxgzwu2XPZf5Yw==

RSO T N B BEAT A D RE RIS, I b b ST AR B B B SO A i S SRR W R 4t
BARTIRERISEBL . W14 3 Fow, Fom 1L R MR E R, M BlER], WIS S il o 45 R AR Fr e 4 — 5
AR T R GUEER D RE T LUA BTN 45 R 458 -

Table 3. Comparison of plaintext and decryption results
i< 3. A SMEmERII

w9 3L it i R
100000...0 1111 1111
010000...0 1111 1111
001000...0 1111 1111
000100...0 1111 1111
000010...0 1111 1111
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