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Abstract
With the rapid development of information network technology, the social model of using the In-
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ternet as an interactive platform has gradually emerged. More and more criminals are paying at-
tention to the new criminal platform of the internet, which utilizes its characteristics of conceal-
ment, convenience, and openness to carry out related illegal and criminal activities. At present,
the criminal means of using information networks to commit illegal crimes are constantly updated,
the advantages of the network in the commission of illegal crimes have gradually expanded, and
the infringement on social legal benefits has also increased sharply, constantly challenging the last
line of defense of judicial practice. Combined with the severe characteristics of the current trend
of using the Internet for crime in the information age, in order to effectively curb and prevent the
development of cybercrime, China has added the crime of illegal use of information networks
through Amendment (9) to the Criminal Law to standardize the personal behavior of netizens,
rectify the social order of cyberspace, and supervise the obligations of network platform service
providers, so as to protect the legitimate rights and interests of the people, purify the environment
of online public opinion, and maintain the normal operation of social real order. This article aims
to improve the relevant legal provisions on cybercrime in accordance with the legislative devel-
opment and process of cybercrime, and form a complete legal normative system for cybercrime in
combination with relevant judicial interpretations, effectively play the role of punishing and pre-
venting the development of cybercrime, fundamentally block the development of cybercrime, and
safeguard the legitimate rights and interests of the people and the stable operation of social order.

Keywords

Cybercrime Legislation, Criminal Law Amendment (9), Illlegal Use of Information Networks

Copyright © 2023 by author(s) and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY 4.0).
http://creativecommons.org/licenses/by/4.0/

1. 5|8

PIEREANREES COH T ZEMPIE, X2 8REEMWEBORIZET R RS L, MEILAE
BOAAERT “Bri)” TRRJUIRRAL. LUE B Mg e, R FE g0 IR AL SEAt 2o e 78 31 k) 244 23 ],
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REREATE B H 1] HAZHEARZAFMRG], RERDBAMLHTEN, SEOHENICERAEERD.
B 1997 45 (FRIEY BT EAUE TR e = AN gR 4, RIBTELIER, 1997 4 (HVE) Kt HAHL
JRAERI S A BT S LSRRI LAV L TR AIEER . 1997 45 (FIVEY BiE SR 20U AN R4
BTSRRI IRIRTE 4 ' HOEN E oIS ST AR, HEURSENE, DR ENLR S
ZA, EPRYHTAE S B FTEE R RG AT B W AR R BOR YRR P AT R T LA . (HIX—
FRHNFAHE S SO I A BRI 75 1 BT AN WA B H B 1) LU B 28 D91 & Stk GeaB 38 AT A7 3K 1 Ol
55 287 FAUE TAEG IR E R 7 21997 4E CHEY AR TN LSE it S mlVE S . 15 3 -
TG WA ARKEAEGILIRAT N, AT IR TSR ST it A0 SR B R R B AT . IX 23 O L
g5 FI S B 2% St A AL SRAT A AN IR E IR Z AL T, AFE e O S TR St U SR AT A,
SENL 2 [ FIREL, XIS S R AL R A — BN faHE . 1997 4 (ALY B USSR
TR, RFRE T F AR R — KR, SAEEREER TR B, Em B mRmes. 1997
O HE T E AR SR SR CE T B AR R rT RO T2 1.0 PR, EFEHI AR, B
THENL R G AR TSR RGO TRAT A, SIS EEVEREIEA R ZAE. ZERI, EE T
ZIRSHARER S AR Hi e B NS ILTE . FEUE H G RIVESL e, AT BB 7 7R LR 12
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HUE B RBIRIE WA EIR A SR LA, 55 286 A& XTI THENUE B R G MAT R T E LKL ™
Pt BN NG B RGAFEE AR5 LUAAEB BE AT ARE I B . 38R A SAB B AT Jyidt
TR S AL (B 1 E AR SO R E I AREMIER . B2 AR UBOR T RN ARG RRIRT N, X
BRI ENE B RS IIREN IR IS Fe o AT I N DGR AR SEATL A AR Bl 1 I R St Al SR 504 1)
179, THRESS 286 260 HAT NNIHE CAHEAT U 5 40 311, MELGE FUHIMH5TAE, B R 18
BEARAERENE B ARG BRAESEE ST, AREEH AT EIUE B R G AT AT HALIL
AP L, W ESRAT A NIRS AT, R ZMAT A NI LA, R ATk ks . BE
PR IR 500, FREAEAR AT OB AWHERR 18, ST AR TR ZRAT W ARG L
PERIEAR . ik, T EAVRRR SO R AR TR RICIRAT N KT, OIREBIESR (L)) Frigsiiig
HEITHT RN B EIVE R RGN TR, W ORISR 20 TR 1 H BT A k4T
FeAL B3] PRI AT E T ENRARE “HEBMT N XTSRRI A RS R HEAT K i S AL .
COMREEIEZR(D)) i T IRIRAI RS G, IF BRRRE R ORI B AL L3 HEAT A, E— 20

VER (ORVEY #5285 SRRUE IMARER AT ENUE B R G IR 286 FME MBIA T HNLE B RS

PHI CFIRVHANISEG R R 50, BUiT. BRAI AR, BHRE OB B AU TR, IR AEA CHLE S SRR 7
PRI 1R REY 38 285 FARERNTEN ARG EERARZSG, N7 8 285 &5 EARERIGTENE & RS HUEE.
R SYUE B ARG DL 285 2658 =FAR MR . ARERRITEAHUE R ARSI F . TR,
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THEARIRR R G . OIIREIERC)) By “ mE, SRR ARD NG R M “ IR
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i3 IR AT DL SE R A TR 4 AN AR B GRS WIS P T IS L S il AR I A R
WAt TR B 1 ip Mk 5K S ) SATAR 0 VERRAT N . OIREBIER (L)) R FARDAE LML
TRAT NI BLRRERRE G, N OMREBIEZROL)) B0 BUEIR AR 9B RAE SR A N5 B AIRIRAT N
SR IESRBE T A R AR - ORVEAE IE S ()M E I 28 JU TR IR £ J7 T L3RR 17 56 BIVE B 2% STk,

LRI ER X IO IR UL e TREAT AR T, IR JEHABAR SR B 4] TOTREAE IE R (L) M BEREAT R IE #,
IR ALARRIFT T J 2, DA RG] 5 T A AT 9 2% SERE SR SR AT A R a3 o

4. (FEEBERG)) HIEEFRERMEITANT

1997 4 (JHRED) S 285, 286 SAAME L. BWHREAM LI RA —E XA, H il TR R
il FVEFE S SO INE B AT, FREEM 8 SR R B D HERR BT, AT AR X 15 VG P 28 L FR ik
FHAE. 1997 4£~2016 4 12 A 31 H, FKEMZILIRIE A MIE FHRMAE. (HITER, FEM%RIER
AARAWIINER, HELN O Al “FEEN 7 BiE NRIRATEZ F . FIRE 2% S0 g0
CBCN MRTRTRE NI TR, RVEY b I 28 S8R 0 2% SC O J0I00 2 il w2 st B i) S b i 22, 7R Uk
Fehih b, FEMAG HVEEIERCL)Y » X FE B M 4 S S L SRS 30 AT AT Ak 1

GHEEIEZR L) ) BORHIBHE IE ST T M0 IR A DO 4600, R e M 2 4
A SRS T IB o S 538, F BRI FI S B M 48 A HA IR IR TG shH2 (74 M i 3 B AT A E B 1T
E, MZIBIERIR B A BUE 2 BN S LIRS AT A G CE B A E S aE . R Ay HAh
JUSEM “TAAT N &I “IUTAT N AT, FFREMCLIRS, N SRR AL IR T AT A EROR
fEFENFEDURIRANE RS BN T OIE) H A T EACTR A DS E , s HLIDE N Al
SARILE I 28 2 A BT TT . MVEBIER L)) 3B AEvER S BN 2% 5 2 N 26 40 R Fil & 47 A 24T 4k
R LR, ARERI A B 2 TR R 3G SR IR B T “ T AT ASAT 7 IS i ihe 32
T BT LA I, TR CRIVED) 28 286 2R THRNUE B ARG TEZ A OB T 55 286 2 —,
A BAT(E B 2 A, HUORAE N MEILIERETIA LR, GIEEIEROL)) KM
ORI FATE BT Y RAAL R, FH B AR U EE Ak, A AL e AR R G BN AT R, Ak
HEAR M AT AR T [S5]. I BT Iy (TR 56 285 ZHE 1 =AM R4 55 286 BT HALE &
ROV EM, FUGRTE OHVE) 28 287 S TR TH BNt AR D0 5B A Bt OBt 25 287
S ———3AREFI G BN TR . FEA b A Z A I A B FRR A,  SEd ELE N AL AR T
SRR SN G . BAR EIRHIE SR A A A R TRV, (BMCLEANAE, IR TR A
5 IR 84T R S VAR SRS S R B U N iz, WAEEARIRAT A M7 S T B T R itk
CEIFERE (ORI 35 285 45 = AR 285 44 =KL [ e RIS RE - SUMSE T 1400,
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RIS B I LR =R 7720 SR DL R =247 9wl LAl B RS B T 3t R A R
W58 ARFRIUART I RS Bk I . MR 1997 CRIED 2009 4 (RIEZIEZR(E))
JIT ] B0 R FH X 2% STt AU 3R AT D TG FEL A CR 4P R0V 2 BT 9K, R IS I8 R 4% S Jti A% e JU TR AT 9 AE B
Stk o G2 A Az i A Roa BER A S . OMVEEIER L)) KA H1E B M4 544009 77 50
S5 IR ALTRAT RS N TR BE AR U T R S R 2% St i v AL TR RS AR TE B SR, ORI T B R
PR IOSLIERRE, XEFIRIRAT N MIT e D R R, MIRARE “ARERIA T BAR T S R,
%R 44 R NS S A3t N T RESC B R, A RCR T AR A 48 AR R-AT NI RV B R R . oA )R
FIVASEERAE VR BZ R R AT SR AL 8 B (W EIC IR 5 5 S . (RVABIEZR (L)) BT EARAE —EFEfE b
Bk b [ A R AR RIS E R R SR e, (HANG AL 5 RlESCBOH K& 2 R
54l ARER G B MR RNEE A — RV E R, FKOOH A CHERaRT .
PR SENRARHE RAMEANS, SLIERIE MRS E, S EURNENLORAE RIVASE 55 T A RE S8 L R AR A
28 IR R AL BEAT IERR A E « BRIE, SEEENLIRR LA RREZIESEOIL)) sk, 7 AL [ R 26 e B
IR MBI AR AR R AISLIFGE [, BESMIRMEZRIUTR TS, DISCi ok 24 T A m) ik e

OHIEBIEROL) #0 HET A RADNME Bl E . IRERA RDAGE R FELEEARDAEEL
LoRAG BT EERARESD, X RIVEON 2 B AR AR BE E R BATA T ZAA A5 2 M AR IR SR I A R
MMNEERLIRAT J. BERIAE ONEEERCL)) ¥ OIEBIERED)) PHwr “HE. FkRdt
NRDNEEIR” M ARERRARNMAGEEIR” 308 “RIUARDANEEIR” . H AR g n
=RRBANEE, B MRS ERS” RO ATERPUE T . WIRRIE A M % s TR AR R
A RDMMNGEER, BN ENESS 253 22— HUER “REARMAEE” o KARILHIHE T
R A RANE BALTR A SR RS ™ 5, T2 2SR AR AT v B SR 2

5.2019 £F (fRE) FRTIEZEFI AR MERNOARIRE

WALV IR B S AR A G B 2 RN JRARUE, B BUAT IR i R A5 BN 2R R 1 R
AREEA, MECUAHE HZ AR AL X SR RAT AR R . CORIRD 28 287 2622 — RAFAEICHIN
CEREART L CETREY SRERPRASNE AT A, SBOZTR AR ARE S E A —
SEMW . Flin, ERREMBERI G ZAT, RESES X “HERaE” MAERREZI, WiT Al
S 28 AT IR AE FIASL, S I A D fb N S 0 30 1 AN 58 0 B AR AT TR A B AT 9 T — O EAT
JHAAE NAREFR FE BINEE R, A 4 A AR N B35 A E Z R, (RS 15
TEE” FFARMCE VR A AR S U], AT 9 NS RO VR A RS B R AT AR i ) B B
HAE S BB RN E A IR T IR TE R S ORI S BRI E L, RIE W & T B AR
HFE B P48 SR B O mIVE MR o 1Z mVEMRRE X ARV A5 B 2 R AT s A Al g, 3 e R
S bR e S A SR ANE H R U T BON AT . RGRRLE . BEE IR TR, E R
PR IR B R AR I AR5 1A . JF HRl R A S S A SO S i, S5 0ie)b
B ARG AT S B 2% SR FRAT N R U AR R RNEBUIR . IR 3 BB X AR 1T A
SEE: B, ATANASEHEVE . EPIUTEE. BIE R SRR B S SR U TR S T @ L P L B INERALY
TN B, ATANEARNE. SEEEM. 5. B REEAY . YR sE L RIS SR R AT . =,
AT N KA SR VE G S5 R AR RIS B BTN .

6(2020)%F 9006 THIH] 358 S W R ARIEF (5 B0 48 T2 — o FHI ) e 3
7(2017) #r 0902 4 187 Sk FEIARLAI 5 B4 R — e I v 45
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EBPILIEE B T UL P B2 s 2 A5 BB A R ik =R by R SGE N RIK S5 R =
IV EARREARSIRIRAE 2o FLRM “HBVEPTR IR AU E “RE T E 7, AT N NI H S 8o
Wt A A AT BRI BT AR, ARG R AT SRR B3 TS A, TN
R G BRI AR EBOUE TE— s By BT . IRES ST AN N
DA 2 P 2 A0 AR 52 BUAT AR 311 Ja HOCHHRARE RIS B 2% DL RAT A NBRE B R B el s 4 X
WL T AU AR Wl AT SR B A

CHAERED X NTRFREER IRAALE , SRSt 24 I 28 0 R 78 =] 925 e rh A7 8 B 4P LA H A 28 Iml
Ciike) MR & 51T, Nz 4 iE AR AL N SRARHE 5 0 SR B AR, XERARIT N
ML AR TT A ARG USSR TRAT AU B RILE . RAM T ORREEIEZR L)) *ZARA TR AR
HERBATMIVGEIIA L, RESEE Iz R & RS HEE FH SR 0 1 S AT AT IS B b e, B4
TRIEIX — R A E SR TTI A IEE . FIVAMRRE SRR RIVA SRR, Boxt ml ik S BRI e b AT REA7AE A AS A 4
WS INRWLRL, TS 2 SCAR, IR EEIRAL AR MR A AR ST T AT A, K] e fi
FETTHIAE R, S FRENLIE AN S FRE S oo 5 2 20 AR A BE AR 5 A RR Bt SR IR 5 B e
TR EL e T 1, Vs S P 5 S AR IRAT IR A D R R 51, BE0E SNSRI, A A4k
P A (A RR S A S BLSEA FERR P AR E -

FREA A5 B A IR G B S R R A A AN R AR R H A A AT S8 3 S b SRl ik
AT NFIFE 2 R 2% SE AR TRAT 9 B Ak 11 70 BEFF4 AP Ry ik s ROV [, DABG DR 5 2 I 208 22 4
UEF A BRI B RO R T o (7B 4 SRR 5 B 28 SE it B VR L TR AT s e & 5 )5
R, LI 5 A BN AU IR IS H K. 1997 4 (TRIEY TFAG LAEHE 2 ST 30IE Uk T H 0L
FCARAT AT R, B AR ST ik SRR R i R SR IR T . 2009 4 (RRAZIEZR (L)) IF
gl T AL AR R BTy, 5EE T SAURIRA AR T DT 2, B i e R B A I 2% 1 & SR
FRAT A fEFH I K T2 T St iE IR IRAT . 2015 4 RREBIEROL)) WAREFR IS B0 48 g
BON—BUAL AR A, REIIRE (FRE) SRR S 15 2 R4 DL KIS DRI B0 28 30 AR A 7R A
RRZHEE S R . 2019 G H G IFMAT RIS RIEMERE, WD9fE B AL IRIIAE 5 AL 113 4E 1
SRS IR IE, AT SRR A 2 A )R SE B AR AR B (5 JE M 5 A0 R E TR R AR FE AT
FECHRAA IR FNEIRDL . A5 2RSSR 2 BEE AR ED m AN B g, Rk, RS S 4% 52
TARTR BT 77 AN AW HE R R . FRIE ST X5 BN IR AR I NLV00 Bk 82 58 3 SRR . SLIENLIC L
25 3R [E T S SLVE R e DR v T 0 I 28U SR ARG HUE A SRk i mliiot), Bas b A e, Jhasa
AT EIRR 0 R SR SO R S E VAR R AR IR, TR 5B B M8 IR IR SLVAAE S A RSB P A
A5 B, RSk BB IUTE R AR, DTSSR ALaR “ 3T RAT/N ISR, MRAS LR
E K e RARMIEIEN L, 7870 R AR B 1A HE B 4 LR DR A/ -
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