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Abstract

Software-defined network (SDN) provides a new network architecture that provides flexibility,
scalability, and additional security. The control plane is separated from the data plane, the for-
warding logic is handled by the switch, and the control logic is deployed in the centralized con-
troller. Centralized control of the network can solve many security vulnerabilities and problems,
but also brings new problems. This paper firstly introduces the architecture of SDN and the prin-
ciple and characteristics of DDoS attack, analyzes and summarizes the characteristics of DDoS at-
tack in each layer of SDN, and finally analyzes the existing detection scheme, and proposes the fu-
ture research direction according to its shortcomings.
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Figure 1. Basic SDN architecture
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Figure 2. Schematic of DDoS attack
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