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Abstract

With the mature development of the Internet of Things, radio frequency identification technology
(RFID) plays a vital role in IoT-related technologies. In the era of the Internet of Everything, the
application of RFID technology is becoming more and more extensive, and the research on this
technology has gradually attracted widespread attention from scholars. However, RFID technology
still faces a wide variety of security risks in the process of system application, so this paper sum-
marizes and analyzes the security risks faced by RFID technology, which is of great significance to
the future development of RFID technology. First of all, this paper summarizes the RFID technolo-
gy security solutions to deal with various hidden dangers of RFID technology, which are mainly di-
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vided into physical security schemes and cryptography-related solutions. Secondly, the existing
authentication protocol of RFID technology combined with cryptography-related schemes is ana-
lyzed. Finally, the application prospects and development trends of RFID technology are summa-
rized.
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Figure 1. RFID system composition structure diagram
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Figure 2. RAPP protocol algorithm schematic
& 2. RAPP 1l E AR ERE

4. RFID HARM M AR R R L RiEH

D] i v A2 JER AR R DB P IS T s ) — Kb, AN 2k RFID AR SR (R I )2
KL, RFID HORFERE TR 10 R ali B BA T Z R AT 5, O EA )RR T

DOI: 10.12677/s€a.2022.116137 1342 B TR R


https://doi.org/10.12677/sea.2022.116137

Ly &

1) BEXRE. EEERXENSEL, RFID HEARCEAHNA, HENHRBKRIBATHRE TN, 456
T RFID RS Z RN, REWSCIIATE. REREresshl, HEEor 8, mRARR, R
TR AR A R

2) BEHAT. BIFrBE NS, BEHAT . K SOE SRR IEAL TR B, K RFID $50AR
7R A, NSRS, WSEBLANLACEL, Bl ks, REMR s AT R

3) BEBEIERE. BEE MAT KBRS T RIERTE, Bee RFID BOK, R iymit 2 ol sealn s
fAmmFEINS, $Rm Tz ER, SR ST BE SRR A IR R

F14b, RFID A& EHEOR R AR %07 EE M R 1GR3 R RIS, BRIAEY)
Hiiakn. A Hae. Mol et RN 7 R R & T RIFRIRREES .

5. &5

H1F RFID BOR RGN A RE b Bl 7 B A AR, I ELARA X AR X AR, AL PRl A X
RLRTEIHTSE T IR H il i RGN A ) 2 e Rs S H 2 B3 A RFID SRR HT A i i )
ZAARREET TGS, JFEAY TR SRR eI R, FE NI A T] R AR G
Tigg. H, XEUASEE T # AT R RFID HORFEBGHAT T RS . &5, % RFID
BORMIR AT 5 A @ HHT 7 RE, NHJE RFID BORMBH RS % .

E&WmE

WG IR IEE T YE K 22 B TE AR 1 R B AR T LA ) RS 5T QU QL R AT 7T 4 2 4E R SR B 5F 7T
—— AR 2% 22 22 7 [ Wk U AR 1 R D 7 A i U i K A A B b N A i 97 U SRR AT B R T
(XIGRYK2022012).

S E 3k

[1] EBi. RFID 24 EPMXF T[] P42 4R 58, 2020(5): 42-44.

[2] ZFH. T RFID RARENV[I]. 15 B M% %4, 2021(S1): 252-254.

[3] HElE, TaMH. BT HASH MM RFID 224X MIVGE VMU 72[3]. = B, 2017, 43(3): 87-90, 96.

[4] JEEE, EEE, XRHEE, 55 LT RNl Hash S5 XUR 224 A E RFID HMX[I]. w51 S BARL, 2021(3): 46-50.
[5]1 FBRK. —Fhekdt ) REID BUAAEMX[I]. W% 22 4R 5 R, 2021(2): 4-5.

[6] BRSCHE. B THEMLE Hash %0 RFID 24l [J]. W42 44 R 58, 2018(4): 17-21.

[71 LA, Eadif, skibetly, PRt PR —mEARA R SHTR %40 RFID 4LEPHYI]. LT
2020, 46(1): 108-113.

[8] UhE=, B&E. HETHWENEURAZSZHXUAVGE X[ FEVBAR S KR, 2022, 32(1): 128-133.
[9] MHhth, 2. BT hRENECR AR S REID XA ERNEN]. iHENEAR 5K E, 2022, 32(5): 93-98

[10] Tian, Y. (2012) A New Ultralightweight RFID Authentication Protocol with Permutation. IEEE Communications Let-
ters: A Publication of the IEEE Communications Society, 16, 702-705.
https://doi.org/10.1109/LCOMM.2012.031212.120237

[11] Bagheri, N., Safkhani, M., Peris-Lopez, P., et al. (2014) Weaknesses in a New Ultralightweight RFID Authentication
Protocol with Permutation-RAPP. Security and Communication Networks, 7, 945-949.
https://doi.org/10.1002/sec.803

[12] Eut. PimERER RFID YGEWMY[I]. THEVUNH 5844, 2021(6): 318-323

DOI: 10.12677/s€a.2022.116137 1343 B TR R


https://doi.org/10.12677/sea.2022.116137
https://doi.org/10.1109/LCOMM.2012.031212.120237
https://doi.org/10.1002/sec.803

	RFID技术的安全性分析
	摘  要
	关键词
	Security Analysis of RFID Technology
	Abstract
	Keywords
	1. 引言
	2. RFID技术应用系统交互的安全隐患
	3. RFID技术相关安全方案
	3.1. 物理安全方案
	3.2. 密码学相关安全方案

	4. RFID技术的应用前景及发展趋势
	5. 结语
	基金项目
	参考文献

