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Abstract

With the continuous development of smart grid technologies in recent years, while smart meter
system provides more accurate control and measurement of electrical loads, it has brought infor-
mation disclosure risks to the user. Researchers have proposed some algorithms, which anonym-
ize user information through the password techniques; but these algorithms have drawbacks that
anonymity is not complete, the calculation amount is large, and interactions are complex. This
paper puts forward a payment scheme based on ring signature and certificateless signature to
protect the privacy of users while completing electricity data collection and payment correctly.
The scheme uses anonymous payment algorithm to make a trusted third party only produce the
private key of user part. It achieves unconditional anonymity, and reduces computational spend-
ing at the whole process and thus has a good practical value.

Keywords

Smart Grid, Ring Signature, Certificateless Signature

ETHEBRLIEREZNEREEMATZL R

I 3h, BHEM, & W, YW
FERHEE TR, HEEERSE, IR B8

Email: quhaipeng@ouc.edu.cn

Wk HER: 20154F1H4H; FHHE®: 2015F1H19H; KA HH: 20154F1H22H


http://www.hanspub.org/journal/sg
http://dx.doi.org/10.12677/sg.2015.51003
http://www.hanspub.org
mailto:quhaipeng@ouc.edu.cn
http://creativecommons.org/licenses/by/4.0/
mailto:quhaipeng@ouc.edu.cn

LT IRRE A S TCUE 2544 1 e B G B 7 56

R

FEEE L e BRI TR R, B R LR R AR E R HER) B ) S Bz 5 BRI, H
S AFRRAERT EEMENXK. FFAECLREHT —SEE, BdENSANAPER#T
EAL, EXEEEFEEAEAMIR. HEFHER. XETRFRS . A RE—NETHRELUR
FTUERELARBFTR, ERY A E BT R AT T2 6084 fe R R BB R BR R AT IE
BER R TRPEAELSBRFEETEEETARTEA S HIRA, SULFMFESL, BN
WRETEITHEBN, BABEKISKRRR A MME.

XA
RN, HEsh, TIEREL

1. 53|

FELGF RIS R, TREM DR (RBREF A RO Z2 5T B A 459 8 fE i M & s o A2 . (E2 5 BRI
R e L O 1 T W o T 1) X, S H R P P A N = A ) 22 4 B B oRA ). 72 e R R, el TR I
FELHSHE 2 R RE LR I S WSCER TR FLAAR T LA B S B AR S5 SR A, S R i 2 T LA fE R U A 3
AR P RO v HE I % B0 AR U . e S TR R S R AN [T ] 47 P PR A RE 8 4
DNHERR ) SO T AT AR R .

BN ELA F P FERL R L, SR AR T AT KT IR . STER[1 R MR RE R I 2 M
FHIE, WR 7 UnfTeEss =J5 FEE VI BB N BRsETT b 44 FEAR I S AR iR, B EE R RE R
Wb SEBAE AR R B SR T RS R A4 e STBR[2]-[41730 IR R AN B ORI RE . 15 SOCCR R
BRPIEOAR S R T SRR B 7Oy RN E R R G TE, il BRAARFI A DL AL . RE A
REHLRICE . SERMAERFDEEIES, R ZABOR ORISR BE L R i P FEORA T AL SCHR[S] [6] 24T
REHLR AT 2 4, ARYE R AE HL R AOBEFAR sl e AR SRR F e, ANBE X BE SRR P B AL RS o SRR
[7TANSCRR[BT AT M 7 AT N BEAT 5 RE . SCHR[7I3R I 7 bz 7 Bne i AR, DLRANR, AR EIIBES
NFRB, UER T — B RE RIS AS T AR AEREAT BB SCRE DRI (K F FR A DAt B (K 3%, I
FUEG BRI R AT AN O BSRA IO ER , 2 sl AT S 0m s SCRR (8] A P 1A Ay L% i i
ORI P AT AN IE S AT R (T ) L, AR T bk RGO R B RAS N T 5, 12T LR AE IR
Bt A P R RO TSR T, DRER A 8RS S A S gt iR, IXBIA RAAGRY I H .

SCHR[91ME P A 25 44 A1 [R) A0 SRR SEBLA P ok 3% e | T £ 50 =5 B 3 0 A F P DA R IR S5 S A
A PSR AR, I AR S SRR A A AT RSN, B AP R A I 2 R AT A A
i 55 B A R K Y P A8 3 SR ) m B ORI v A B A R B BB AT U, IR B BT R =0
RSy . 1207 EP EEAAE AR EEAME S =T BRI R, B RE S = e R T,
A — PPN SE (A, R R 55 SR R R A P AR (K B . i SR AT 35 =5 v MBS I
i, W AMESE = AR s, R I AT DO E A B TR A . R, RS
MIscBL e Z— MR, BEOREEHE RGOS E B ARS8 NGRSy, B A
Ko fea, BN EEAYIGAIRE . BRI RE . XA, BRI R L ZAT IR, £
AR PIEMEH T RSN ESAR, mESNEA KRR EITHE, BT RSO 8=

ARSCIE I W TR RE R A O T R AL R R4, T AS B RE A TS A A B A TR LA R AN Dy

O,



BT IR S TCUE 2544 I e HL I G B 7 56

PEAE Y BE LR AL S5 B AR T B R LR I I AR A, ARG ORI P R AL . RIS O T HISS
AE S =TT B, TEE S R e P RS 55 = AN B A P RV, ORGSR R AAA, P T
PARRAEEE 7> AT 5 B SR & AT o 2 T IR RO AR, AR SR S5 S 2 44 AR B IE R B A BOR
2R RE FL I T 5 R IS5 2% 1A [T I ORGP TP Bl 22 4 R 5 56

2. AEWEt

277 R 4 DLk BRERAR . T AE S =05 (BT A Tl KGC) LUK R &5 R » KGC
F& AN BRI R 55 B S2 7 S P AR RIPLAY . SST S I SO R S it AT B, B A
BUR P52 SRS SRR TS S A —BURy, i KGC o . & RE FB2RE T 7 i ] LR E I R 4
PP CA R R 55 ORI RR o IR 55 PR 7o DR i P SR S SR P P i, v PP BRI A 38 o P AR e
RS BI85 15 2% FH I i R 55 2 7 4

2.1. #A

R FEAFEL N IR, W 1 R
EE ORI AP
1) Setup: KGC #37. RGt. MR F P 0 ER A BAf 2 F P T AE OB ZEL LA R P 5o o A 45 B 146 7 o
2) Exract: KGC ;=434 & H P 1¥) tag (1 KGC % i+ B4 0 P id), FH P fEH, Mgt
ISP P 5 5
3) Protocol:

Q) A LR AR — g (0T [ [R] o S P RO ks P, P AR S5 PR B RS T 2R AN H R
BT, FEHP A CIERE—MEE, MM KGC &I R HERE T | OMA,
Bt E RN KGC 521 tag —iEF KGC HIAHBHT IS I F AT LIE B4, 254 5115 %
M BHBEAPEATING, REHITHESL. BZSER LR R E.

b) BHE R R P ARG B JE, Fzai RS P A B EME BRE B RSN . HERS
PEAUL T I UF 2 44 (A R, I R RE MR AR I A BRSO, 0 LS AL R SR I P RS )
WHRB 8. WR 8, ERARRME, S0, #H KGC fERA—Sn .

¢) MBI S RS R TR A B, RS S LRI 9 F DL S A S5 R R IE & KGC,
KGC R21fE B )5, Xt H %, WENHEARH T tag, FEM%SEIH P id. KGC R4 id /5 8
T AENZH P E AT P AR

22. ERHBEE

FESCHR[10]-[13] b 3 Z A G 2244 (K B ARIF B 3R 28 A4 i s s SCIR[14]-[16] EZA 4R TCIE H 2 4
(O HEA R AR B HLA i ASCIR T R E B S A4 T7 R[] DUTEIE 0384 T R [T AT Bt B
PRSEILANT -

1) Setup: JVERE G FIFRIETEN GLIM I N R R g, P & G MARTG, WX Ne: GxG > Gl,
g=e(P,P), XM RELIT:
{01 —z;
, 10,1} x{0,1} xG1xGx G1x Gl Z;
;:Gl>Z,
. :{0,1}* -G

@



BT IR S TCUE 2544 I e HL I G 2 7 56

o

RiEBIProtocol (a) (Setup/Exract)

a5
Protocol (a)

(Setup/Exract)

HRemE

RIEHE

Protocol (b)

Protocol (¢)

i8R

Figure 1. The flow chart of anonymous payment scheme
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