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Abstract

With the continuous increase of electricity consumption in the whole society, the problem of pow-
er theft is becoming more and more serious, which causes huge economic losses to electric power
enterprises and affects the operation of power grids. At the same time, the lack of power theft
samples leads to the limitation of big data-based power theft detection methods. In this paper, we
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propose a power theft detection model considering sample imbalance to address the problem of
difficulty in collecting and scarcity of power theft cases in the real situation. Firstly, the temporal
correlation of electricity theft data is learned through the adversarial training of generator and
discriminator of Generative Adversarial Network (GAN), which creates samples that are close to
the electricity theft samples, so that the positive and negative samples in the electricity theft da-
taset tend to be balanced. Then combine the convolutional neural network, long and short-term
memory recurrent neural network and attention mechanism (CNN-LSTM-Attention) to detect power
theft to the user, after the sample imbalance processing of the user’s electricity consumption in-
formation through the CNN for feature extraction, through the LSTM to capture the temporal change
of the data information, the use of Attention on the output of the LSTM to give weight, and streng-
then the features that are favorable to the detection of power theft. Strengthen the feature data
conducive to power theft detection and weaken the irrelevant data. Case analysis shows that the
method proposed in this paper can effectively avoid the sample imbalance problem and better
detect the user’s power theft behavior.
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Table 1. Main types of electricity theft
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Figure 1. Diagram of the structure of the GAN model
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Figure 2. Flowchart of GAN model training
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Figure 3. Diagram of the structure of the LSTM model
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Figure 4. Diagram of the structure of the CAM model
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Figure 5. Various types of typical users of electricity consumption curve diagram
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Table 2. Table of the structure of each model
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Figure 6. Comparison of GAN-generated electricity theft
samples with real electricity theft samples
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