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Abstract

Subject competitions are an effective carrier of practical teaching and are of great significance for
cultivating network security talents. Participants can consolidate and apply their learned know-
ledge, solve practical problems, and enhance their professional skills and innovative practical ab-
ilities through competition practice. Through the collection, processing, and statistics of various
CTF competition questions in recent years, this paper deeply analyzes the knowledge system ex-
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amined in information security competitions, explores the potential of CTF competitions, and ex-
plores better methods to cultivate the skills of network security talents to meet the growing de-
mand for network security talents.
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Figure 1. Analysis process of knowledge domain in competition questions
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Figure 2. Correspondence between keywords and knowledge domains
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Figure 3. Distribution of network security knowledge fields
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