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Abstract

In this B/S structure of the application system, privilege management used broad. According to the
different requirements, privilege management functions have different ways of design and im-
plementation, and RBAC (Role Based Access Control) provides a common way to achieve guidance,
RBAC based on the uniqueness of the next B/S URL environmental resources, the use of access
control algorithm and role-core to achieve the user’s permission to perform operations managed
by the role to perform operations.
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Figure 1. The RBAC entity relationship
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Figure 2. The database entity relation
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Figure 3. Permission process
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Table 1. User table

#= 1. AP%
54 Pl | 3 Flags Wi
id INT(10) V \ UNSIGNED F
name VARCHAR(45) J BINARY P4
password VARCHAR(45) J BINARY BT
email VARCHAR(90) v BINARY MR 44
role_sum BIGINT(20) v UNSIGNED 1 € G AT
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Table 2. Role table
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id INT(10) S S UNSIGNED Tk
name VARCHAR(45) v BINARY F AR
number INT(10) v UNSIGNED pieRer
description VARCHAR(36) v BINARY Rk 0
Table 3. Authorization table
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id INT(10) N UNSIGNED Tk
url VARCHAR(180) N BINARY URL H B
description VARCHAR(360) N BINARY BAEHIA
role_sum BIGINT(20) v UNSIGNED i Rax gl

AR R IR, “HPRY 5 CBRIER” hE “AEgmisrm” iR . ZHidig s aE URL
ORI, EEEPE “#AER” hAEHRILACZ URL KiCS, SREUE M T E /A . H4E ST P i
SOREERSATH P T BA A, R4E WP AmasR” UL “mT#iEmarER" #oEiRE <8
R 6 Fros.

M7 8 “TetRA AR

6. FEF=HI

ARG Javasi B, A e HE 2 1] S5 A,

1) AR
public class PrivilegeFilter extends HttpServlet implements Filter {
@Override
public void doFilter(ServletRequest servletRequest, ServletResponse servletResponse, FilterChain chain)

throws 10Exception, ServletException {

HttpServletRequest request = (HttpServletRequest) servletRequest;

HttpServletResponse response= (HttpServletResponse) servietResponse;

HttpSession session = request.getSession(false);

String

quest.getScheme()+"://"+request.getServerName()+":"+request.getServerPort()+request.getContextPath();

appPath

PO TR b PR AR AT

String actionPath = request.getRequestURL().toString().replace(appPath, "");

Integer userld = Integer.valueOf(session.getAttribute("userld").toString());
IIFR 4 actionPath ZX1H) i (.51, 44 W& E5d0s e iy 14X G

List roleA = getRoleList(actionPath);

/IR45 userld B CLIIFR, A IEE0HE % 17 i A0

List roleB = getRoleL.ist(userld);
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boolean cross = isCrossing(roleA,roleB);
if(cross){

chain.doFilter(request, response);
Yelse{
113 1R T #R A E R T T
}

}
@Override

public void init(FilterConfig config) throws ServletException {
}
}
2) web.xml fit &
<filter>
<filter-name>privilegeFilter</filter-name>
<filter-class>com.glin.sys.PrivilegeFilter</filter-class>
<ffilter>
<filter-mapping>
<filter-name>privilegeFilter</filter-name>
<url-pattern>/*</url-pattern>
<[filter-mapping>
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Figure 6. URL requests and data query
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