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Abstract

Cloud security has become an important challenge in the development of cloud computing. The
intrusion detection system based on cloud computing will be an important part of the cloud secu-
rity system. According to the characteristics and security requirements of cloud computing, an in-
trusion detection system model is designed for the cloud environment, and the SOM self-organiz-
ing feature map neural network algorithm is introduced into the intrusion detection algorithm.
The random initialization of SOM network connection weights may lead to the failure of the train-
ing, so the particle swarm optimization algorithm based on simulated annealing is used to optim-
ize the SOM neural network algorithm. The simulation experiment results show that the optimiza-
tion algorithm can effectively improve the performance of intrusion detection.
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Figure 1. Intrusion detection system model
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Figure 2. SOM neural network architecture
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Table 2. Comparison of intrusion detection algorithm detection rate
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Table 3. Comparison of intrusion detection algorithm false positive rate
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Table 4. Comparison of intrusion detection algorithm false negative rate
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