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Abstract

Searchable Symmetric Encryption constructions offered the ability to search keywords over en-
crypted files. But the index grows bigger with the increasing of files, and is difficult to be stored in
memory. Based on the keyword Red-Black tree, a new construction is designed and by using
graphic database can support persistence and other features. Our construction has new building
and searching method, and by using cache and slow-update, handles the updating efficiency.
Through the performance test experiment, compared with the traditional memory index to verify
the effectiveness and usability of the system design, the time of the initial building index increased
by 40%, but the search and update efficiency can be maintained approximately with memory index.
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Algorithm 1.Build the key red-black tree
¥ 1. Mg L A

Input: D, the list of document

Initialization: § « initiallndex (D[0])

1 8.root < newNode(D[0])

26.size « 1

3 for each d; in D:

4 addNode($,d;)

5 endfor

AddNode: § « addNode(8,d), d means a document

1Node t « 6.root
2Node parent
3do:

4parent «t

5if d.getld < t.id:

6t « t.right
7 else:
8 t « t.left

9while t is not null and is not leaf
10Node e < new Node(d, parent)
11if d. getld < t.id:

12e.left « parent.left

13 parent.left < e
14else:

15 e.left « parent.right
16 parent.right < e

17 e.right « new LeafNode(d, e)
18 fixAfterInsertion(e)

19 updateAfterFix(8.root)

20 8.size + +
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Figure 1. System construction design
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