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Abstract

Due to the long review cycle for mobile applications in the application market and the considera-
tion of reducing the size of Android Package (APK), dynamic code loading (DCL) technology has
been introduced into mainstream Android applications. DCL technology allows applications to
load or execute external binaries, which can be loaded locally or downloaded from the network. It
has solved the problem of long examination cycle in the application market. However, DCL tech-
nology also brings some security problems: only when the application runs or executes key points
can trigger DCL. This increases the difficulty of market review application, and also gives mali-
cious attackers an opportunity to attack applications. So we designed a tool SLDroid to automati-
cally detect and analyze DCL. We used SLDroid to analyze the application of App Treasure Market.
Our results were based on the use of DCL in 1934 apps of 20 different types in App Treasure Mar-
ket. We investigated the possible risks of DCL usage in the application.
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1. 5|8

B # 30 T 3A  PUE H KFD Android $#:4E RGN 56 3, Android #4E KRG HITE R S HOAH] T 20
{211, BE N4 ERE XD RS B E1E R 55 . Android M A8 LR GE S K . M4 AppBrain [2]4¢ 1t
F] 2018 4 3 A 21 HN1E, GooglePlay 1N HFEFEE CAIAE] T 3,624,700, [FLL 2017 4F 3 H,
GooglePlay b N FEEIN T 21%.

Bt FH P R B T 1) 5 B DA R R 2R S R 7o BRAE £ Android N2 fHH T sh 400G
IE(DCL)$A . DCL HiA s B Nk s $uAT AN I 2B b S, AT LA IR, 0 m] DL 2%
N, HEZHRRN TIRBEA P AR 23R e A S H o AR4E Zhengyang Qu [3]1HE, 7EA
EI Google 3% 1 58,739 AR HFERF . 69.60% )N Fl 7 DCL. DCL $ A S A N F 6 58 357 A
Yedratrok 7 OTE .

SR DCL AR =4 7 — b2z 4] i, @ ILfd ] DCL, N FIFERF IR ] AR IZ{TH In#sa &
i # A ARG Bte Zhengyang Qu [3158 NSEHL 7 —AN/RBIFE, dlid DCL £iR %81 Google 1) % 4
M. BT oadHE, AN UEH DCL /=24 #l. Sebastian Poeplau [4]5 N HT T 1632 NMAAT
R, RIL 151 AR 552 DCL AH RIS E AT i . BRI A 78 K B DCL 5 % SR FH HA
i & Rk — e 2R,

FTUAARS BIERE— 08T DCL A2 A @, AT EA &2 =7, MAVEENT: 1) 5
2% K] Google TH3AH L, 55 = J7 T 3% /8 F DCL 16 Ul A& S NANE ? S AN 2% 5y 7= AE 2 A ) i ?
2) MR N HER G P E e A, RELSEREFHEMN? N7 HAE DCL M LA 2421
A, BAVHTRE IR T —A DCL 4t LR, BATEFENHFE T, /8 NHE TS R HE DCL
FRGEE. OTITTBRFE T

a) BT JFSEI SLDroid T B . BBkl Al 73 #r B A 8 DCL H2 AR 5L«

b) A E T8 DCL RSB, 51T A4 Google 113 DCL {4 F 1% HLdEA7 % LU 5T

2. HHXTI1E
1A BRI G R 45 1 245, Android 81\ 7 B2 BN HI(DCL) A . F T8 5 57
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Diaey g . A2 Rk 7B i 2 Xk . 5SS DCL HoARM 7 40E#t 78, Wi Darell JJ Tan [6]
SN T DCL 1IN A 7] REAF(E 224 7). Yury Zhauniarovich [5]12 T M H H DCL 13 H &
B, RINBZSINFAIRIGIR 2 %A AT 56 B VR IAIE .

BB AT ARIRI, Martina Lindorfer® [8], Igor S 10138 $2 BURFE A4 77 Z0AS I3 & 8¢, T Book
[9] Michael Grace [ 733 2 37 [ 44 ¥ BEAT B R B 20 B . J Sahs [11], K Allix [ 12 38 3L HL8S 2 >4 0 Al
B KA o T T DCL RATEREE A0 N A 2l nEk, DCL AH AT 5 74 Ge % S AT A AN F],
LN I AT I A B AR BIA OGAT A, AT A PR AN E 5

AR 4% DCL (RE 7 M5 L8 2b . Zhengyang Qu [3145 it FHT 77 K& DCL ] GEFELE
[ & . Sebastian Poeplau! [4]4y i@ Z 4 RGAESE B 77 AT R A& E DCL AHG 17 . Luca Falsina
[13]$EH T —% DCL #HEHNE APL, 89 %4 H DCL. BAVANNBE ARG A BA WM, 4N
A TR RA M4, 24t LRAIE. DCL {f TSR SR, HAEAES —E R RR M.

BT AFEASCH, BATTHE Zhengyang Qu 3155 AW T ¥ 56 Al -, BFF 92 2 = J5 T173% DCL AH K [¥) %2 4x ) L,
% 1 58 &K1 Google TidpAHLL, 2 =77 134f8 H DCL 52 A2 AME? 2ARERG ™4
TAN? 2 WR—RB RN A G = R 2 A, TRELERE S EW? N T RIZX A, AT
Wik IESEI T SLDdroid T E, 437 N = i3 848 F DCL ARG in) @, o
3. BRAR

ARG MER: WL TESATR NN, SCENHREFAT AR BT Java BIZEINEMLE],
1T Classloader 7] LAZEIR INIEK java 760 SCAR(BhAS M) . 11¥ 1 Fizs, Android 487K T java M4FE,
I AL Dalvik/ART B INEE K BIE AT [FIS Android AFATIRME T H T3 #2848
DexClassloader: 1] LAfERLFHIZATI INEL jar. apk Al dex 55 Android AH G BEIE A

Memory
Dalvik/ART

TNot installed |

i | DEX | i

| |

APP 1 | jar | i
install DCL
iNot installed

i | DEX | i

i i

Figure 1. Dynamic code loading model

Bl 1. shSARmERE

SRR Z (B T R 1 F8EH DCL H0R, DCL HRA P N i b
1) /b B 2 IR AR o 4 N TR e BB e RN 17 47 % 90 R A i 2 S e fid A S A 4 2
BEWAE, FTLAEFEAEH DCL 80K, 243 R il A 26 AFI . WA R 8, s s ST itk
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2) fETFMYEY, K E B PAREESN BT AT RIS, FED)RE RS, BB B s
AT ARRD A . 76 FH P AN TR B 22 6 B R B 2 JE B L R, SE RO T N Th B AR R 1 T G R 4
P,

3) ThEgMor. T DCL BARIIN . W7 ZE 6 A T R gt AT 44 RSB . ml LA (@ s
IRk > ThEERE R, 306} T Th g Rkt Bk e e () B R A5 SR T BRI &

SRS A DCL BOAR A 1 22 42 i i «

R 1: HRYE Google Play FIFF R #H B H[16]: BHAHZE 1L Google Play LAZME FH At SRR T 2 n] PATAK
(B dex SCAFEANIARAD) AR EL SDK. A5 i 78 UE B [4] A 28 AN 0] SERIR T 8 nT BAT ARSI S A-AE
— B WIS o TR 2 5 =T N T 3 a0 B FH 6 IR IR T

RURE 22 BhAS Nk 02 Y5 AT A 78 vT LA FLAth B F S5 1) H Sk, i Sdeard H, I HLS A B A
X AR TR AT S BRI, R A vT AR B 38 I e I A K I FH AR B AT R B

FAT B SLDroid #ft A2 &%t DCL A7 7E HIAH & KBS RO B 14397 o
4. &t

N T AE DCL, ATt T SLDroid T H(WLE 2). & SeBRATZRECEI R 137 1 W9 0T HLhE, 5347 B
T TURAE, X — DA L0 N 3% M U RIEAR X B 2, — Bt B [ e A 228, FRATHIH
TAVRFHHI—A app HIFIEMEE, 3% ApkName, —HEHSCERHABSEA S B, Horh kbl ook i
BN T BRI BN S T DCL AR MR . [RI2047 B & 75 76 4% F DCL A
R T WA . AT 3 EE ARSI N BA K H B WA A DCL SEFR A 15 0, [N 4 Bh 3555 O
Pt AT MR B DCL A2 Fak. MR RGnT g R, AERMIE4a DCL AR, A& R A )
BEARME R, MR ZAE, /3 Hras RSB TE AR B

APK Name I ‘ ’ ‘
‘ Classification | |Download | - DCL Use Policy violation
Binary File
" [Bnaryfile | | | ——
| Informaiotion Grab | Basic I Application Filter | | DCL User |
WebSite Analysis Information Static Analysis

APP

| Code Injection l ‘ Risk Check ‘
Basic Trigger YES
Information Condition ’ Environment Trigger ‘

Analysis Risk Dynamic Analysis
Information &Advice
Result

Figure 2. The detection process of SLDroid
2. SLDroid #1372

4.1. WebSite Analysis

N TSRS E R, B4E ApkName: FTME—drE—NH, Z#k6Is0fF: BT ES e mshas s
Privg e, HAMEE. W NEE, 22K, PR, T8RN M. FATE xR T35 W #4770
e
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'D http://sj.qq.com/myapp/category.htm?orgame=1&categoryld=[101,120]

Figure 3. Features of URL
3. MOHLHFIE

Classification: [N TI748 N 43~ 20 T, categoryld JEEIM 101 #] 120, fRER—ARELE 3).
PTABLL categoryld TEA N EN )73 b, RIS R 208 AP 5 SR AFAE T8 FH 715 X 08 g [
SERLE, AT LA IR AR

Information Grab: R ii#fa REUE AT R EN TIEUE S, BRI S HEEA K,
B ABATIE £i8 B Zh T IR i3 U 7 20, AN LT3 FENH .

Download: 7EFRHENCAE FEBERESEE LG, JAT B I 8k 6] S0, FATEHISC N Bk
B, KA SO RN R 15 IR -

i Website Analysis, AT categoryld Xf M HREAT 7328, REUNH T EMITEN, LR HE4
FRENH, TEEHISC

4.2. Static Analysis

DCL Use: M AZESMH T DCL Z2ATEHS 2 e ZE i #l. DCL 7E java JZ 1 native 2317
AR EAFR, 7 java EINEACHE 75 Z il id 28 DexClassLoader [15]: INEA 235 CHEHT jar B apk
Ao DexClassLoader RA —MHIa4 773, FrLAFRATT R & EA WAt & 547 7E DexClassLoader ¥4
fk.. Native JZIN#EACHS T BV BLEE System load()IN#, AR 75 ZAGI 2 75 ikt ol LA
JE & T2 AE native JZA71E DCL [#1E .

Application Filter: ] T DCL AN — & 4775 XU, A 148 23— 0 1 S8R, 8/ Dynamic Analysis
FSAS o AR XU il A 2% A SR T BAT ARG A7 72 FLAt S FH )30 5 H o, anAMAEA X o G SRAR A7 0
RSN AT X T AT AD, 7E 4.4 DL RROAR 75 B0 BC B S H Y
<android.permission.WRITE_EXTERNAL STORAGE>U/ X <android.permission.READ _EXTERNAL STORAGE>.
BIRTE 4.4 J 4.4 DUR HIRRASR T B BIALR o 7F 6.0 LA BIRRA T BEEh A BB AR . MRASTHRZE 10 F1 5 %5
R, BATI N SAdi FH i) DCL 748 XU, W4 8R B i T <android.permission. WRITE_ EXTERNAL STORAGE>
PL K <android.permission. READ _EXTERNAL STORAGE>.

Risk ., ma € Permissiony g, M Feature,;

Policy Check: 4 Google Play fIJF & #HBUR[16]: IS LA Google Play LASM i HAt I T 4 7]
PATARID BN dex SCEFERAHMLACAD ) S2F 8] SDK. FRAT 1 AR FH 5 7 8 96 504 B R (O BOIE L A 7o
MARTT S AU F BT HATAED, (ERTRATUCA W AR T S s AR D R 3 fa B . 6 T S mg o
B, TSR B T KRR BLAELE DCL AL, FLRIRA TN 10 B AR AT Skl ARy, &
TEAE— 2B, R TR BRI ER 19— 28647 .

DCL User: 97 7 f# B 255 = J7 FEfE 7 DCL, RACRAE T DCL Free 28 & ik 4,
AL IE T #8401 com. android, org 25454 NI 4L RIS T, A4 L IE S A AR S L LI [18]HC4ER 1130
ANINRERELT 240 A 55 BEBEATAIABE X o 75 TCVEIR BRI H = 07 BRI, 57 P4 44 AT AR DL o L
BATIN BT 50%FIVCRL AR UCRL ATy, W TEEICHL, B TR AT T3 27

4.3. Dynamic Analysis
FRBENEAIE, FATEI T A BERIES AT EBH Android HEZLE, SLBLEHX R H DCL
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IR Dynamic Analysis(JLF 4). 5B SLDroid S8 1 &0 IR Oh2E, @I ARRD SEEL AT 4028, I
DCL fih & #5 . SLDroid & B H{Hi# 4341 5: Environment Trigger A1 DCLRisk Check. fid I8 (%% fid &
DCL, ##3k DCL, #A7XIM.H DCL MBS #, (RAFREZER, HARIPBIEK.

Environment trigger DCLRisk Check -‘<:
| Mac | I Deviceld | Result Save FBD"
[ o | [ rocation | Risk2 Check

Wifi Riskl Check

wm
J Modify | DCL Capture %
YES e

: .

Figure 4. Frame structure of Dynamic Analysis
4. Dynamic Analysis {EZ2

Environment Trigger: Jy | ¥k 25, DCL 1) N30 NS & A — e Bl R 26k B Al 2 5
WL(f#A4E Mac Hitik, Deviceld), BZFTHF 7 Wifi, fA7EHSEMIMEEE. N Tk DCL, BATEREZT
o IX LA R SR A T AR, — BN G SRR EAE R, FRA D BRI T SRR DR, IR [B145 R
TEMEE, WOy 3l FTRER) DCL M CHIHAE . 458 N T F-3l v B AR 1R R iR 2%

DCLRisk Check: 1% DCL AHGHRAESEATH28, FKI DCL AHRASE B KA Al REAEAE 1 AR . X
B 12 AASTTSERIE R 3T HAT RIS . ZEFRAS T BN AT 1 AT REAEEA ] FERUE T 2 ARhS,
BATCSF TR IR EE, AN N EA AT, FATTHE U B 5 HEAR (S BT XS L. kw4,
TEBAZ R RS A AE AR 1o XU 2: ZhaSInER M DEX SO el LAt R B S i A s b, @i ke &5
DexPath 72 17 /2 S A7 it B A7 B0 AR AT 325 (1) B 5% . T7E native J2ARRY, FRATRE 2021 B A2 S0
10 B A2 B FLAR N PT35S 1 H e FRATDA B AR 25 (1 45 AT IR AT, RIRE U A e e, AT IEH
B, Aszma B B .

4.4. Analysis Result

FATF R DCL HRAF BT A RIC R . LB A ME AR, R HIMEAER,
DCL MR, it A, RS AR DY T, VRN BATT i S2 56 odis

5. 3£

FAVEH Selenium [1419%5 1 —AH SIS H £ 5 B IE H T8 HP A, 454 androguard [19]
1 flowdroid [17]SEELEA TR 82 1. FATX T A Virtualapp [20]3H7 808, X 3R EEH 10 7 ik
T2, W getdeviceid(), getLatitude(), .getLongitude()5555 7775, [FIRTEFXT DCL AHIC 7 yA B T8, &
PRGBS NEARE, 8 5 ek AT A
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6. SKHEER

FA1# FH SLDroid UK4E T 2018 4 6 A 16 HMNH 137 20 20 KRI85 . 5280 R IKEE R 88
HI 100 FONFH . DATR A& Sz 45

6.1. ¥R

AR R 7 20 SRR BEAT 4007, BESRN AR T 8RBT 100 IRLH o T390 70 R FH A
& 100, BT LSS B S T8 1934 G0N HE4T 1404, FRATHE 45 2R 73 Website Analysis, Static Analysis
L} Dynamic Analysis M B3l 7w, wid 1 s

Table 1. Analysis result

F 1. HIER
Static Analysis
Type Website Analysis Dynamic Analysis
Decompile Reflect DCL Analysis

JLE 100 99 98 38 37 35
AR 100 100 98 74 72 70
35k 90 89 88 82 80 78
e 100 100 99 91 88 86
i34 100 99 99 74 72 70
IR 100 100 99 75 73 69
s 100 100 100 82 81 79
A% 100 99 98 89 87 85
iR 100 100 99 85 83 81
e 100 97 94 86 84 82
Wl 100 100 99 95 92 91
HE 100 99 96 87 83 80
AT 100 99 95 66 58 56
PAYN 100 99 96 64 59 59
BEily) 100 99 95 90 89 89
TH 100 98 98 84 79 77
IR 73 73 72 41 39 38
R4 100 99 97 53 52 51
sy 71 69 67 42 41 48
FE 100 100 98 56 56 55
st 1934 1918 1885 1454 1405 1379

I ERATHTH 1934 FRHIT, 16 FNHBATARERAT RGBT, FATTFEEE 1TIXLER
Hs B e AR 7 IR SR
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DCL f# F1EH: 1454 (75.18%) KN I EA ] 1 DCL iR . X I 5 T Zhengyang Qu [3]%1 %
Google 31 69.60%M. F{# Fl DCL # AR SE36E i, T3 =77 Misp N A6 DCL BRI . [F]
R AT T4 S IR ARURT 37 1 SR P S A DCL R85 W, 7T B B TR 191 28 B AR FRAEL R, HLjRe st
Pibbis %, B DCL AR BN AR 1370 3 75 5 S AT [ SR AU o F f) e 2

DCL & : FATEILSHT 1 1918 S HOME Tk #r), il 5 fzs: 996 (51.93%)ak N H H &
fFH 7 DCL A, 1152 (60.06%)7 8 FH 5 ANIEE =5 FEAEH T DCL 45K, 74 (3.86%)7K N H 51 A ) Google
7R T DCL 3. Google Mi3%[3] DCL AT F&ZHE =T, NMHFRKFRDEH DCL £
Ko MAESE =J7 N, MR E R =J7 FE#S 2 (6 FH DCL HAR M E 44, I FRA — Bk 1) J5
Al RESE 28 =7 6T DCL 6 FH (18 B AN 46 K R o

R

py

w HAL w ZB=TFF « NHHFKE =Google wEBHD

Figure 5. Result of DCL user
5.DCL fEREER

6.2. MEEER

Risk 1: 45 Google Play [IFF K #HBUK[16]: BIRAiZE 1\ Google Play LAAMFIFH AR IE T £ ml 4748
(B4 dex SCAFECASHIARAD) 8 H 5% SDK . Sebastian Poeplau 25 A [4]11F SEZE L HF 58 A MR 28 AN 1 5
PR BT AT A B S A7 AR — 5 B XK

Table 2. Result of risk1
2. XK1 B9gs

RIE HE gt
FEFITRE 8 34.8%
B=J7 15 65.2%

WA 2 BT —3LR B 23 GRS HAAAE AR 1, Forb 8 GBI H i TR AT R & 51, 15 3N H
TE=JT P T 7R RN AR AESIN G SDK HN BT A, 7855 =J7 B A2 KU 9
15 N, 10 FN TSI T B RE SDK 48 7 KB (W4 3).
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Table 3. Result of third-party library generating risk1
T3 BZHEFERNK 1 BB

B4 MR &bk
com.baidu.mobads 7 46.67%
com.baidu.location 3 20%

com.tencent.bugly.proguard 3 20%
com.zhangyue.iReader. 2 13.33%

Risk 2 Result: 27511 F A7 6E 7E AT LA AR N H 135 19 H 3%, W0 Sdeard H, FF H N A &

BT XTI B REAT SE B IR, AR I A AT DU B S 5 i I B B B A S AT S R

Table 4. Result of risk2
F4. NG 2 HER

RIR & ig=a
B RS 2 34.8%
BT E 5 65.2%

e 4 Pros AT —3CR B 7 AR FAFAERSE 2, Ferb 2 RN B TRE T A 510, 5 N AT il 58

SR T AR
7. &g

Android A TSRS MEMLEI(DCLY) AR . H TS E RIS . Bk Z K Android M H

i/ DCL R . SRR 133 650 T 4% i & DCL SO, Rl 238 =J5 sy, BBt IFsesl 1
— M EBBIMET A SLDroid: #IN%E =753 DCL G BL L XK . FATHI S8 45 REW], 5 Google T4
FALE, 25 =J5 iz i A DCL SRS, 8 m SRR N A H DCL S8R . Al i %A
PR IR DCL $RMER, AALL Google 1737, REFFJT A #H S DCL HAK, A5 E RN

E&WE

2 [ AR B #3E 4100 H (U1536121, 61370195).
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