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Abstract

Through analyzing the traditional network and the SDN network access control technology based
on OpenFlow protocol, a custom virtual machine users’ access control protocol based on the SDN
network is designed, to realize the control of virtual machine user’s operation of accessing a net-
work. In this paper, the working principle and implementation method of the custom access con-
trol protocol are designed and analyzed in detail. A custom access control protocol’s authentica-
tion server module and client module are designed and implemented, and the authentication
process of virtual machine user access control in network is described in detail. Message listener
module, message processing module and information certification module of the authentication
server module, as well as user authentication information acquiring module in the client authen-
tication module, special message sending and receiving process module, authentication informa-
tion sending and acknowledging module are designed and implemented.
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Figure 2. Virtual switch working schematics
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Figure 3. The overall architecture diagram
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Figure 4. Schematic architecture diagram of custom access control protocol
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Figure 5. Custom access control protocol working process diagram
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Figure 6. PFA message authentication process
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Figure 7. Virtual switch user network authentication process
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