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Abstract

With the illegal access from illegal users to data which is stored in the cloud, cloud services suffer
from a variety of security risks. Reasonable authorization through access control is one of the
most urgent problems to be solved in current cloud security. To solve this problem, a Role and
Attribute-Based Access Control model with Trust Management (TRABAC) is proposed. Firstly, the
trusted users are screened out by calculating the trust value of the users. Secondly, the Role-Based
Access Control (RBAC) model and the Attribute-Based Access Control (ABAC) model are combined
to complete the user-role assignment and role-permission assignment. And the user-role mapping
relationship and the role-permission mapping relationship are dynamically reduced according to
the corresponding attribute filtering policy. Finally the minimum set of permissions that the user
can have can be achieved. The security analysis results show that this model can achieve more
dynamic security and fine-grained access control in the cloud computing environment.
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T EAE NP R T SRS, Wt et SR RS () S IR B AT 2 A A A R A T
S B2 AU — MR AR [ 1] U5 R BOR A = TR OR3P 2= IR 55 U 0] R8s 22 4 1A R
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Vi A RE B2 M LEARZ — WX TR SAT U R BRG], B kIR PN R G K
EEH PN RS THRAREEH, TR TE B RGP A EEE B 24 (2]. Vi filHoR v in)
Py Ui AR S SR AN AR B R AR, ARG Ry i) 4 A A 3 AL HE B 3 U7 A% i (Discretionary
Access Control, DAC) [3]. &l i) 4% #ill (Mandatory Access Control, MAC) [4]F0 3%+ £ .17 in] 3% il
(Role-Based Access Control, RBAC) [5], {HIX LeAR Y # 5E TPl e SR THAL, J& TS ivs in 4z .

fE45 11 RBAC #8815 Jeil i FH P 5 2 TRl P 2 BC R SR, Fdad A € 5 PR 2 1] PR AR R
SPECSRBAHRME . e, P SMEIE. M SR BB LLSEELH P SRR 2 B ek, H
RBAC A FFANidi & 5 BB A2 i FH P A PR St B S B 2 A8 W B2 45 OB, 5 Sy AE R AU R h ol 31—
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EtF RBAC AN SCRFANRE FE AR AR B A B 0] /1, F T & 14 14 U7 0] 428 1] (Attribute-Based  Access
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1) U. R. P 9 HMCE 4 Users. M 04 Roles. AL R%E Permissions.

2) HPMEBBUSS KRR UR : BRANIIRNU > R, RRH P UBIRTMAE R, fid 7H P 5 M0
LI LIS <R . B UR < Users x Roles -

3) AERIRBU CR RP : TR N R - P, RRAE R WK TR P, ik 7 A G5 R ]
Z X2 W% R . Bl RP < Roles x Permissions .

& 2 H P U SR g policyl={U',R,UATT,RATT,Env} AR KR A — MR KB
Users x Roles x 274 x 281 x 25" 5 (T F} o Horh User FoR i GG, U 0 FonH P B, R,y
FToRAEEME, Env oRIERMEAE

B 3 AR JE S policy2 = {U',RV,P,RATT',OATT,Env} AR FZ RN — AR RIS
Users' x Roles' x Permissions x 2" x 2047 x 2NV _, {T,F} . Hrt Roles Fnid g5 MM 246, R, K
MY, O, XX RIEN, Env ZORIAELE I .

E X 4 Jaccard AL R % (Jaccard similarity coefficient) [20]H T bbaA BREEAEE Z (B AR AME 5 2 7
o HEWNMEAR A, B, &P Jaccard REUEMK, WAL B S . o7 i FACRTHE:
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Figure 1. TRABAC model
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Figure 2. TRABAC model flow chart
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2) fiH ABAC ARG 7 - A (uid JE g policyl:{U',R,UATT,RATT,Env} SEILBNAS A T,
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2. policyl=(§U ,R,U ... R, .. Envt = {T. F}). *E ¥ AP-REd s

3: for reRdo: 3 OE AF-REMS RE PR SERTHEINAET
HETHZIT IR policyl REMNETAE MDY

4 if —(policyl) then

5 R'=R"r: /~EERTERRE, WM EEE R P, #5858
AP A Em R

62 break:

7 end if

8.  end for

Figure 3. The algorithm of dynamically reducing the user-role mapping relationship
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Figure 4. The algorithm of dynamically reducing the role-permission mapping relationship
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