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Abstract

IDC equipment room is responsible for handling the massive data information at all times, and it is
of great significance to discover and deal with the hidden dangers in time. In view of the lack of
security awareness in data center, the lack of management work, the stubborn existence of illegal
and illegal information, and the lack of trace information, this paper designs and implements an
IDC security situational awareness system, which implements the early warning of abnormal de-
vice information and IP and statistics of illegal and illegal information. Firstly, the overall solution
of the system is proposed. The overall architecture, logical architecture, functional modules and
structural units of the system are designed. Then the specific implementation methods of each
function are described. Finally, the system is fully tested and the feasibility of the system is veri-
fied, it has been put into practical use.
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Figure 1. ISMS system architecture diagram
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Figure 2. ISMS logical structure diagram
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Figure 3. Hadoop platform data processing layer supports application functional architecture
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Figure 4. IDC security situational awareness system functional structure diagram
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Figure 5. Network deployment diagram in ISMI
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KAE BFEM A E TR SRS Bl N A BRI SR s B
KILDNREQIP + I 1) EVEE SRR (R A) i BN DD RE(URL) . iiAE B A 3
DR GRBEIA) . ik B IRNHC R A A G B IE R B DIRE(IP + ). k(S B IEAL B D E (R
)~ EEE R B IIRE(URL) A E BB E IRt ik E B gl aE . MU
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Table 2. Functional test project
2. Thaelitm B

P BoIEE R i ThRedik MANEE LR EEpSY Waliel g e
1 oS Jiilak= o F B i T x 3
2 IR R BHEFRE BHE R IR T T V
3 HEHEAE L HREIBEE 7 GINVZEERSS 7 y
4 EHRAME S HHEBSIREHEE pn BERREHER & \/
5 BEWERFEL TR RETER L ¥ WA TGS L & \/
6 HEMERFL HERT IP HERFL T S P &R T V
7 BEEMREG T BERE IP il 7 S IP GiitE% 7 v
8 BEEWREG T BEBFEEMG IR P EEE G R 7 v
9 ISMI # E (5 FIH ISMI 5 _Fg@fs AR AR B x v
10 ISMI £ {5 il B R A4 P FRULTR 4 L) P v

4.2. MEREMIR

AU BEMR 15 S AU 1 SRR A B A A 2 858 DL L - R PRt A, AT et PR AIEI 0K
S TFHRGNG S LRI TIER THE, E5 N RGEITIRE, —RAKRSH S EOmE R A,
CPU, WAFLLRMALH IR, B)E, @ISR IRARGIEATIN (], H N R G e P A A,
KREFRGRBITIRE, I S SHARFFAAE,  DUHR A R S ol St BL R PR REIRAS .

Bet eiofidsy: o5 (=7 Ak RS WIUE S5 = NS/ WU I LSeY 2R N €7 S T TN B L) VA TN R T N
Hudla #6005 R SR AR bR o

AT FEZEMNAR. FE LML HERR. (58 %10 a Wi B (6, S
KR SR 1A) L A K A e B (R R R IR AR VR H SRS TR R H
AR [] S D5 1) H S0 R iSRRI SR R b R e a1 5 ORI

K i@k AT P VLAC B Bam O PEREIR S, RTINS 7 i e Sy, ULPCHY ()7 0.1~0.9
Mo 1); RIS T3 2R At &, DRRCA () mT DL 7E 3.5 FP LA, 75 & REHITEREEK

28R, DLHCH (8] AR VT OS5 3 T I A2 Ak, T CAENICS , 75 255 18 2 2R A5 R A XA 51«
MARGE R 3.

Table 3. Abnormal IP match test result
%3 BE IPEEMKER

Fs HE K i (V3 1P) FERT (FD) AR (7RI
1 ggzeng-ip.dat 1836.1836 3.213 571.4857143
2 ggzeng-ip.dat 694.06940 1.215 571.250535
3 qozeng-ip.dat 1672.1672 2.91 574.6279038
4 qozeng-ip.dat 811.08110 1.42 571.1838732
5 qqzeng-ip.dat 1570.1570 2.728 575.5707478
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6 ggzeng-ip.dat 1534.1534 2.679 572.6589772
7 ggzeng-ip.dat 1758.1758 3.073 572.1366092
8 ggzeng-ip.dat 556.05560 0.976 569.7290984
9 ggzeng-ip.dat 665.06650 1.616 572.8396926
10 ggzeng-ip.dat 1185.1185 2.062 574.7422405
11 qgzeng-ip.dat 347.03470 0.612 569.0501634
12 ggzeng-ip.dat 206.02060 0.367 561.3640327
13 ggzeng-ip.dat 1044.1044 1.824 572.4256579

MHAAFBE: CPU i7-7700K + DDRC400 16 G + winlO X64.

4.3. ZEMM

2 A PEDNA R B UE Y SRR 15 N LA P AR, fE S U5 RIBUR SIS 2 I ROV & AN
PSRRI, S5 O N B R AT A, A DCESRAT BT AR N A A2, 3 BEREE 1R A H Atk
ERRANKE B S, AEVT 1) R GE RN P B AT R IR SE BV Il Pl Ao T HL, 7 — BUrT TR
RV A AN R GEHEATAL TR AR I, ROZHU S SORES, AR RGEPATAEMEAE, IF H R &
Ko AR WA 4.

Table 4. Safety test project
4. REMMNTE

Fr5 S (A Beffinid MAFER MHFER W PG R
1 F iElak:r AR AT Bt ) s v
2 BHER BHEFRE B ER B Th 7 v
3 AR5 1) D AR A IR P 7 ZAEIERS REPNASE P v
4 FEALBR V7 17 Ui B R ZAEICRS e InvIEIEN 7 3
5 HE RS IR AN 2R GEATAE T34 x B WeoR 5 J
6 NESE APAT TRV RS SQLEAEE S IR E N 5 J

4.4, MRGER
1) BrFrhae

IDC ZEARFIRI ARG RET KM IFEADIGEC 2 MM, Ao el n] Igksiife, #—=2
BSUN5ER . MRS R 2 TR R .
2) Wfta et
B2 M SQLEN HHIAE. HIFBUR Y5 1] LUK RGeS S AUESE LA 7 T RGEEAT 122 4tk
A7 el P S, A SR R R .
3) AR
T2 A P Py s R A A PR AT S0, It R H e M SR A ) Bt N R O R v
MR A . RGEFHI AN, WK T AR IEE BAE, RS TRlE, ERUEMARIESE . WlE R
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DOI: 10.12677/csa.2019.98181

1623

RGXIRE =SS


https://doi.org/10.12677/csa.2019.98181

d

St

Hol

48

4) BAFERE
AR A L RE (1 HEHE SE % T IDC 2 A HIBRA R VERE . ZEM AR AT R A DA KA 56 (1 C B
BN, AR QIR B T HURTERER AR A B H bR . DA SR PR BEER

5. &R iB

FI R Y 2 K 22 A A2 U, IDC (%2 2 PIAT HE I, ASCHI ] Hadoop SEARAESE, 58 pis 2K
REFE RS BAES, WilRaEERE, B IP BUE, RS H UL ISMI #E 1455 ThRE, 724
e A7 A AEC UL RS T7 N ARCHERIRAL, 3R T REISITHR . AR OHNEIT, BRI

SE Tk

[1] FHE%. IDC/ISP 5 B E M R GG & W 7 &R ], EDFna s, 2017, 19(19): 118-119.

[21 #HiE. EAN IDC (5 R e 4 B HIY Bbn IR B AR S HE AN B A W e £ [0]. A 15, 2013, 26(4): 57-60.

[3]1 BRET. 2T 3500 FBCHL (L 7 5 1P i HEAT W48 % Al 9], T PLI & S ), 2018, 26(5):
188-192.

[4]1 ZR/NME, ek, BARE, JETHE 1P Mk FHEEANE]. KFE LKW (E AR 2#0R), 2012, 33(6):
625-628.

[5] ZEHRHE, HHEd, MRRERETNENFRLIRD]. &K (E BREAR), 2014, 32(1): 70-75.

[6] Wan, D. and Cao, M.H. (2009) Information Security Management System of IDC Based on 1SO27001. Information
Security & Communications Privacy.

[71 Wang, H.Y. (2015) Information Security Services: Cornerstone of Network Operation in the M-ICT Era. ZTE Tech-
nologies, No. 6, 23-24.

[8] #&EC, XU 2T Hadoop “F &V M SEHERE HIED]. THENLRSIN A, 2013, 22(7): 108-112.
[9] #&#E, MRk Hadoop “F & Tilg s B HEAT B S8 50VE[T]. tHENLR SN A, 2012, 21(3): 111-115.

[10] Riyaz, P.A. and Varghese, S.M. (2016) A Scalable Product Recommendations Using Collaborative Filtering in Hadoop
for Bigdata. Procedia Technology, 24, 1393-1399. https://doi.org/10.1016/j.protcy.2016.05.159

[11] Cai, L., Guan, X., Chi, P., et al. (2015) Big Data Visualization Collaborative Filtering Algorithm Based on RHadoop.
International Journal of Distributed Sensor Networks, 11, 1-9. https://doi.org/10.1155/2015/271253

[12] Liu, S.Q. and Min, Q.I. (2016) Research and Implementation of Hadoop-Based Social Big Data Collaborative Filtering
Personalized Recommendation. Modern Computer, 32, 74-78.

[13] #& &k, T Hadoop %4 =476k R T I 5 SCBL[D]: [t~ 00i8 3], Rl W RHCK, 2013,

Hans i

SRR BIPIFR 7 2
1. FTFFENMIE T hitp://enki.net/, s o TUTE AP “ AP ST BE IR 8% CNKI SCHOLAR” , k%% 2 « http://scholar.cnki.net/new,

RHE N BB AR, B2
T CRRIER” , THAIRMEERE: [ISSN], AT ISSN: 2161-8801, RJW[ 7.

2. AR E T http://enki.net/ TS “ IHARN E 7 3EXNZ0PIHAR : http://www.cnki.net/old/, 72 {MJi% 4% « [l br TRk AL 2 7
N, HREEEGA CEE, B i,

WehaiE A http://www.hanspub.org/Submission.aspx

HATIMEAE: csa@hanspub.org

DOI: 10.12677/csa.2019.98181 1624 HENLIRE 55


https://doi.org/10.12677/csa.2019.98181
https://doi.org/10.1016/j.protcy.2016.05.159
https://doi.org/10.1155/2015/271253
http://cnki.net/
http://scholar.cnki.net/new
http://cnki.net/
http://www.cnki.net/old/
http://www.hanspub.org/Submission.aspx
mailto:csa@hanspub.org

	Research and Application of IDC Security Situation Awareness System
	Abstract
	Keywords
	IDC安全态势感知系统研究与应用
	摘  要
	关键词
	1. 引言
	2. 系统总体设计
	2.1. 系统单元
	2.2. 系统逻辑结构
	2.3. 系统功能结构
	2.4. 接口ISMI
	2.5. 网络部署方式

	3. 系统功能实现
	3.1. 设备信息采集
	3.2. 异常IP逻辑判断
	3.3. 异常IP预警功能
	3.4. 报表引擎
	3.5. 报表推送分析

	4. 系统测试
	4.1. 功能测试
	4.2. 性能测试
	4.3. 安全性测试
	4.4. 测试结果

	5. 结束语
	参考文献

