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Abstract

With the rapid development of artificial intelligence and its wide application, artificial intelligence
security has also begun to attract people’s attention. Attackers have added subtle disturbances in
normal samples, resulting in errors in the classification and judgment of artificial intelligence
deep learning models. It is called adversarial sample attacks. This paper reviews the research
status of adversarial sample attacks, and studies the classic algorithms on adversarial sample at-
tacks: FGSM, DeepFool, JSMA, CW. And the paper analyzes the efficiency of these classic attack al-
gorithms and their misleading effect on deep learning model, in order to provide theoretical
guidance for the design of adversarial sample detection and defense algorithms.
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Figure 1. Adversarial Sample
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Figure 2. The reason of adversarial sample
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Figure 3. Fast gradient descent
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Figure 4. Two-dimensional gradient diagram
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Figure 5. DeepFool attack algorithm schematic [13]
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Figure 6. The result of JSMA attack
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Table 1. Comparison of adversarial sample attack algorithms
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Figure 7. The picture of adversarial sample
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Figure 8. The picture of adversarial sample
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Figure 9. The picture of adversarial sample
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Figure 10. The relationship diagram of attack step size and attack success rate
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Figure 11. FGSM attack effect in MNIST data set
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Figure 12. Four attack algorithm operation time comparison
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Figure 13. Comparison of L, norm of four attack algorithms
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