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Abstract

Today’s popular social engineering frameworks are more oriented towards real social applica-
tions. Frequent social worker vulnerabilities in social network services are often ignored. There-
fore, this article focuses on the common social worker vulnerabilities and human weaknesses in
social network services. The academic framework extends the theory. A social worker attack on
undergraduate students in a school was used to verify the validity of the extended theory. Finally,
reflected on the results and accumulated some experience for SNS users and institutions.
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1. e

#1722 I 2 iR %% (Social Networking Services, SNS) H & il BB H PR SR /- & 0L, IR &5
MM TR G, 3T WEB2.0 AR, SNS BT T HEE 2 M B, ME AL, EZ0in
HARRE, WG| IR AR BN R R WA R B AR I 2 TN RS T T a2 hl.

4% Christopher Hadnagy [1]1f#E2 TR HESR FATTA] BAAIIE #1422 TF2 % (Social Engineering) \ 12 &
FIH NI 55 SO A T AL R GURIF SR S0 AE B 2 B G N2 T B, fEIE R A IS B2 2 E 5
o, XFFBRERA . ERXFEREE T, st s TRSME B2 e Eh R a R 2. A
AHE AT B A I B8 7R 2 LAV S LA Atk (0 3 BORIB A1, (BEIAN T M NTE R i R G e 3 7
FRAEBENEH. BE#E @GR AR i ar 77 08k, Iy DL O3 55 SR AR RE
LAE AR TCMR T o (22 B R W E R . NEAWRE, SNS [3]E A B R T+ & TRE%HHE
EE 5 X o Brahi 5 R BT — B 005 BUCEE, whio] DRI BAXRR, 320 5 28 3R B H AR5 4T,
HERNKEMAZEEE.

TEAS BRI, a0 AN KZHAFLEN W BRI FERR DT . HP7E 2018 4F7E SNS P15 T 44
ZAB BIRSAFLE [ ] {5, RS 5215 B IR S5 I BEAR SR A AR . BARTIRSS W AT B A5 B2 2 =AF 1, RIF
TR, PR T IREMESL[4], THTE 2019 SRR M ET(E SRR AT RE S A MG B 2 A 0 TR AL 10
JETAE T VE S EE[5], WX web FIH F ) RGIsTARIF G, (HRIFRA IR LA TRYHELR T
MIAVEIRI6]. AR (2018 Hh EAEACHE AR 5 ) E R ok, FAE 2018 4R, FREMEH SNS 1
PR kB 8 G N, A s EE S R4 RFE 97%, HittvT 0L, SNS 72 HERM RS 5 =
BEHIAT o SRTTLEALAZ Sl o FH P DR R R R A v, A g ok DB V) T 75 0 85 FH 0 7 o 45.8%, R g fie
FESZI TSR P S 40.4%, R TFRRERWPIRGEERZ, Wi EREY S 2T EEKR.
B P H B A2 PR g 22 AP KRB TR A SNS, X8 S350 1 [ P FLIRE IR A b xof Skt AL B AS A
TN b R AL T AR S pE TR RS S T Ah, AR 22 R FE S T R v ARG, AT
HI 55 7B R RAE AL, 3R RIS T Bt 35 56 B BA 0 1A RSO AR B S AT AR

DRI A SCHENT T SNS o 1) — 288 WL IR AL 4 TRE 22 IR AN MEAE (5 B 2 A s i) =1 B R T 9, JF
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2.1. MERER SNS RS TRFERITN RS

SASRBTIMA R, AT E N ERK SNS # BT s A P 2 AL A LK R G, AR T, U
WRGL, AH, REESERAME SIER MR, S I EZ A QR APR RS, BAUHORZERF(E
Bt SNS I PRt AR IE R G AR KRR BE B 15 BRI L, DR Qg 1 — 24t TR,
JEFMERK . — 2B SNS LA T da AR A, R RURAE B BEAT R SRR, DABORIA 1) Sk T
FUR o AR A B A RS0 — M IEEAL IR SNS BRgsl(s S hniE, S HUR 2 BU(E S RGEUE R B, Blind
TS, SRS 55 T LOdE 6] [ — N HARI 24> SNS HE 382 #efih H bR A AT AL T8, MiPHE

Bk oy, Aiiged 1At T RS
2.2. St AtEiRIERE AL THESR

2 FE 3 Christopher Hadnagy [1]5 B8] 44> TFE 24 HE SR IA A& PAFIL S N FEUEHEAT WHE 1Y, 1R 241
RN R ARE S RIS & TR SR AEH T SNS ERtt& TR ANR . RULERA T Z
WHHMTHE— P iEin g, B H LR /S S&E AT SNS BRI AR (W R 2 1):

Table 1. Social engineering framework for SNS
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Figure 1. Flow chart of social engineering method
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Figure 2. Flow chart of practical operations aimed at college students
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