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Abstract

Advances in deep learning have greatly improved the performance of online signature verifica-
tion (OSV) systems, but how to learn discriminative signature features from limited signature
samples remains a challenge in this field. To alleviate this problem, this study proposes a multi-
task learning-attention mechanism-bidirectional gate recurrent unit (MT-A-BiGRU) model to
achieve online signature verification. Firstly, the supervised representation learning of sequence
features is realized through an attention mechanism-bidirectional gate recurrent unit (A-BiGRU)
model, and a deep metric learning task is introduced to fully mine the latent representations of
sequence features. On this basis, the global features compressed by sparse auto encoder are fused
with the features extracted by the A-BiGRU model to achieve the complementarity of feature in-
formation. Finally, this study proposes a training method based on multi-task learning, which fur-
ther improves the accuracy of the OSV system. The proposed method achieves an equal error rate
of 2.16% and an accuracy of 96.88% in the SVC-2004-task2 dataset. The experimental results
show that the proposed method can effectively improve the verification accuracy of the OSV sys-
tem.
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1. 5|

BEE (S SHEARM BB AR, EELENEBN T NMVER AT — 55 TRk
BaFARI = 22 4, S I IER AR T B M . 1EA—MAEMFRHMENERAR, LA INIE
(online signature verification, OSV)Fi A BV 28 N BUR « R RS BTSSR 1 &) 232 M S MEF B
Z—[1]. R0, MTEAFEARPAT M D E 1S OSV H AR IEE R AP . Pk, RN
Ft OSV H A LLIA N S A BOMEX TELF EZ AR SR T B & MRS B A EEZNE L.

FH OSV W 7t 2 B AEAL G AR BB AR . Fierrez-Aguilar 2542 H T 100 FiE £k 25 44 1 4
JRRHIE,  JFRRYE EA I B4 I RE I #E4T T HEFP[2]. Kholmatov &5 A ] 24 BT REACHI I A7 25 1
A Z A BE B R A AR — A SRR B, SR T — Bl SO 6 3 A5 I ) BB (dynamic time
warping, DTW)BEHY[3]. Van S5 7 — M T3 B /R a] K A% Y (hidden Markov model, HMM)f{#E 42 %5 44
NUE 7%, 3@ 78 B HMM Z A AR (S B A Br(4EFRLLER 12) (5 8., 388 T RS A IE R (4]
Sharma %54 F 1] & /& 14 (vector quantization, VQ) Sk W& #4 & 1 — 4wt ) =, X RIHE B A% o (1050 554 HEAT PP
gy, FEIZITE S DTW WForRl G, o8 7 DTW S— S N A &2 [5]

IAER, WA VR 2 SR I, T IRE S 21 OSV HRWAF 2] 7 Mk — b g 7L
AW UERS B2 o Lai 5544 25 44 VIE R IR P 51 @ A% ] it i ik 1| SR AT B 4 22 I 2% (recurrent neural network,
RNN)K 2% 2] — MoK B 3 — 64225 44 (length-normalized path signature, LNPS)(1 & 75 s I &
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HANZE4 2 AR ES[6]. Ahrabian 5§ 1 12 Fp2s 2 KR EF 5I4E N E 89w 25 (auto encoder, AE) %I,
FEAEH SNN A4 ZE 737+ H P AR R 2 L ER R[], [ 58 25 59K B A pH 4  2% (convolutional neural
network, CNN)F1H: 45 #1240 £ M 4% (long short term memory network, LSTM)AHERAHEH T —Fh XUEE
TRFE A 8 AL PR  T 2 MR TPEBE[7]. Vorugunti 2565 N THREUE LR LR E S AE $REUAIELL
ENRHEATREG, I E OB IRE AT 43 B8 B 4 X 4% (depth wise separable convolutional neural network,
DWSCNN)¥; FH 75 £k 25 44 I EAT 45 H[8]

JOETREE 2 ) H R B g i 7 OSV RGN RE, (H AR IXEEEE TR B I ) LA R AL T
FE55 2 21 RN WM 28 ZHOHAT R . TR P TR B AR B A, X EeI T JAE 25 2% S IR
FE 28 ST iE AN ROt 2 S BB L2 R R . R TR IR N ), AR SCRRH T — M T AT 552
ST B I HLHI A T4 PR B0 (multi task learning-attention mechanism-bidirectional gate recurrent unit,
MT-A-BiGRU) AR SLHAE L T B2 A KAIE . A SCH EZ TRk T

T, AR AL TS B XU T IIE A 5 TG (A-BIGRU) BT SR SETILAE 26 25 44 13 91 A AIE 1A
BE2), IFSINIREEFE B2 ST 4 kil — S iR S AR 25 4 P A R AE 24 2T RE . IR, BINFRBR
Hl zh 4w i 2% (sparse auto encoder, SAE)FE R SR N T AT EX 1) 4 R R E AT B 4, R4 SAE #5755k 2
(RFAE ] 5 A-BIGRU AL P S U RRAE ) S AT Rl G, SIS A RBYAFAE M5 B B Ab . B, =
Pl TS TR R BOAT S &, SRt T — MR T 2R N T7 k. =M SRS AR B
AMEAL, B T ELT 5 A INERHERZE.

2. Bk
2.1. BUBYEMTAE

TEEHRSCE T, A7 32 B4 A SVC-2004 H4is 122 [9] Hh 28 —/MT- 55 (SV C-2004-task2) (1 45 4 K I 25
AP AT EE B J5i% . SVC-2004-task2 B iS4 40 M, AH P L 20 N ESEFEAF 20
ANWEREA . BT F 7 IIET 10 N ENELEARERNIIGE, BN TE 10 NMEWE LR
AAE AL .

TETACERBY B b, AHIF 90 1 Je X 28 R ASEAT I A — A b B . Lok, (RS SCRR[10]38HL T 47 A
B RN A JRRRIE, WO PIE . BRI PR %, e, RIS A B AL R (X) 7
Fl\ AKR(y) 7B BA SR 71 (p) 7 5 R R 2 4 B P HUARRAE b -T2 I 28 1R N B3 R K1, DRt
AT = O Sk ZE A R s A P R B A AR K. s EE, B
MK ST HAH P R K27 R .

2.2 BB IEDR

AW TR H HI3E T MT-A-BiGRU 57 () 75 28 25 44 A UE RS () i AR AR SR an P 1 i o 1% 0 2% 4t
fHE SAE Fl A-BiGRU W Fift o 26 A AU 3@ i TE B A BRI IR 2 JE B = ST S AR S B (I 2 AT 452
>J(multi task learning, MTL)J7 RORIEATRAES ) o E 5, AR K2 R RHEF T30 RHE 7 3 E R
SAE I FN A-BiIGRU FE R [R3IN o o0, ANHIE 014 H A-BIGRU #5521 45 1 B 2% 31T %% (supervised learning
task, SLT)FIVEJE 1 & 2% =) 4T 55 (deep metric learning task, DMLT)3 S22 42 5 FI R AE A AEFR B, IFiE i
SAE HHY (1) 6 Wi 8 2 14T 4% (unsupervised learning task, ULT)RSZINZE 4% 4 R AE PR 4. |e)m, ASHT5E
¥ SAE FRjUZ H HIRHIE [ &5 A-BIGRU 52 BT H UK RFAIE 1) S 2E 4T Rl DL i ) 5% S EOUH ol M AR A 1)
RESTo BEANER > I RS BGAE 5 SUHAT N4
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2.3. ETFAEHNHEIBNE GRU

1EGE G IR #1242 9 2% (recurrent neural network, RNIN)AR Y [R5 B2 T 25 AU B AR X [n) 30 iy 7™ =2 BHLAS T 2%
>JEF 1] PP B A AR T B8 7 [11] 6 /E 9 RNINASEZRY [t — o i R A8 44, 1145 46 24 5 7t (gated recurrent unit, GRU)
B RS oo 2 R I 1) P2 91 L AR AR I . GRU AR Y (R 45 M [ 2 Fim . GRU AL N AL &5
PIFPEER: EETMERT. Hepb, EETH TS E—3ooh s v AERE R, SR Sk
E L —HIUH Z /0GB REAS T — 0. Bk x ForE t B AHAE S, WS R ] B @4 h an

TR
¢ ol o) ®

2, =0 (W, - [hyix]+b,) “

h =Tanh(W, -[(r, ©h)ix ] +b,) 9

h=(1-2)0h, +2 OR “

R, o For sigmoid WHEEG 1, 2 R EEITRESIIOML, R, b Zr R S
© F T ZHITe U GRU I L M GRU B % T — 4L 77 SRR GRU B, X 49001 GRU
by L2 1 GRU SRIREI B 245 8. B, A0 H AU GRU sl 4 1 81l iR AEHR AR

ﬁ?iiﬁ E 3hém s
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Figure 1. The overall algorithm framework of the proposed model
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Figure 2. The detailed structure of the GRU model
[ 2. GRU 1R BU R IELRLE

DOI: 10.12677/csa.2022.122048 476 MR 5 R


https://doi.org/10.12677/csa.2022.122048

ey &%

AT R4 P SRR R x FPAs y BB p BTl i) =338 SR . 2558 51 =il iE
REIE PP 91 B S8 PEANR] LS B2 44 7 51 N K RFAE R B2 35 BB REANE, AWt 7 — M=)
PURIJZ, sl 3 fos, JFR HA I EIX0a GRU MR A A\ diig o FT e v+ HVE B /WU JZ B 56 590 TR — i
) AN [R] 248 B2 (R RFAEAS S, AR AR I 645 R R A2 I (8] A B DV R FEREAT B, AT S 1 I 8% ) 25 44
AN BRI AN 2244 17 51 N BB RFAE AR 0 e B — P A P A MLE KB T, iR ILEEK
S5 I AN g, o DU SZERE R HE A x40 R 29T |

I, = softmax (W, - g, +b,) ©

11, =tanh(W, - g, +b,) ©

a, =14 )
[ﬂl;...;ﬂu;ﬁt;...;ﬂr]:soﬂmax([a1;~--:at,liati"'?aT]) ®)
X = O 9)

A, 1 R A I 1R B AN RIS AEAE L B ORTERE . g R t A A FRHEE N RS R, B3R
N IR A B R B SR, © RoRtu R, AU TR A-BIGRU B R —MEE ML
HZ — WA GRU JZ AL =A4ER)R . b, XA GRU JZ A2 TN 8, i R HUN Relu R4
=AEERR AL Ty 48 32 1 2, FIPIASAERR R B HGE RN Relu IR fda — M EIERR
10 R B0 Softmax Bi%L. O 1B IER G, 2 BIERTPIAS 22 IS I 0.5 #) Dropout 2.

g > X

81 - > X

Figure 3. The detailed structure of the designed attention
mechanism

Bl 3. Fm&iteEE NHEIEAEN

2.4. BT B w2 a0 FrEbedE

WHFLR I, F TATHREUT 4 SRR - A B A Bt R s F P % 44, T8 I RRAE R 40 DUOR BR300 1 22 1)
FEAEAS 20T DA b 2 X — I /[ 12] « AHE T 3 B4 43 #r (principal component analysis, PCA). &4 3 51
43 #it(linear discriminant analysis, LDA)%: 28 1t (RFE 5 4E R R, H 3h%i g 4% (auto encoder, AE)IEAY HA5 R
UF AR RIARE 70, T DA e R0 ST I 52 2 800 1) s 44 e 4«

Wk 4 fias, AE BRI . gifides. BROBZ . MDA H 2 4l U 7E RS AN B
BEAT T 5E SR R, H T N JETE Rl 10 5 B B AT 1T 5 SR RHE SR BRI T DR 2 AE Y 1) —
ANER A BN AE BELZEM, SAE MEALIE T 51 ANFREL G T Ik XT AE BB HEAT Ok, AT 2 ST AR B
TEFHR S T AE BLAL R MERE[13]. b 6 51 100 3 Bl I 2 R BRRE TP AL T s RS & e, R
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SIRHIRG]. [ a, (x) A5 | AHETTHIMIEIE, WM TR RAE Y HOMIR T DR N
a, (V) = sigmoid (Y ) . VLR n MEASRIOTHIMIEE N p, - W p, T LU FRE T

m=%g%0) (10)

BiJs, AWM Kullback-Leibler (KL)EUZ RIS FIGEEEIE p) MATIED, JL Wi~ Aps:

L0 (11)

KL(pll p;)= plog £-+(1- p)log
(01101) = log 2-+(2- )iog 1~

i
Reft, M p=py I, KL HUEN 0. Bebb, KL BUE LB p B p, Z IS HAKTIRA, B, E8A
A s, TLUBIT R S p SR/ KL % LA BHIR KA M2 TE L, SLAS I T A
1 n
Posary = 2 KL (P11 7)) (12)
=1

KA Ppenany AFFAEAT T AHE TR R SAE R EGEUZ BRI TC N 16, Frf JZ2945 Relu R 4L
VRS2 (0 PR L

SF i 55 3

LN K= )=

Figure 4. The detailed structure of the auto encoder

El 4. BahmiDERIFMLEY

2.5. ETFZESEIMINGS

AW T ARG T OB A B DA R IR B B R R ST S A R bR B, R =R R R B AT
454 UM T UI1Z5 MT-A-BiGRU HL2Y [1) ZAT 5540 < ek 8. B R0 2K BR B T H QT s :

T B SRS AP SAE 1581 DL/ MU N TN tH (0 B R 2208 B Y, i O e B A2
77 BORBEAT I SR o ASHIE 70K 1 5 1% 2 (mean square error, MSE) 51 5% B 1 A0 W B 24 STAE 45 1452 2k eR Bk
AT, FRESREAL R0 7 MBS I T B 2 ST 45 A0 2R R B D R BT s

1M “
Jur = ‘z Yi — Yiz + 1P penalty (13)
2M

A, MONFEARSCE,  y AN RIEEE, 9 M T AR, p R T AR L
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MBS AW RFTRIER A-BIGRU R I 28 SUARj151 2k (cross-entropy loss, CEL) & Hk it
AT A B 27 2 o A I B ST S5 B4 2K eR i =0 s
SLT = Z Z yllogh(yl) (14)

i=1 y;=1

KA, MOUBEARSCE, kKD REE, v, NESERREE, 9, N EE B i 7 St
REEEZES: BRIANELTEELRNIARRENE, X015 IR 4 Z 81 SR B .
N T AR X 2% RE A AE A PR 285 44 1 A v B 2t 2 =) 3025 44 PP B I R R AL, ARSI TR IR BE B B2 >
(1) = JCd A2 [14] (triplet loss, TL)TE N A-BIGRU #2185 AN SJ 4T 5% o @i {8 FH > — Ji 2 (semi-hard
triplets, SHT)FEACSKR ARG = Je L3 K T AF AT U1 25, SHT FEARTT LA F UK oR:
L(F*,F?)<L(F*F")<L(F*FP)+K (15)

X, L FRAFRMFEAZ BRIER, F* 3R anchor FEA%, FP 3R positive F£4%, F" R negative
BEAR, KFRL(FF) KT L(FFP) iR 24, B, FP, FY =R AR A-BIGRU HEA
MR AN A e i R AR AR ) 2 R R RS % ST 25 (A 0 R Bl R U

%WJFin“ysa—me((EiEU—qﬁﬂEﬁ+K® (16)

Xrh, MOUREAR R

AT 2] FEMES IR, AT SAE 1Y RRIEUZ B i FARAE ) &5 A-BiGRU 52
AN AIER R P th R R BT RS, DASEIAS [ SR AR 2 18] 45 S8 AR I T Ao o 2% A5 R £
SRR I, 8 ER = MRS MBI B S &, MR T EEX MT-A-BIGRU R ) 24T 55
HURBRE. MT-A-BIGRU B 1) 22 A1 55 15 2K bR An T 30 :

JMTL(Fa,Fp,F”)::aJUU-+ﬂJsu-+yJDMtr(Fa,Fp,F“) a7

XA, a BUK y A BIRIRT MBS S BUR R AL, A B 2 1400 5 R B DL B ok B B 2 ) i ok R B
. Zk, AT MT-A-BiIGRU A i 4 5¢ e
3. LM
3.1. BEHIMER

TEREFEH, 2 2% B HE S 3SR L VIR RIS IE 8258 = B AE Python (M4 : 3.7)°1- & () Tensorflow(fik
A 2.0.0)RFES S FET. N T {$453 MT-A-BiGRU KL AEms S8 iFHhlsc 8, AR Adam HRALES,
JfiEit B_1, B_2, Epsilon LK Decay H4x il X245 25 SJ i F2 . 7F fRIE M 25 BB LA A4 (R R4
BEAT 22 VAR 25 348 BN o R o 60 0E 256 05 e AR R A LA R B I R (K B 5 . MT-A-BIGRU #5%Y
VRGNS H R 1 fos.

Table 1. The Hyperparameter optimization results of MT-A-BiGRU model
7 1. MT-A-BiGRU 1R B MBS I MER

ZH ZHE
Dropout % 0.5

Epoch 80
Batch Size 4
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Continued
R 0.003
itk ss Adam
BURBRHL AL BURREL
p 0.0005
u 0.001
[a, B, 7] [0.6, 1, 0.4]
B 1 0.95
B 2 0.999
Epsilon 1E-8
Decay 0.00001

B_1. B_2. EpsilonyAdamiALas 1 IIZSE, eA0 AR —BrE M T i FE 8o
TR T R RE B R USR5, Decay R an BRI ZRIB AN 2] AR

3.2. SEWERIHT

i MT-A-BIGRU HALKRXT 40 AN IR A FEA 0 ) BEAT U S, DA AT P 28 A% DA IE AR
o AW MT-A-BIGRU 2 (¥ Softmax Jz Firfi (1 Jm S R 28 44 I e O HER %, A5 56
MK T 0.5 WHFIENAZES, JaWMARNT 0.5 WHE MR . 2%, BRBKERRIES RER T
96.88%. HHIRINIEMII T Giit &R 04 2 s, M a A 40 A R 11 SRR R R
FEOL, T HARRHS 2> F P 2S00 T 100% I IE#ERf -

Table 2. The user statistical results of error verification
=2 HIRANEHNA PGSR

HFPRrS 5 6 9 11 14 19 20 23 31 35 36
FEARIE A58 1 2 1 2 1 1 0 2
RS 1 1 1 2 2 0 1 1 0 1 0

Ak, B SE Rk —B T MT-A-BIGRU #EAY [l 24T 45 2= S P RE . @i MR MT-A-BiGRU
B[ SAE B DAL B T XA 5% 2% 21 B3 5 ML U] 1146 26 5. 7t (dual task learning-attention me-
chanism-bidirectional gate recurrent unit, DT-A-BiGRU)I AL, [F]if, 7 DT-A-BiGRU #E 7 S fitth_F Ml iR
JF B 2 ST 55 DA 3 5 T 0 2 ML XA 4G 25 ¥ G (attention mechanism-bidirectional gate recurrent
unit, A-BIGRUIEAY . =R xf L5 R 3 Fom, M el BUE H, AHECT DT-A-BIGRU 5 84FI
A-BiGRU, MT-A-BiGRU & #I [{ iR R iA ] T 96.88%, Z54E1%% (equal error rate, EER)IEF] T 2.16%, HL
57 BAERAEERE . = PR i 5238 T /E 4 1E (receiver operating characteristic, ROC) £k 44| 5 fiw,
MHRT LS B A HE MT-A-BIGRU #7841 ROC izt sz T 7 &, IR RA RIKM EER. Xt —BiiF
BT 2 AT 455 2 0T DU S0t 38 s A I PE e

Table 3. Comparison of verification results of different models

3. NEMRBEIAIELE RASEE

B MR (%) SFHERE (%)
A-BiGRU 89.63 10.26
DT-A-BiGRU 94.13 5.93
MT-A-BiGRU 96.88 2.16
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1

0.8

.0

—-—--A-BiGRU (EER = 10.26%)
DT-A-BiGRU (EER = 5.93%)
——MT-A-BiGRU (EER = 2.16%)

SES

0.6

0.8

Figure 5. Comparison results of ROC curves of different models
5. FRIERK) ROC MizesTHL 45 R

ARHFFEAE MT-A-BIGRU B [ FER M BR 1 i = LI JE R T 5E T A1 555 ST RUa) T TR PR 5
(multi task learning-bidirectional gate recurrent unit, MT-BiGRU)AER!, DL 78 BT 381 HOE 25 0L i) o) A 704 4
RERIRAM . PRI IR (1 B 1 42 52 2 - IE WA #3252 % (false accept rate-true accept rate, FAR-TAR)#H £k i< 6 fr
N, MHTTLLE H MT-A-BIGRU 8 {73 H 7' 1) FAR 7E 0~0.2 Z [a]48 4k, TAR 7£ 0.8~1.0 Z [A41k. #H
B MT-BiGRU #i%, MT-A-BIGRU B Pl L AT A2, FAR HiZ BN+ 0, TAR HiZkHE
T 1. XU EE R NS BRI A SO R IR 4 7 A AR R e B R RHIEGE R, fTZ2fE T
XE) GRU AL 21 7).

1.0
0.8
0.6
e =0 oA
= —o— R T E(FAR)
i —— B2 %(TAR)
0.4
0.2
0.0
5 10 15 20 25 30 35 40
MRS
(@
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1.0
0.8
0.6
= —o— i iRE L (FAR)
?{’E —— [EFiE: 52 % (TAR)
0.4 1
0.2 1
0.0 1
5 10 15 20 25 30 35 40
MRS
(b)

Figure 6. Comparison results of FAR-TAR diagrams of the two models: (a) is
MT-A-BiGRU model; (b) is MT-BiGRU model

6. FFIERIAY FAR-TAR EIXTEELZER : (a)J9 MT-A-BiGRU & ; (b) 5 MT-BiGRU
=R

A5t iE I —E R 8
N LR B 4 JR R AL (47 4y
rP B AN AR S P L AR R AL ) HEAT PR R T AL
MATT U B, N BT S B 4 R R AR AE ) 28
T N T HREUHRIE, MT-A-BiGRU 2 e 8 5 4 b [X 7y 25 44 IR 2%
SIATEEBS S . XA AL T MT-A-BIGRU #2484 i) USRI L Iov24 B A I R ALE

5(uniform manifold approximation and projection, UMAP).iZ: KXt
mu& MT-A-BiGRU 7 BT B WY 28 RRAE (32 HEFFAE, 145
B DYAN FH P RS ) UMAP TR T ] 7 B,
Al AN A, IF BRI SRR BN R . AHAL
BREAR, JHEAS RS 4 I RHIE

SR R 45

A 14 | St
s | T4 Al . —&— 154 . —a— A% %
—o—{fiak 4 71— B&A ) —o—B&E4 ~
A
1.0 Ma, ®% | | ®
A 10 4 ] ..
@
0.5+ N
9 1 10 A
0.0 A
054 ® 81 a 8
. .
1.0 A . s
ol L 714, &
61
.15 1 ° Ak, eﬂl
® 6 A »
T T T T T T T T T T T T T
50 25 0.0 2.5 5.0 5.0 7.5 10.0 12.5 5.0 0.0 5.0 10.0 15.0
@ (b) ©
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5.0
5] e H%L At o — H% Y 401 e HES
—o— (2% 4 —o— 54, —— (% 4
A 45 4.5 4 ® e
1.0 A%y < e ° 4514
a A& ] ®
P _50 o
0.5 4 ad, 4.0 ® o.
A A
0.0 4 ° A -5.5 1
3.5 o A
A
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Figure 7. The UMAP visualization of two models. (a)~(d): the dimensionality reduction and visualization of the features of
the first four users extracted by the MT-A-BiGRU model; (e)~(h): the dimensionality reduction and visualization of the fea-
tures of the first four users extracted manually
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Table 4. Comparison of the proposed method with previous methods
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