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Abstract

With the increasing scale of cloud computing service architecture, the operating personnel need to
detect a large amount of performance data to ensure the reliability and stability of cloud computing
systems and businesses. In order to improve the detection accuracy of the servers, this paper pro-
poses a cloud computing service anomaly detection algorithm based on GCN-LSTM. This algorithm
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first describes the spatial features and attribute of cloud computing server by constructing a graph
model, extracts its spatial information by GCN; then inputs the spatial information at different times
into LSTM to extract time information, and uses the trained GCN-LSTM model to reconstruct the time
series; the method based on Copula function is used to detect the anomaly of reconstruction error
finally. In this paper, MBD data from big data batch processing system is used for experiments. The
experimental results show that the model we proposed is effective.
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1. 51§

SRS, 48 1A T EIE I (AR DG AR 25 3 i PR RS BRSSOl ELE A SRR i T
JE USRI M R0 . AR R T H RSS2 BB K,  RGUEX R Rt in i th b2 3 2, #
SRR IS e N ok X RAIREIHEAT B YLD, Gonzalez 25 A\ [1]% 48 i — AN 1) 5 8 A RE & ok 8
R IED R

SR, e BT — AN —1E X, AR B 3 5 ek A2 1 e 2 A AR E Lo 35
24t 5K Hawkins 58 AT iE SCH) S B [2] 2 15 0w B9 B AR FEAR U EE, R AEPTA A i B R 2 480E
WAAE I . S KENRE, FERRIAAHIE TAE S B T ARIZEAL . ST R0 ) 55 A 77 v
LALFE Cohen %5 \[3]42 1) RIPPER 1 Quinlan [4]4 1) C4.5 HkAE SR B, 128 R w Al B E A
ROET R, HEFELRERMAN T4, Aae KRR E b5 ) 21U, - BRI 2k
FH R RBATTASAs FE T Gu vk B S E AN 5 ik B 2 B Barnett S5 N [S]142 H, B 0B SR IR T3
OIATCANIEZS 73 A . I A B 23 A SO AR AR A (A s A L (Rl B BT ), SR TTVER R
KU o3 AT R PR A RO A e B, RO RS A T R SR, O e A A, Rl
RORBUG, T S 4EEdE b F R A2 .

a5 SR I AW 5, 0 S50 SRR I R0RE P AR A, B T AN e v 1) S 6 A 7 VA TR
RN L OTVER R TR B, T EFEH s H, XEFERNINET LS AT
PU2&. 1) JETRRB SRR . HACR S Ramaswamy 25 A [6]4 H A 36 T 0 55 0 7 vE ke S i A0 1)
B, R H K-l A8 (K-nearest neighbor, KNN)E, XML TCI0 T i dudis oA, A PRIl 272,
BRI FRA G, (HRBTHIMRERE S, ®fE S8, ENHR W22 T — k. 2) T
L) SRRl . Breunig [7]55 A 42 H 2T R8BS #E K 1 (local outlier factor, LOF) /2 M i — AN ML J7
0, I B A A S R P A L R A S R AT, (LR N R BAS RN e B B AR RO 0, R
SR ERAM . 3) FET MRS RN, LiZ 55 A32H 1) COPOD Hk[8] & —Fik: T guil M2 i) 57
WRIMEE, RAIETIBITHE /N, EERIF EATERESH: Zheng Li % A [9)4H ¥ ECOD Hiki&
—PpR R EER, HOEH T e AR RN R 4) BT R R R R RO A B AR BB
T iForest BVE[10], X FhAE T IR SRV AR AR 2 itk (B[] 52 2% FE AR 75 O ERf 26 )iz 08 FAAE T 45
MEE T, (R e SRS IR RE AL BA WAL A, BT DAANIE & e 4R 50 10 7 sl
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AR, UREES: ST TR ReFINLES 5 ) o O B LR85 ol I 0 E00dis ()RR 2 7 AR B DL J
WE AR ) 570 o B, TR FE 22 2T I e WA I B2 AR 1 BRIt fg . 2018 4F B R %45 % Yoshua
Bengio #4% [ B\ H 135 T H g i 28 16 S5 5 R0 7 v [ 110 VF 2R 5 A RS 28 () % 0y, Wang 25 A\ i
H 1 DeepFD J7E[12118FH T E D88 BB NS RASRA I — 4 B (450 575 . Zhang 28 A H K13,
T A 23 S i AT 7 VR[] T B A R A o 20 PN 8 SRS B 2 08 1) 585 s Zheng 55 A 32 H ) OCAN
1412 T BB, LSTM DLR AR U Pt 2% (GAN, Generative Adversarial Networks)Z: 3 AR S2El 1
IS A] 27 S ARG . T LSTM A5 3 4630 75 Deeplog [15]411 LogAnomaly [16]H7F FH 25 5 46l o gk
P REETIRES SRR G E AL, F 2 ST AR 5 ) BAAE — @ B AL BRI SR 1)
TR 2, RS RO T B0 2 e X738, BIBME R R Sk R b R AE, RIS 7E I 2k
B PR I i R B B A o o PO 22 I o B B U

TEARSCH, AW T —FJET GCN-LSTM M= tHE RS i faill Bk,  BEA R = T RS 4 1
2 [ RFAE 5 B TR RFE SR AT MG . 8 Sl G AR WX 28k 22 2] i RSS2 < [ S iR B, AR5
AT IREAZ AP N 45 2 2] 2 v B IR S5 28 T B TH) 7 44 I8 o S FH V9 8 ()5 S m] B A i () )5 31 A S8
SRS RS EAE AL SAE M 22, [ COPOD [8RilZkiRrZ e SR AR, mAMBEDITEIRS 7
Rl B o R TE AR R, (RN TR EGMGES LA, R A]T DARI — 2 R .

2. ARF=E
2.1 ESHRREEIESR

N T RER RS e REAT AT ek, @B T W 2R AL RGNS YERESRbr . L fUdabr i
CPU ff &, HEAD 1/O WK%, MLt & AT, XEHEAR AT LION T = THE IR 55 o s AT IR Rl $2
ARINSHAE R RS a A REFE AR IO IR 88 K 22 B W Bl iy, I8 48N 1Ay A el oF
INHEATYEY, RPN L LTI TT RER BN = TH SR 55 25 (0 P 4 i s o B XU . DRI, ARSI S ¥ A
MAESSAE R Fe 7 FUFIAR AT 2, A It 25 T SRR 55 4 St 1) 0 S PR R, IF et — A S R A0k

AR ST B0 S R I i ¥ ST B S 3 PRI R O 2 v R 55 4 B 2 (RS AR AT s A, I GCN A
RGO A A5 S, SR JEREAN RIS 2 A6 2 18] 5 S A RS 8] Py B N 21 LSTM AR A R RS (RIS /2., A
FIUIZREF 5 GCN-LSTM AU i 8] 2 #2847 B o fi i i 26T~ Copula R T3 1200 AL IR Z20E4T e
S 3 )R A S 5 P ke I 3 [ S PN 4 2R o T HE R SRR 2R B N ) 1 s, GCN-LSTM
F 5 FEAG AR T s 4 2 R 55 A K BEOAm K B SEAR b X, SR DN X5 i X 5 X AR Rz

= [a] [ea] - ens [en | | Etrain | [ st |
I
R ‘ e =|X;i— X7 ‘ COPOD
GCN-LSTMRFBIEEHT | X Xy e X, x5 W
I I
EINFF X, A XA . Xn-1,4 X, A
EER LR

Figure 1. Algorithm framework
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TS e IR B IR ZRRAL I LB R 5008 By 1 By s TEH By, BEERIIZK COPOD J5ik, 3RAG 5%
ENRE D EUR, M o BOEERAT R HERNMES .
1 B BREUG AR T REAT 4R

2.2. EREIR

22.1. EERHEMLE

P i 22 % 2% (Graph Neural Network, GNIN) 2 iz 4 25 H BHL AR T [ B 25 R B0 iR FE 24 ST Bk o bl B b
L 2 MO B S R 2 B, FEARERARRR L AR R 45 M B A BRI 3s . fEx i, &2
f) e B AR A2 () 2% [17] [18] (Graph Convolutional Network, GCN).

GCN ¥ H f 3t 2 R SRR B RR 45 04 £5a 1 25 (5 B LA B S B, BRI IR N2 B i i
FRIERUAE, MR Kipf %5 A€ X[19], A — N EHEG=(V,EA) Y S4EE V AILES E ML A
NAREERE, Hod Ae RN, HINARR X M AR Y, EIASFIE ML IR b 7 in (1),
BRI R 2% (R LR AR (2), Hr A=A+, | AN NN FIEAAERE: D e B E
HifE, HO eRVC RS I B, WY RRE I BENSEE: o NIEERE.

f(X,A)=Y @)
1 1
HY = f(H('),A)=o-(|5_2AI5_2H(')\N(')J @
] 2 B, SRS B A TR LA A1 A HOREIE 5 30 AR 2 (O REE £ SR T

JEAERRRIT — R, JFBEE BN, A AT DUR S BT RS BT, TR A R 1
LERPRFALIF AT T — PR AR

Figure 2. Schematic diagram of GCN spatial feature extraction
2. GCN Z[E4HEREUR 2 E

2.2.2. KIFHAICIZHHE ML

e F K W02 40 2 R 2% (Long Short-Term Memory, LSTM) 2 1if ¥f ## 42 W 4% (Recurrent Neural
Network, RNN)®—Ff, T RNN 7EJIZRi # ok B G52 UG BAE SR~ — oo, Bk
FE BN B B AT 2 B BRI 2. LSTM (19 B M (R 3 A2 i e K 3 0 )1 0 3 R v s i 2
HUBG R BRE R 1), A LA H AL RNN, LSTM e85 75 B 7 51 FF A BB 4 A 80UR, LSTM Y it
NEEWE 3 R,

LSTM WHBRHA T 3 Fhl 1 # ML HBR A G It & o B B, e BT f, BNl i Al ]
0 (t #7/8i1% LSTM HIGTE t BF %)
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Figure 3. Schematic diagram of LSTM internal module
[ 3. LSTM B ER R 2 E

IS FH RAZ ) 4 i A 2 e 7 ZE A BRIR LA L, BT AR TSRS AR A K (3):

fo=o (W, [h.%]+by) ®
BN TIPSR 1) 24 1 R 4 T2 1A B 2 /W] DUOR B B4 0T I R oIRAS T, ST TIRPIRAS T
ERA NG AU Il
i =o(Wi[h.x]+b) €)
C, =tanh(W,[h_;,x ]+b,) ®)
C, = f, xC,, +i, xC, (6)
TR AT A TR 2 D E BB R — AN, F T IRES R R AR =
o = (W, [h1.x]+b,) Y
h, =0, xtanh(C,) 8)

R T, o AR IR ANE W 25 1R3505 B EL Sigmoid bR AL, S ARAE S K AR SRS [0, 112 [T ) 5
C, BRI R Z TR IE R W, W, W, W, EIRHZ LSTM #20 ToR A BB S s v A
by b, by, b XIRHE LSTM #H&EeIRAS v AR i &

LSTM A LAEFER EME B, St 2 AHEL @ n RNN, LSTM 7ETH Al &4 2 50K B () i) 1] 5 4 () 2% =)
TR HERHERFKICIZHEES . RIEA SRR LSTM 1E T,

2.3. GCN-LSTM FHIEHAE

B PRS5 A% Z NBAA B R RN G RZ EAE R, BAIRST A 5 ISP IRETE R fabr th 2 B
F 1] AR I A A . D, RS T B IR 55 2 ZRAA 1 B SRR, 35 1 IR S5 as i S
PR s 25 R 55 4 O B BRPIRAS T RE TR AR Bt S BON R T Rl A AR B, 20 IR G5 2 2 1] B3R R
MENERL . SUARR, BB AR R RIs TR R T A SRR LAANE 32 ST nURAES RIFE . %
PRI ST O IR 5 U SR 5% A B A (R AR AR A SR PR AR 1 T A T A

PERn g NI E R i e o (20 /TR =R U SN 1z SN £ VG U AN DA 1 o g =0 L P ]
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RESBER SOR B PIIASE . AU ARG . AR U A S T A B oK — 5 BRI A R S
PRI, I x i 2% (1 25 A 55 A 2 BE i D S e HEAT 0 A AT SRT DA ROK 25 R 55 4% (K1 AT RS AT PP
filie = IRSS AR IR AT I I P SR it 1 A Be S d .

BT LA Ay HT, ARATHR T —Fh A T A A R (] B R B E] 51 B AR . GCN-LSTM AL,
GCN-LSTM Y ey P 25 U 22 0 2 AR I AL b 22 X 2 T 30 70 2E A, H P B A RO 7 s IEI G 4] 4 o
e T, AR ARANZE N 2 AL (1 B RE AR R SR O RS R AT AR AN R, R BRI A A
R o5 — D51, 4 G AR A 22 X 28 36 AN (] ey 20 ) e S BB R AL A e 1) 270 40 3 A\ B R T 12
22 2 v g I [ 4L

Ci2 Ce1 S
LSTMCell LSTMCell
h, het by GCN h"4 h
— l ) —

X:. A

Figure 4. Schematic diagram of GCN-LSTM internal module connection
4. GCN-LSTM FIEMESRIER R EE

GCN-LSTM RS [H] [ 2 11 55 0 55 Hh IR PE RE FE PR 28008 )4 AR R0 P DA B4t Oy Jlid =< IR S5-48 1
SEFRAR AR Ky s B [ X, X | FIEIBER A AR R A, SRHED T — AT %0 t (PERETRHR, 1% X,
TRt % = RS 2 HE bR BdE . F o GCN-LSTM R EE 73k, B #53%(9):

X, =F([Xi o X ], A) 9)

A5 25 T 55 98 1 B S0 M R 9B 810 X =X, X, ] 0N 5] GON-LSTM Bi A e, 2 il o 44 41
XP=[Xf, X2 BEFIIE = (6, e,], Jirfre = X, — XP . KUt E HLIRI U5 B,y 90 By
BEAY, 4Nl COPOD Jk I 44E LLR MRAE

2.4. COPOD BE®KM 5%

S RINR) H R AN REE PURRT A EOR 2 BRI A I E B SO IIME . A
A Gy BRI B RO R R BUEEE B P E A 2, YA —dH— 4R s A, AR
BIME 2 AN 3 bRtz DAMOEUE #nT DL B AN R R . SRR Bt A, 12O RN
WA, IR 2B IEA R 4N, MREZ AR . [RIRX 2N B 18005 I =& AR BT
1, RGBS A RS Rr WME, TE R CVE W B A 3sigma #E I (CURR A HE ikik
HEMD R F e S8, B2 20E T 2 AL R 2 R BB, AL T 5 HAIBE

T RRPGZIAE, Li SR T 24T Copula 5% #aill 757%[8] (Copula-Based Outlier Detection,
COPOD) KAl & Hm 4 FE 2 [BC A 4 A (¥ o % . Horf Copula e 1 H1 Sklar [20]4E 1996 43 54
H, AT — AN eSO BN A S A UL S Copula BRE 1T 12 R E0nT LURR s A8 B[R] A G
BIE F oR—AN N 4EBR A Ak s, Hia% AN F,F,,-,F, , WAEE—A Copula e& ¥ 75 20(10) Ko7
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F(xl,xz,m,xn):Copula(Fl(xl),Fz(xz),---,Fn(xn)) (10)

E R (%) F (%), Ry (X, ) ESE, WIFATEME—TY Copula %, £ 24Kk, Copula TN T
i AR AL BEIDR S 2 0 A7 IR AU 2T BE T Copula 88T BUG B4 25 00 A7 BEAT — 2 T2 LY
HASRTER L4, COPOD T LAXY 57t 5 A& MR e 248 J5E 38 pl (Y i {3t — LB mT R 1k, i iz 4 N 53 7T DL B R 13
B R WUERE, EATIRA T -

COPOD 1T Copula I MM 7%, 47E d BEHREE = (e, 0,5, €y, ) » FH I AT
RO TRBRIE,  S95 > =BT R A

1) iR ANERE , IR (11) R R FHES BT it v e R AR LA A R B e 6 SR 15 73
i (left/right tail Empirical CDF).

E, (e) :%Z;(ei <e) (11)

ACESNEEL 2

n
URR, SE AR IE A B 3, AT R IRAE A A A . AFIEGLT, A F 519 /¥ ECDF
SEFIA—FERISE R, RIS T B 5w 2 50(Skewness coefficient). /5% REE G850 5 A w7
AR &, RS HEIR ATAER IR (A A — BO R R BT R . 249040 22 A FRIN, B R E N
0: MfWERECKT OB, ZAA AL, FHSEMN THEESMRAN: URERENT 0B, &5
AifiA, SE A A R YA AR A AR I A . A R BT 7 R (23).

1 < —\3
b — HZH( i i)

I 3

aZnla e

2) AR e 19 empirical copula MM, THEIS R A (1) FAAS) . TA&, w5
BB, = F, (e, ) ARV, = Fy (ey;)» BERHHRHE by (9552 i R ¥y empirical copula MM W, »
%bd >0, )”\UV\A/d,i =\7d,i &de,i :Ljd,i °

(13)

AR R CICHRACH LA CN) (19
AR (A CHACH A CN) (15)

3) i Fie 7M. 0N R REEN RIS, SR F R
P =-2,log(U;,) (16)
P =-2 1, log(V,, ) (7)
p, =2, log(W,, ) (18)

MM, ER AR, BT iR —N SRR N, SERSYINENTEE,

(K] 1% B (] R B R R o Bon = (19) :
O(e ) =max{p, p,. p,} (19)
BRI ] DA RN F U AN FAT I HAT W B, AR ORI R A 00 4s, a0V n, S I ER1E
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Orpershord (& ) VAR EAR R F o IIMERE, percentile BN THEL /T S IRITY 44 b R B/ INHE
Joi S U E A EEEUE e 2108 ) > Opersnora (&) B A BTBS TEIPRIE N R, [RZNIER, FHAG 85 R4 H .
Ornersnola (&) = percentile(O (e, ), 1-a) (20)

3. KWIFES 74
3.1 SEHIEE

ASERRH MBD #dE4E, AR Ak BT REAEHUG B R G, Hph— a8 1A FT A
A4 AT A W IS B B 3G 19 A1 26 M RR, B85 CPU 5K . CPUI/O %5:4% . CPU #4514
CPU #%4i. CPU &%, CPU /. SFEF. WAL 1/O BEFE . RERLER A /v th. WABLIRBGESE . Widt's
NI NAZH . ks, HEEE AL 5 iR . R740-3-1. R740-3-2. R740-3-3. R740-3-4 L\ J% R740-3-5
TR T AR R 2 RS 4%: RS5 28 2 I IE e R FLIRI I A8 EAB LIRSS 28 0RA7 G 1 B AT 1B 1l
AR TR, IR = s 2 v TR R (4T 05, DA, DASIEL RS R py 2 [RLRRAE (1 B X

=R 2R TR PR B SR T 3 K, BRI 8640 S (WIIE), Hd Wil it 1] M 2020.3.25
0:00:00 FF45%1 2020.3.27 23:59:30, LA 30 #9— MWLM FLIGIc Rk 1 4R Es . 2 s S AN AU Hh v A\ B
WS BRI R 7 s, FR2E(E label AR RFHFRIC, 1 RoRmHiEdE, 0 FRRIEw 8.

cpu_usage cpu_usage
disk_io disk_io
] R740-3-4 R740-3-2 —
mem_used mem_used
‘ R740-3-1 ’
cpu_usage cpu_usage
disk_io disk_io
: R740-3-5 R740-3-3 —
mem_used mem_used

Figure 5. Schematic diagram of MBD data set topology
[ 5. MBD ¥iE&EHINMERREE

3.2. SKERTTAE

ARSI FHZE T python3 PRI Pytorch YRR 5 2 A 22 S 30 1 36 A5 i 448 o 28 K 31012 9 245 3k
AT ¥, ARSCSE R A PC ML, Microsoft Windows 10 #:4F & %t, 16GB N 1+, AL ¥ 2%y AMD Ryzen 5 4600U
with Radeon Graphics 2.10 GHz. SO T R FIE R ME BB 1IN ZREE, 158 — R I BE A s 2 i il
.

TERTIN A, AL PP AS D7 v A VR VE HE B S AT AR 1) & T v Re s, Ak 1.

Table 1. Confusion matrix
=1 REEE

. FEAHL
TRIEHE
Positive Negative
) Positive TP FP
Ll E~
Negative FN TN
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AT KA FH HERF R (Accuracy) « F5 iR (Precision) « 4 [8] % (Recall)« AUC {EAF A5 & # PR Fa xR,

Hat B AR LT %K
Accuracy = TP+TN (21)
TP+ TN+ FP+FN
Precision = Lis (20)
TP+FP
Recall = — 1" (21)
TP +FN

ROC Hfi £k (Receiver operating characteristic curve), BI3Zik# TAFRFERIZE, B H RPN 702850
EIIROR,  DAR TR R I FR b I FHE 1S 4 B R i o 1%l 2kt ELBA ME %2 (TPR, True positive rate)
MiAshR, (BFHVEREZE(FPR, False positive rate) AZ\ARFRIL [F 2 hil T A, Hh 28R 2e b A )5 R T .

AUC fEi(Area Under ROC Cure)#i5E XA ROC £ 55 A4 b e iR i AR, BBUIELEE Bl — e fE 0.5 Al 1
Z ), XZRF K ROC MZk—MAEy =x EJ7, HiFrbsuEy: 2 AUC (HB$EIT 1.0, kil Jrik®
SR

3.3. LRSS

SEIG AR SR T 2 PR R RS I AT BT AR ) T VEAE ket B SRR, BLAEREE T EE BT KNN 5%, T
SR LOF [21]. COF [22]J)57%, FETH iForest ik, FETHERK ECOD J5ik L I3 TR 24 2T 1)
AutoEncoder J7i%. AR, FRATEX AR LSTM (977 15T T S0 X HR,  DAE T 05028 35 0 B8 47 Frg o
fiie DAF sk 7 21 A28

1) KNN (K-Nearest Neighbor): %185 B 11777%, SEEREN G bR LU ESR A R, K BUEH 5;

2) LOF (Local outlier factor): & T FEMI 75, 25 U8 FE I T Bl A 8 A 57 5 R

3) COF (Connectivity based Outlier Factor): & Rl % FE [ 7735, i f ol i 470 K H Jm 3 o 1

4) iForest (Isolation Forest): ¥ #4it 22 AN S 1) 77 sCEEAT S S Rsr il 3@ A 1) v FEE 0 o e 41

5) ECOD (Empirical-Cumulative-distribution-based Outlier Detection): i 522 56 B AR 73 i i iE V& AE
J I R A

6) AutoEncoder: FJ FH i fith &5 AL 25 1) 2 18] 00 1 B B AR 220 8 S 5, 0T VE R RUIRMAN IR 43
A, TGRS B A AR IR

AR 3.1 MEHREAT, ol SRR AT, P Ain@R.2) &, R 6.
K7, &8, #%2FR:

0.9

0.9
087 o087 08 08 44
0.8
038 0.78
0.7
071
0.
0.6
06

Figure 6. Experimental results of Accuracy
6. AEFAZFE(Accuracy)SEIE AR

Accuracy
m KNN

wv

W LOF
m COF

iForest

wv

mECOD

~N

m AutoEncoder

HLSTM

v

B GCN-LSTM
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09 Precision
0.89 0.8869
0.88 0.8791 0.88 = KNN
0'87 0.8707 0.8717 5 LOF
' 0.86260.8618 0.8611 = COF
0.86
iForest
0.85
EECOD
0.84
B AutoEncoder
0.83
ELSTM
0.82
B GCN-LSTM
0.81
0.8
Figure 7. Experimental results of Precision
7. & (Precision) SRR 4ER
0.9 0.878g 0.8833 08941 Recall
0.8691 (866 w 0.8708
0.85 mKNN
uLOF
u COF
08 0.7833 )
iForest
mECOD
0.75
M AutoEncoder
0.7159
W LSTM
0.7 I B GCN-LSTM
0.65
Figure 8. Experimental results of Recall
8. BE & (Recall)SEIELER
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