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Abstract

To solve the problem of automatic anomaly detection in web applications and services, a time se-
ries anomaly detection model based on deep mining of spatio-temporal features is proposed for
the anomaly detection of commonly used monitoring indicators in Internet operation and main-
tenance. Taking into account the timeliness requirements of abnormal discovery in web service
scenarios, the model strengthens the encoder’s ability to model spatial information. The model
uses an encoder based on VGG+Bi-LSTM to mine spatio-temporal features in time series data, and
uses a decoder composed of a fully connected neural network and Bi-LSTM to reconstruct the in-
put data. The abnormality determination module calculates the abnormality score and finds the
abnormality based on the degree of deviation between the reconstruction result and the original
input. This is an unsupervised method that makes no distribution assumption on the abnormal
data, and is a purely data-driven method. Based on the way of reconstructing the input data, it has
the ability to find unforeseen errors. Fully excavate spatio-temporal features so that the model can
find anomalies in a timely and accurate manner. The experimental results show that the model in
this paper has higher recognition accuracy than the current time series anomaly detection models.
The experimental results on the public data set show that the model recall is increased by 6%, and
the F1-score is increased by 0.04.
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1. 51§

HEEM A TN ARSI IR S faoe i AT, RS YIIREE web N FFE T 15 F KPI[1], AT B b & H0
MRS RH, AN RRIES (5 R . B ALIZ4E(AIOps, artificial intelligence for IT operations)$i A & £
I N TR RE RIS 27 ST HOR A web IR 5% AL b A K UARIE AT . AlOps R LA 5 Bl S BB s 1) R
S SRR AR PR e LRRA = SRS SAR [2] o B 8] 210 5 A vk 4 FH SR AT 4R b 17 51 1)
SHEBINRIN, =& AlOps B —FEZME . B WO SR E R my R, P
S5y B[R] U FH BT F A S LA R AR(CPU M . NARIRERE 5 22 55) . X 4L KPI [ EFFIER A £
FEVE. KPI A RICH B, ARICHRERD, WERINATREN, RrEkshiln.

B8 & IR 55 BER I R R AT 2 LA, web RS5OSR BE K, 45 R E 2R M okl s . iX
i EftrmEE R, BHAUE. FEMEZR. DRSO F BRI 45 T 1 KPR A
FOESRW TN BRI SN R R AN R UL R AR ) REA TR B AL, BuEEE
RATAFARVE A G P, B ARFAE A AR A AR AN AR X T 3 R B A I 28k LA s K
FLAE SRS FURAN BRI, AR I R 28 3

b/ e Y [ NS X B e L i F A = PRI H R S AL N €] R 1 I B R (5 K = R I T RS
Xof T N PRI (8] PP S0 A 24T AL, o B AR 22 T B R 0 o IR RN 7 VA AR e U] 41
SRASAY, 55RO R A A R AR T R AR A b B S R A (AN T UL AR . X AR A1 T VA
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B RIAS T TRNAE R RE T o ASERUASE FH M 30 T 11 19 77 XM 5080 v S B s K B RSN 3 o SR 2
i/ VGG (Visual Geometry Group)tE K42 B[] /7 41 £ 4% o R &6 (1) 25 (A REAIE . Bi-LSTM (Bi-directional
Long Short-Term Memory) & HUCE 3 H (R I IR 0C R o AR A N 45 5 Bi-LSTM H4 B il i 45 B 44
i N (RIS 8] 90 Bd o 1o B R 1) KPL 5 T 4G KPRk 22 T A 5 4

X TS R DL R, AN SCHESRIGZ5 A M P I 7 4 vk 6T AR A R SRR X R,
SRS ARSI SEVEE e DX IRI R A6 S5 0 T /BT T s ARG I 1)1 927 S 5 DX, DDA Sy A DX T 8 A 00 S 2
703 T R Ay A IX ) 538 A6 Ao e 2 o

AR TAE B = 5Tk

1) I M O S AL DN g i A T T LI d AU P S AN (L s

2) PR T PR TR B R I R P S A A AR AR TR e % S I b R I T ) S AR
BRSPS AT TR B R

3) 5 HHTH R HAL T IEX AR SCHE H M VAR RN MER R A BRI T 7R A FFEEAE sk
Wras RERW], MR [R5 6%, Fl-score #f 0.04.

2. XTE

HIME4Efeir iz, KP1 LB R 1 UL & St s Rl R4t . 7E[3] [4]4, Sadik 4
BT RIS R R DL X RIS 0 T e (A I R M . R BRI R Al A RER R R, Bk
(BT TR) B2 2% B AN AR I o T4 — S FH A S A 7 VA R . FH PE B8 B B R B it b ke T
PREG . BT R AR B T IR T

EGADS [5]F1 Op-prentice [6]1F A4 B R R 7%, A8 P SRS A bs 2 A5 F A% Gkl 24
(S H VA B N AE RN 5 578 70 8% o ALSR [71/5 FH AR 25 0 148 4 780 S B AL 2 3t o0 A FDLR Y KPL f3%E
S E X E],  FREE T BEALARMR 1) 25 SRR AY XA I 1 1) S8 S5 P 1) LM B M AT EEB 0 2%, A 2
WP S %0 . EGADS. Opprentice £ ALSR %15 7x 4 NSRRI 48 B, (HEAT™ BRI T B 47
MIFRZE, IXAE K FUBLS s 5 A v 4T . Agarwal [8]45 F v iR AL A Sy S SR 8 SRl 22 24 45 40 Hh 1 S
W o Eskin [9F2 T —FP S A 1R G U7k, BRI T 2 B A AR AT . SRR S T G (1) A
5 FAFAE— N4 ), BIRH T Chandola Z57E [10]H 45 H OB . I 50808 S % A= 7 BE LS Y 1)
R X 3, T S R AR AR X 3

Hawkins [11]5 55 T B 3h4mts 28 1 84, (i BA =R RRE 1 2 2 BN M %, KA
AR ARG IR, DL AR 22 9 FE S AT S A A I . Sakurada [12]32 H T H shémid#% & T i
) B B 45 A o UERH T St g nT LA IE AR 2% ST () 7 5500 10 IE RS, 4 50 Sl s
A LAAS [ 258 (1 0375 - Chauhan [13]48 F B LSTM HL a4l TR BEIE A & M g kg 17— AN O B E 5 1)
TSR, ) FH SR N AN T 45 0 22 S AR BE K e . Malhotra [14]45EH T —F2E T LSTM (14fi
R SRR T MR 45 AR RS AR A AR R MU T AR A5 5 1 e ) e 20 B ok R B LI 8 4% (118 AT 5+
W o VFUE A1) T R T AR B 3ham i 2% VAE (Variational Auto-Encoder) f 77 v 5% & 1 AR 4k )
KPI #4755 A0 . TAnoGan [16]5& — Rl Az sxt i WA 2% (1 S A I 05 3k, %0792 m] FH 16 /> B 08
AT FH S ARG WU B 1] P2 2710 ) 538 . Hundman [17]55 (8 F LSTM M 48X 2 76 KPIAEREAT T, 4 FH R B
RUR A HIBAT S o WIRAE (1813 H 1 2 Juh A1 7 51 3 i A A BE AL Ok I e e %, FH TR 28, 512
ST B o MR 28 P S A SV ) SIAAR A P S i R, — AN SR (2R ) — AN A R 2
A KPI WS FEIIEAT, SRTTHE OGN SRR Gy R A B &% R AE T Wl T AN & WA Fa b . JET S5 [19]3@ ik
Gat-ed-CNN A2 GCN ZH . (1) 2 i) 28 e LB 28 30 4 KPR HERRAE , B A FH 366 1 35 AR IR0 4% (1) fif A 2 =
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VIBIE KPL. fELE: DL E v o % SN 1] B 1 Jo5 30 2 R IE, 3575k 740 75 Bt A\
() 1) S5 KB A R o BLKCHR T SR S . 40 A KR P 91K S S BN, TR0 T v L K f
Bad, IR T R B AE . 4 R L R B R e, R TN REIEAT
3. ARFA*
3.1. #EELgH

BARME 1 PR, SASAEE: BT, i - DS S BRI . TR e
TG TR, B RN T BT U — (L AL EE , Sf - R SR b S I 23 15 B AR
A 0015 L HRE o S A RS SRR R KOH 5 SR B B N B () i B B SR 4

TRAbIEtEIR
SIRTAMIE | BeRERN [ A

|

TR R IPS

SEELR

RETHE »| GITEHH HERESS

Figure 1. Model design
B 1 RENgT
Bl g 4% FE I 34 45 0 4t 0D 2 AR DD 2 O 28 2L R K AR AL) 8 1) A U B D 55 T 2 R 4 N

Gias s SN B R AE RN, RVEHR R IR B AL A o MR &8 MRAE Ja MR Th B F bR EAIR 2 RE
SRR H N A A Bl 2 R 22 . AEVNZRINIIAL, B Bhgmhd e s /MU ERIR Z 1R H AR 8. 4
[11] [A2]HE B § I A5 VA AL 7 A ATk (8 R o S 25 5 R B2 2 > F EE A g A it (R0 7 AR L T
H B A TV [5] [6] [7] [8] [Q1HIMLHA R R—FIcliB ik, AFEGHENESE: AFELR
AR AR AT R LA AN AT UL B R R

3.2. BEEEZHR

AL BRAS AT I 30 T 111 0% 77 2 DI 7 25080 mh 4 ] K B2 (0 I ) P S R B S ON . BB TE S
w5 DX T AT T AN 8] P R ARSI HE S, i) 8l e 4240 2 (B AR AAE 11 77 = s A 6 4 7 4 b S
(IHER e F7 0 I B) PP BB 2 — Fh 35 & BR LB A3 28 B 1) — e 2R M 4, T LA CNIN (Convolutional
Neural Network, #5FH 20 X 4% ) B B2 [ HRRAIE

T R X 2841 Y E A AR 2 R AR S ) PG R AE Jeh B 28 SR HEAT I SRR SR, 5 LI R A — 4
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HIERUZRAC R K E . CNN A B R i Bt A — M= S 4L g 28 (kernel), JHIL HH 5 AL
5 LA B AR ATE R A NI BRIORAL BRAFAE I, SRS TR AR B, i ol A2 26 B OB R 4L
UGS 4B AR AR UM RF AR, ] — 4G AR 1 CNN AT LA SR L KPI it i) J # 2
[AVRFAE, U] 2 A 2D HE Rl A 7R 20
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Figure 2. Local spatial features in KPI
2. KPI Hh 89 SRR == [E)4HE

SR LT B P B0 v S 2 B SREAE , AL VGG 48 T B S [ RRAE R ) B 44820 VGG W
2SI 3 MHFIMIHIE N 1, & RO 3* L BRI L— 1 PiE N 2. GO 2* 11
ANHMALE . BRZ IR ZIRR AL, Tt A 2 I I . VGG M 287 fRAE B A AH [ J& 52 B
AT T ST R LTS 70 32 T KPP B R B IRRFAE, IR AL T REOVRIAFFIKE 1/8 HIi
UERAL, BRAR 1IN ()45 2 A2 400 = (0 g A\ AR o

3.3. REE 22

RNN (Recurrent Neural Network, E3A#£8 X £%) 5 5B 2% SRR FE s &2 I 28 AH B, e FF AR NI i
1A T KR H, & 8 B ECRAS SR Al BT (2R (S 2, BRI T W48 o S 808 = 1 [ I
AR T B ot TS LA B RE /7. LSTM (Long Short-Term Memory, K45 #1ic42) 7€ RNN
Bfib EXG TN TSI T ML E NSO RAEINAL B ERS, LSTM EAGE A] DA & R RF K
BRI AZ B8 T o AR A BT v 52 A% 14 BF IR B 40040 1 e 1 AR T e AN AE AR TE S AL FE(NLP).
SCAR Y28 B TR R [A) 7 4 T S5 AU T2 A o [13] [14] [17]J8 R T LSTM TERT 8] 7 1 57 o A6
DA ) R

78S BEEU B0 A AR AR, B S T Bi-LSTM BT REAR, 76 MR 2% vh 48 el 2 ot
(37 R A NEE . LSTM 4afith 35 22 SJ 5 B 8] 5 41 0 ] e K [ & R0R, LSTM ffid 235 i b 2%
I PR 24 7 e 2 DR A R i — o T 5 TN f (i = ) ) 7 4o 45 s BN 41

X ={X, %, X} 1)

it F ng FoRgmiDARTE ¢ B ZIRIRERUIRAS, Hbie (1,2, L) o Jufd SRS SR04 I 2R DAY 3 2
A PP o fith 25 1) B ZORAS nE FERRRL S8 IWIARIRAS o LSTM FRfD 28 2 2 ERIZRYEE T 84 B b
TEINGRSFE T, RS2 x AE ARSI RS, REEM B bR x SR X, o PR SRS,
FAYE X BB AAD S LLIRAE hS R X, o AR ISR DL MER(2). o Sy &2 IEH 1
ZNs IR

szsN ZiL:1"Xi - Xi’"2 2
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Figure 3. Time information mining module

E 3. BfEfE Bz iRk

K 3 iR T LSTM Jmtd 2 - fErd s B L = 5 AR IR .t I 20 1) i 25 BEe 2 IR
A hy SRUE Tt I Z0 A5 NAEL x; A0t B 220 0 G A 2 s 2R AS T o S 38 1 S ZOIRES he AR A RS 48 1]
BIRA RS, BIhS =hd o ARAGES A TIEAE AR/ o*1 AL HIRE w Flfm E M &8 b (b e R, )HIZ =K
T X o @) FiR:
X, =w' *h +b )
Hor ¢ LSTM gt 25 Hh Bl 2 B 70 I B0 o AR 254 nl SR EEAL) x! FRMELRIR R — /N R sUZ R4S hh 1
=

34. REFS5EFIE

S4B L HIRI A U A e YIZAE S, » WIFAEV. . V., IR T, , SR 2R
WFAEY, , SRREET, . M S, WIZEHIE, loss 5 T AL MBI 5V, | BTk, loss, 923k
FHIRRI 5V, T8k, loss, b BHI 15 236 M UM 7 2% o 470K B8 8L loss H1k (4) s

loss = loss, +loss, + loss, 4

SRJE M BB AR BAE RV, +V, B SR SR H A . T HEA (-1 2] KPR |
i 2] KPI LA TR 5 2 A 6)

= ‘Xi = Xi(i-)

®)
o x 9 KPUF B | IR SRREL x|, ) RALRL x, A x; [ EAE. {5 prediction_window_size

MEDY w, X TRIAE X BB R ZE [ & error, 52— MK w A & :

ST

error, = {ei(i-w)""'ei(i-z)'ei(i-l)} (6)
BT ERMIRVPAE N (g2, 2) WA 2] KPIE R IES 04, 138A 210 575 1550 4
score a(i) = (error, — u)" =7 (error, - x) )

GEBME ¢, R x SR FE AR score a(i) > ¢ WHIE x N5 AL BNHEGE x NIEH S fERIIE
£V, +V, FiEd KA Fl-score SRAf & 3@ =5 RME « « BaEMRRE T, +T, LA BB F N
A FERf 2 P, [a])93% R Fl F1-score.
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4. SCE
4.1 SERBREESHIETAE

SLE B AE WA R AR 4 BRI AT I0AE . b BE e 1 ORI N B SR A R A RS, JF
gitrHoerror HE, REEBELE, #RFMCFEHRIEERT R HIRE. SRE 2 NATFEURE, 2
2018 4 Aiops Bkl FE R I HI K KPI Bdlide, HhEE T 29 4 KPI #ds, 51K EAE 8000~150,000
N,

HolE A3 3 B RO RIS, BIBRTER. BRI, P R O SO A AN R S
F AR E R . B MR — AR R, K K 2 R s LU A T 4, o B e R s ) 4 T L
R A (BT PR, AT AN R BT B R R AR RE S AT LU BRI INAL . TEERAE 1 BATRMIA— 1y
A &R BUH — 1k (Min-Max scaling). 0 Y18 b4k (Z-score standardization). Y348 455 w2 bRl X}
AT, sigmoid BRI

4.2. SEWERRESH

KA E =AM 1) BRI RAEBAA . 2) XTESE: 5 AT RS S R A I
AT b, IO AOR KA . 3) ZHUE M. RAANFSEH TR AR Z 5 .
4.2.1. BIESKH

BERAERR AR 2 B SR a R ink 1.

Table 1. Experimental results of the model on data set 2

F 1 ERERIESE 2 EHSKIER

i ES () HHER(R) F1-score
0.74 0.91 0.82

X B S T R R e Eh 1 KPR RE NS 78 o PRI H N 2 A5 B S A R A . 2 R i
NI, B A R AR AR, B RASRE SR H 5 R, AT RERS A R A LA A KPIL AR i) S
Bl i 4 B 5 R, XTSI R E Y, B RS LR R R X IR T 46 #0620 N 4 e (0 7

WA

— Value
1.0 { mm Abnormal area

0.5 1

0.01

-0.5 4

1.0

-1.5 1

0 200 400 600 800 1000
Figure 4. Periodic KPI sequence
B 4. EHAR KPI 55
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Figure 5. Periodic KPI abnormal score
[E 5. FHIR KPI REB S

X EE R KPL K, BMERIEHE SR, o —NEE R AT, HAER A AR,
oA 5 IR B Z2 R AN K BT DA 3 W Ba A, B SR A5 RS AR N Z2 0 AN K, O
X L SEHE ) 7 B R RE I . A 6. T TR

—— Value
5 = Abnormal area

0 250 500 750 1000 1250 1500 1750 2000

Figure 6. Volatility KPI sequence 1
[ 6. KA KPI F71 1

—— Abnormal score
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Figure 7. Volatility KPI abnormal score 1
B 7. shB KPI RESS 1

R 6 ERTAE RN, 58 =5 X R ER RAETT M A RN AR RIEOLAL, DX TR A R R b sh
DUEM ERFE S IEH X AL, AR T1257 8 X R A A5 0 i AR B T IX— A8k, BERLAE R
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Figure 8. Volatility KPI sequence 2
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4000+
3500+
3000+
2500
2000

1500
1000
500
0.

— Abnormal score
--- Threshold
== Abnormal area

0 250 500 750 1000 1250 1500 1750 2000

Figure 9. Volatility KPI abnormal score 2
B 9. B KPI REHBH 2

8 MHLLESR], KBTI = XA, 88— A8 =N X ) B3 _E ] DU AR R bR 3)
TSR . X TR =A% XA, BERAAESE A3 H X L4l TR E R E S X T
— AKX, BIRAEISIESR BRI FL A0 I 2R 57 8 4570 K BAELSE 1) LU B AT Bl A 2% X 1]
H BRI RCRK U, BIRAERE X AT, HRAREEMNERS N SERRERD. BRI JER
WA, IRAER KRR ER2mT TR ARS B R

gL, BRDG T AL KPS R A RO, X T 57 Sl FO N RS 48 Hh BRI H) A5- 0 A
T HERf SIS 1 23 e bn i i) S W B . X T ah L KPL s kil B A R PR, M S R Re ) 5 &
I Bt Z2 BN, S 7 B BE T8 o

4.2.2. MELELE

MRS 1. 2 BsRiess e 2. % 3 .

Xof bl A SRS 55 3 Ahy R R B AR RS B AT S W R 00 73, ARSURE RS BE 4. AutoEncoder £
7 TP IR B0 ) e 2 ot B (045 R PR A, I {4 6 B2 PR 7R IR B30 P I R IR % . VAE BERL 22 ) 24
MIREZR A T AR IS HUE, M KL BUEESRETE A 0 22 57 IXFOAN e YA VAE BEBY0 T-RF
SRR ENAI KPI A E B IRR: EncDec-AD 5 LSTM-NDT 784w 8% 38708 F 7 IEAeh 2 4%, X
fEAFEATTRERS 78 70 P2 IR BT 5 2040 Hh R B AU AREAE ,  SEI6 4 AR SR T e IR IR AR B B3, (Hix LTy
PRI T KPL FA 2 A 4EFERAE . A SCBAUE R VGG M2t 2% (M5 BV A%, [ dmiL 2 AE g2
PHECHE 1 R0 2 (ARRAE 390 T SRR R P A B SR R ST XA A SO B REIETE T H BN IR $F
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A EIE, R R CRUERE FE R R, AR SCHBERY B A% B8 ST R I o SEIR g S rp ] LUK
W, ARSCREBRL S R PR B T AL AT A i, BREHREAME. DEEHERMRES A RERL
Fl-score fE R ARG, ASCHBURE T HAWVB R AR 47, TEATFEHELE I Fl-score #25 0.04,
1F 2555 - Fl-score $2/ 0.06,

Table 2. Comparison of the results of various algorithms on data set 1

F2 BIEE 1 LRMEIRNEERIEE

et Yt 2 (P) HE#%(R) Fl-score
AR SCH 0.81 0.96 0.88
Autoencoder [11] 0.68 0.71 0.69
EncDec-AD [13] 0.97 0.69 0.81
VAE [15] 0.75 0.90 0.82
TAnoGan [16] 0.73 0.71 0.72
LSTM-NDT [17] 0.92 0.73 0.81

Table 3. Comparison of the results of various algorithms on data set 2

3. BIRE 2 L RMEIASERIEE

it Kt (P) HIEIFE(R) Fl-score
AT 0.74 0.91 0.82
Autoencoder [11] 0.63 0.71 0.67
EncDec-AD [13] 0.80 0.71 0.75
VAE [15] 0.72 0.85 0.78
TAnoGan [16] 0.73 0.64 0.68
LSTM-NDT [17] 0.81 0.69 0.74

42.3. ¥

T ARG E SRR A R, T MRG58 (1 R IR I . 35 4 NRERIEN 1
SEOEERAEARR T H FISEie g F . Wk 4 P, 24 TN 5K, BRENESREL, XA F
B HB4r S, AR ANRELE TLA B PRI R . 24 TS B 10 B, R BURA B B E R
AR 073 T EN T 0.96. XKW Y [HHTE— L2 J5, JEAAGE LI 57 5 B B R R
KT o BB T AES) 20 i, BHER ISR EAERT, SRAF] 7 0.84 5 0.98, M AREA
HOR IR, S R CE 2 2%, 25 b, FRIATEE 4Bk P9 S IR B4 K 2 307

Table 4. Experimental results under different T
F 4. FEIT THEREER

T FERIZR(P) B EE(R) Fl-score
5 0.79 0.73 0.76
10 0.81 0.96 0.88
15 0.81 0.97 0.88
20 0.84 0.98 0.90
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5. &hig

ASCPRIT T A48 00 S WA 7 2 AR R Alops &30 HH T IR IR 18]/ 91 e Ar 45002, IR sr 7 —A
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