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Abstract

With the rapid development and wide application of web service and SOA model in software sys-
tem, it is necessary to integrate the structure of web service so as to achieve the purpose of more
effective governance, but there are some problems in the current service governance scheme, such
as trust, service information sharing and service governance structure integration. Based on the
decentralization of Blockchain and the characteristics of distributed ledger technology, this paper
combines the relevant theories of Blockchain with web services and SOA, and proposes a non-trust
web service governance structure model B-WSM based on Blockchain theory. This model is the
combination of Blockchain technology and web services to form a new structural model with the
characteristics of no trust, good service data sharing and good service governance integration,
which provides a new idea for the research of the combination of Blockchain and web services.
Finally, a prototype system is developed according to the model as an open source project to verify
the feasibility of the model.
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Figure 1. The model forms the schematic diagram of the structure
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Table 1. Node information table (Nodelnfo)
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nodename R
flag TELR/ B2
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ip TR ip Mk

Table 2. Service provider account information table (ServiceUserInfos)
< 2. BRSBHEHEE MK E 23R (ServiceUserInfos)

FE Eipa
account IR A A ) i
password MRS TR K 2SR SHA256 %)

Table 3. Web service information table (WebServiceSInfo)
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Figure 2. The process of User A applies to join the B-WSM model
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Figure 3. The process of B-node quit from the B-WSM model
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Figure 4. The process of publish a web service
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Figure 5. The process of service provider deletes a web service
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Figure 6. The process of service requester calls a service
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Nodelnfos AllServicelnfos MyServicelnfosForNode
NodeList |dentity:node
Ip Port Nodename NodeFunction Create time
192.168.1.3 7001 node1 2022-07-08 11:39:29

192.168.112.128 7001 node2 P s ’ 2022-07-08 16:21:26

192.168.112.129 7001 node3 2022-07-08 17:25:58

Figure 7. Computer D applies to join the model
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Nodelnfos AllServicelnfos MyServicelnfosForService
NodelList Identity:service Account:sunny
Ip Port Nodename PublishService
192.168.1.3 7001 node1
192.168.112.128 7001 node2
192.168.112.129 7001 node3

Figure 8. The interface of a service provider can apply to publish a service
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A web service governance model
based on blockchain

Tencent QQ online status Web Service

Communications
http://ws.webxml.com.cn/webservices/qqOnlineWebSen
gqCheckOnline

Get Tencent QQ online status

Enter the following parameters: QQ number String
default QQ number 8698053. String, Y = online; N =
offline; E = QQ number error;

Y

Figure 9. The interface of publish a web service
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NodelnfosForServiceRequester AllServicelnfosForServiceRequester

AllServiceList

ServiceName: ServiceName Search
ServiceName BelongToNode BelongToAccount ServiceType Servicelnfo
Urban weather Forecast Web Service 192.168.112.128 sunny public utility ServiceDetail
Tencent QQ online status Web Service 192.168.112.129 sunny Communications ServiceDetail
IP address source search Web Service 192.168.112.129 sunny P ServiceDetail
Web Service for querying the home of domestic mobile phone numbers 192.168.112.128 sunny Communications SevicePetail

Figure 10. The interface of a service requestor searches a web service
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