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Abstract

Although distributed computing can compensate for the shortcomings of traditional centralized
computing network congestion and low computing power, it has shortcomings in privacy security
and trustworthiness perception of edge devices. With the rapid development of new digital tech-
nologies, the demand for edge cloud data collaboration in edge cloud on-site environments is in-
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creasingly increasing through the use of next-generation information technology. This paper first
identifies the key technologies of edge cloud collaboration by studying the development trend of
edge computing and cloud computing, then analyzes the data transmission security, data commu-
nication security, data storage security and other issues faced by edge cloud data collaboration, and
obtains the risk methods and measures of edge cloud data collaboration security. Finally, combined
with the data collaboration security requirements of industrial information physics systems under
the edge cloud on-site environment, a dynamic data security storage strategy based on edge cloud
collaboration is proposed. The strategy takes “preparation in advance-defense in the event-response
after the event” as the guiding ideology, which can not only make full use of the technical advan-
tages of cloud computing and edge computing, but also meet the security and real-time require-
ments of data collaboration.
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Figure 1. Route and model principles of edge cloud collaboration technology
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Figure 2. Principles of risk assessment for industrial information physics systems
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Figure 3. Security policy decision framework for edge cloud data collaboration
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Figure 4. The connotation and process of edge cloud data collaboration
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Figure 5. Implementation principle of dynamic data security storage strategy based on edge cloud
collaboration
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