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Abstract

It is an effective method to use the inherent randomness and reciprocity of the channel to gener-
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ate the shared key needed to realize the secure communication of the vehicle. However, due to
some factors, there are some discrepancies between the channel measurement sequences ob-
tained after the two communication parties complete the mutual detection of channels. In addition,
when these measured values are directly used to generate the key sequence, it will lead to a high
bit mismatch rate and add a certain load to the information reconciliation stage. In this article, we
use Empirical Mode Decomposition (EMD) to preprocess these measurements, and the resulting
sequence undergoes quantification and coding, information reconciliation and privacy amplifica-
tion steps to generate the final shared key. Moreover, we have done some experiments to evaluate
the scheme. The results demonstrate that after the preprocessing of the EMD scheme, the differ-
ence between the channel detection sequences of the communicating parties is significantly re-
duced, and the generated shared key has passed the randomness test.
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Figure 1. BMR comparison of different methods under different data sets.
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Table 1. Randomness test of key sequence obtained by applying our scheme
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FFT 0.621622 id
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