Journal of Image and Signal Processing &8 515 5 4:#, 2016, 5(3), 88-94 Hans )i
Published Online July 2016 in Hans. http://www.hanspub.org/journal/jisp
http://dx.doi.org/10.12677/jisp.2016.53012

Research on Bit-Level Digital Image
Encryption Algorithm Based on Logistic
Chaotic System

Jingjing Huang, Qinghua Wang, Zhenhua Li

Nanjing University of Science and Technology, Nanjing Jiangsu

Email: 823223165@qqg.com

Received: Jun. 25", 2016; accepted: Jul. 10", 2016; published: Jul. 13", 2016

Copyright © 2016 by authors and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY).
http://creativecommons.org/licenses/by/4.0/

Abstract

A bit-level digital image encryption method based on Logistic chaotic system is proposed. Each
pixel value of a grayscale image uses eight-bit binary numbers, and the two-dimensional gray im-
age is converted to a one-dimensional string containing 0 and 1. We generate the Logistic chaotic
sequence with the given initial value, and then sort the chaotic sequence to obtain a location index.
According to the location index, the original image is scrambled in bit-level. The pixels fusion and
pixel scrambling encryption of an image are realized simultaneously. Experiments show that the
algorithm is simple, safe and efficient.
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Figure 1. The bifurcation diagram of Logistic mapping
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Figure 2. Encrypted image obtained with a different key to decrypt
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Figure 5. The gray value histogram of the images encrypted before
and after
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Figure 6. The correlation analysis between adjacent pixels of plaintext and
ciphertext
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Table 1. The correlation coefficient between adjacent pixels of plaintext and ciphertext

7 1. AN EGMEXESBENMGREREXER

I wi 0.9215 0.9293 0.9225 0.9176 0.9305 0.9235 0.9274
ke 0.0359 0.0366 0.0035 0.0156 0.0479 0.0308 0.0359

0.9365
0.0183

PRI A RN, AR R B B A N R ZE AR . SR A BRI DL gt vh B g
TR R A%

SE#k (References)

WAL A

[11 EWE, SEE BETREE RS W E T EGINE J2]. WEHLLRR SR, 2007, 43(13): 55-57.

[21 MR, sh A RGRMAIM]. i R A0E K R AL, 2006.

[B] #kKZr, skid. T Logistic V% Gif UGN SR 5E[0]. THEEHLL IR 5T, 2015, 32(6): 1770-1773.

[4] FRAL, N, B4, 55 —4E Logistic BUFHRIMEMRENLT ZIGE tHRAERT ST, THEENLRIHIAT 7T, 2014, 31(5):
1403-1406.

[5] Chen, J.X., Zhu, Z.L., Fu, C., et al. (2013) An Improved Permutation-Diffusion Type Image Cipher with a Chaotic Or-
bit Perturbing Mechanism. Optics Express, 21, 27873-27890. http://dx.doi.org/10.1364/0OE.21.027873

[6] FeiEA. VR &AM B3 BB AL, 2000.

[7] Fu, C., Chen, JJ., Zou, H., et al. (2012) A Chaos-Based Digital Image Encryption Scheme with an Improved Diffusion
Strategy. Optics Express, 20, 2363-2378. http://dx.doi.org/10.1364/OE.20.002363

[8] Wong, KW., Kwok, S.H. and Law, W.S. (2006) A Fast Image Encryption Scheme Based on Chaotic Standard Map.

Physics Letters A, 372, 2645-2652. http://dx.doi.org/10.1016/j.physleta.2007.12.026



http://dx.doi.org/10.1364/OE.21.027873
http://dx.doi.org/10.1364/OE.20.002363
http://dx.doi.org/10.1016/j.physleta.2007.12.026

Hans Xh
BIREREEEZ LTRSS

BRATE MRS (QQ. TS HEAE )
1 DT e 5% 438 PO 300 1)
24 /NI PAN RS S B BT A 8 il
AT HIAE 2 AR i
L [FAT VR
IR
A2 7 o I I T AL

Pehaid Adi: http://www.hanspub.org/Submission.aspx

N A LD



http://www.hanspub.org/Submission.aspx�

	Research on Bit-Level Digital Image Encryption Algorithm Based on Logistic Chaotic System
	Abstract
	Keywords
	基于Logistic混沌映射的比特级数字图像加密算法研究
	摘  要
	关键词
	1. 引言
	2. Logistic映射
	3. 加密解密算法
	4. 加密解密数值实验
	5. 实验结果及安全性分析
	5.1. 密钥空间和雪崩效应分析
	5.1.1. 密钥空间分析
	5.1.2. 密钥雪崩效应分析

	5.2. 抗统计攻击
	5.2.1. 直方图分析
	5.2.2. 相关性分析


	6. 结束语
	参考文献 (References)

