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Abstract
Criminal electronic data is different from traditional evidence. Compared with traditional evi-
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dence, electronic data is easy to copy and destroy, which makes it more difficult to determine
whether the electronic data obtained by investigators has changed. Therefore, it is particularly
important to prove the authenticity of electronic data. Based on the characteristics of dual carrier
of electronic data, the level of authenticity is more complex. As the pre-procedure of authenticity
proof, formal authenticity proof is becoming more and more important. The concept of formal au-
thenticity is derived from the authentication content of electronic data in the United States, which
means that the proposer of evidence should prove that the electronic data does come from the
claimed source, and that the electronic data keeps the original state of its source, and the content
has not been changed. For electronic data evidence, authenticity cannot be simply understood as
the authenticity of content, but the authenticity of its form must be taken into account. Only by
ensuring the authenticity of both can we better solve the problem of evidence ability and proof
force. The formal authenticity of electronic evidence includes the authenticity of the original car-
rier and the authenticity of electronic data. Formal authenticity is the prerequisite to determine
the admissibility of evidence, and its nature belongs to the problem of evidence capacity. The spe-
cific content is that the original storage medium of electronic evidence has not been tampered,
damaged and polluted, and its carrier has not changed in morphology; while the authenticity of
electronic evidence data mainly refers to comparing the integrity check value, checking the special
marks such as digital signature and digital certificate to prove its integrity and authenticity.
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