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Abstract

In recent years, with the rapid development of deep learning technology, researchers in the field
of network security have begun to explore using deep learning to solve the problem of encrypted
traffic classification. However, currently available encrypted traffic datasets suffer from serious
class imbalance issues, which can adversely affect the performance of deep learning classification
methods. Creating a complete encrypted traffic dataset from scratch is both time-consuming and
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expensive. To address this issue, this paper proposes an improved generative adversarial network
(GAN) based model for generating encrypted traffic data. The model adds packet statistics feature
vectors as conditional constraints to the GAN model, thereby generating realistic traffic data to
expand the dataset. Experimental results show that when using our method to enhance the dataset,
the deep learning-based encrypted traffic classifier exhibits better performance than that using
random oversampling (ROS), synthetic minority oversampling technique (SMOTE), and traditional
GAN techniques.
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Figure 1. Data processing flow
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Figure 2. The overall framework of this method
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CIC-Darknet2020 ##fs 8 [12]52 — A H T-0F 78 M1 704 Darknet it & % 5, Darknet /2 HLIBC P A {8 H
[ Rtk = (8], 8 H AN S A LT A B i B AR il it A FF ISCXTor2016 [13] 411 ISCXVPN2016
[LATAS A IR Tor A VPN JitE:, & T —ME 1 & MR Darknet I 811w BB . 1
CIC-Darknet2020 #4541, Darknet it & W VEAH(E U045 2 Fros, %33RS 1A AR 2R SR AT 1)
R

Table 2. Details of Darknet traffic in CIC-Darknet2020 data set
5= 2. CIC-Darknet2020 #i#& &+ Darknet SR EHIEHIER

el ik b

Audio-Stream 13,284 54.64%
Browsing 263 1.08%
Chat 4541 18.68%
Email 582 2.39%
P2P 220 0.90%
File-Transfer 2610 10.74%
Video-Stream 1346 5.54%
VOIP 1465 6.03%

%t CIC-Darknet2020 #4347 8dE P4, £ ROS. SMOTE. GAN FIA 7L I Fh A= ol 771
{13 K RN R EES A 3096 MEA, MK 5 HIN 12.5%.

3.3. G IEFR

TEAREF, KT AR FLAEVE N AR PP e br . Forh v =R (Accuracy) & 48 7 24k IF
Wi RIFEARE S SREARBIW ], AT s

TP+TN
TP+TN+FP+FN
Hrp, TP R/REIEHI(True Positive), BISZERISH N IEG] H I N EGIIAE AR TN RoRE A6 (True
Negative), B[IS2BRIEH1 A Guie) H I A 550 kA% FP Rs B EI(False Positive), BISEFRISHIA
BIELFHI A IE ) O RE A K, FN R~ 7451 (False Negative), B[l SRt 1) A E ] E Ty 7451 (e A %5

F1 {HRLEEHIE T 03 AE HE2E (Precision) f1 4 [ 2 (Recal ) 1 — Fh BE 5 bR . & B[R] B et 4>
AT I i 7 2R R8OR, A prs:

Fl_ 2*Precision * Recall
Precision + Recall

Hor, K HE AR (Precision) R iy IEG A A s se by RGO EL ), LA i T s :

Accuracy =

L TP
Precision =
TP+FP
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A 71 % (Recall) 3R 7R SEBR A IE B REAS H g 70 S5 88 IR TN A IR B g, 8 =0 F B :
TP
TP+FN
TEERMNAZ, NT20RB0ME, KHZEWF1(macro-averaging) KT #ER AN FL AH. M
SERBSE A B SRS AN AN HE R A FLAE, FREATPIME.
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F AR LUE E R R0 BRI FLE, 7E Browsing. Email. P2P X =#f 5 ELil /D 928514, F11E
ELIRAR T GAN J742 T 10%. 2.10%. 4.40%.
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AIE 72 ) (R R S ki, FeA BRORE AR (%) )51 B 7] RE TGV ARIE
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Figure 3. Comparison of F1 values of each category on the CIC-Darknet2020 data set
& 3. CIC-Darknet2020 #i#& £ & 237 F1 ExIEE
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Table 3. Classification results on the CIC-Darknet2020 data set
52 3. 7E CIC-Darknet2020 #iE&E FHI S HER

Jiik HETf 2
ZIRR EiEES 89.24%
ROS 92.19%
SMOTE 92.78%
GAN 93.64%
AITT 95.49%

MEZT, ASCEESINGOMNIFMEE, AR I, REvSElA B2 I RCR,
I BAE—EREE L Z2f# 1T GAN AEAERINZRAAEE « R iS5 il AL 7T DO AR o Rt AT SRS 4% il
TR G RAE AN SRR ZAE A 25 ) 5 1) GAN 2% A5 Bl I 465 3 B, RS SE NV R0 A e 7 4 TR 4L
PE AR AL A AR A, AT T R R IR 32T T 0 83CR

4, g5ig

I AR SO I R SR SAT T R R T, BATTIR T AT o A R U 45 (GAN)
R n s A AR, B AR R T2 T 0 0 R A S A AE [ 7™ EE S AN A [ e e SR RE
G ITIEARR T4 GE I TTEAE 73 FEHER R AN FLART T B AT B2 03 . Tl 5INBS A 26 AHE B Gs & gt it
RAAEANSERHIRREE, (LA 2E R 28 AT S AN RT 4%, m] ASE AEAfG M e 5 25 1R B & BRI 8 i it AT
SER I ZRAI AL BBOR AR M 2 R SN LSRR 3, AT s 1 B SR AP A 3R T T 70 2820
Ro IR SC PR R 28 P 7y S (R ST e RESR AL 1T R BB AN T i AT BEROR e ik — b
RRMGEH X Tk, NI 2 A SR N R Ts 5

SE 0w
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