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Abstract

Cloud computing technology makes the Internet applications development easier. Cloud compu-
ting combining information service platform becomes modern information services infrastructure.
Application services based on cloud computing integrated information service platform become
more diverse. These applications require the unified identity authentication and access control
management mechanisms to improve the ease and the security of the application development.
Single sign-on system is an indispensable function module to implement this mechanism. This pa-
per describes an efficient and scalable single sign-on model based on REST protocol. This paper
also focuses on solving the issues of token distribution and maintenance in the system. In the ad-
dition, it discusses the main directions of security and performance optimization in centralized
single sign-on system.
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Figure 1. Role of Single Sign-On system
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Figure 2. Sharing token in Single Sign-On system
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Figure 3. Deployment of Single Sign-On system
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Figure 4. Sequence of Single Sign-On system
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