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Abstract

The security of stream cipher mainly depends on its randomness of pseudo-random sequence.
NIST has provided 16 methods for pseudo-random sequence detection, however they are only ca-
pable of detecting one selected segment. Hence, the randomness testing method for large numbers
of segments needs further systematic research. This paper discussed the detection of pseudo-
random sequence generated by the RC4 algorithm. The detection was achieved by combining the
NIST detection methods and visual methods. The visualization results became more abundant by
changing the parameters. The research result shows that using different key lengths will result in
different results and that longer key length will lead to more aggregated image.
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Figure 1. System architecture
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Figure 3. Comp image using drawing formula
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Figure 4. Frequency test within a block with L = 3200 S = 160
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Figure 7. Changing the key length of RC4 algorithm, frequency test within a block with L = 3200 S = 80
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