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Abstract

Aiming at the sensitive words that are “camouflaged” through various interference forms on the
current network, this paper proposes a Chinese character and Pinyin mixed sensitive word filter-
ing algorithm based on DFA, which solves the problem that the general system filtering methods
are difficult to successfully detect and filter such sensitive words, and improves the recall and
precision of text filtering containing such sensitive words. The algorithm proposed in this paper
includes the expansion algorithm of the Chinese characters and Pinyin mixed sensitive word li-
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brary, the construction algorithm of the sensitive word tree, the pretreatment algorithm of the
text to be detected, and the sensitive word filtering algorithm. Through the experiment, the preci-
sion of the algorithm is 100%, and the recall is about 95%~100%. The algorithm complexity is low
so this algorithm meets the practical application needs.
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Figure 1. Overall process of sensitive word filtering algorithm
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Figure 2. State transition
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Figure 3. Principle of permutation and combination
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Figure 4. Sensitive word tree structure
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Figure 5. Results of sensitive word filtering experiment
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Table 2. Results of sensitive word filtering experiment
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Figure 6. Comparison of branch structure of sensitive word tree
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