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Abstract

Deep learning has made significant progress in the field of hyperspectral image (HSI) classification
in recent years, but the vulnerability exhibited by neural networks in the face of adversarial in-
terference cannot be ignored. The generated adversarial samples are almost undetectable to the
human eye compared to clean samples, but most advanced deep learning models may be fooled by
the adversarial samples and thus misclassify the classification prediction. To address this problem,
we propose a hierarchical feature-guided context network (HFGCNet). We find that learning by
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utilizing higher-order features to guide the learning of lower-order features enhances the effec-
tiveness of multi-scale feature fusion, better extracts the global contextual information contained
in the HSI, provides a better input to the loss apportionment module of the context network, and
significantly improves the robustness of the neural network in the face of adversarial interference.
Comparative experiments on two publicly available HSI datasets show that the method proposed
in this paper is more resistant compared to other state-of-the-art deep learning models.
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Figure 1. Examples of adversarial attacks on deep neural networks for
hyperspectral image classification Tasks
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Figure 2. Pavia university dataset
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Table 1. Number of training and testing samples used University of Pavia dataset

= 1. DALETE K SRR E S IE A ANIZ AR AL A BALE T K F MRS

e K4 YIgH 2 ik =
1 Asphalt 100 6531
2 Meadows 100 18549
3 Gravel 100 1999
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4 Trees 100 2964

5 Metal sheets 100 1245

6 Bare soil 100 4929

7 Bitumen 100 1230

8 Bricks 100 3582

9 Shadows 100 847
Total 900 41876

BN Salinas. 1ZEEAEH AVIRIS LRSS, 243N 3.7 K, 4R KN
512 x 217. JRIEEIEAL S 224 MK E, AERKERBO™ BRI EE, BT 204 NMFEEL, H 16 MEFIESE )
AlfiE4r2 . Salinas $H 4 i) 2SI BGAR A b T S B ] 3 7R, AN WIREAR SR N4 2 TR,

Table 2. Number of training and testing samples used Salinas dataset

= 2. ERNETL A BURE P E R BOVIZRFINIK A A %

K5 K4 YRR DA E
1 Brocoli-green weeds 1 100 1909
2 Brocoli-green weeds 2 100 3623
3 Fallow 100 1876
4 Fallow rough plow 100 1294
5 Fallow smooth 100 2578
6 Stubble 100 3859
7 Celery 100 3479
8 Grapes untrained 100 11,971
9 Soil ineyard develop 100 6103
10 Corn senesced geeen weeds 100 3178
11 Lettuce romaine 4wk 100 968
12 Lettuce romaine 5wk 100 1827
13 Lettuce romaine 6wk 100 816
14 Lettuceromaine 7wk 100 970
15 Vinyard untrained 100 7168
16 Vinyard vertical trellis 100 1707

Total 1600 52,529
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Figure 3. Salinas dataset
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Figure 4. The structure of feature en-
coding and remote feature encoding
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Figure 5. Sequential feature fusion module
& 5. IFHHEmADRRIR

Feature
Long

Encode
block3
T Feature
Long

Ff;t:;e Encode
— Encode block4
Long block2
Encode

blockl

A
Concatenation

Residuals

Context vector d Context vector ¢

(hyw3)xkxn
s 2 c
SFSM g/ — FC LaYer 5 Encoding X 7
L
Classifiaction Roshape hy
Figure 6. Hierarchical feature-guided context network
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(5 3t 75 0% 5 2 BIRHLE T4, BL CNN-LS?CM [11]H1 SSFCN [12] 0941, “EAIE T 5dE 4 L s
T eI RS, RMTEXPHRE FR R R ™ E R . A, ARSOEMELR], 76 SACNet [13]1f Al I
TN REAE G B0 R FERF AR D 2H S AL e, DL SRR AE il A58 /5, HFGCNNet 7E 7 B8 LB AT SACNet.
TXHE— 3P UE B 73X AN BB R 0N G) 1 5 A B N 7 R0 BB A e T A R

BE—LorbrlE 7. B 8 4 EUER . TEMYE R HIEE B, AT UGS T AW EET
“Meadows” 5 I X35k, FAR DY 7R IX — XS R I H AN [ AR B2 (1R 4, fi A< SC HFGCNet B AL
A5 K G HTH SRR AR — 5. FERE R BE SR b, ASCE MR BIEE A T AW ERE T “Soil
vinyard develop” (25 X 35, 42 DU LEAS R A A B2t 7™ B 4 R iR . AHELZ R, ARSI )
HFGCNet X Hi B BA 5w & e, B 8B S Belr M i SE i o 31X 2 R D3 T FGSM B Rt
LT P2 A5 5 A5 ANAE AR B Al B VR 400 2R s B0 6 B2 7 Rl AR TP, It R B 3 AR I e
FYPRR0 B A SRR R B AR R UREAS, T 76 AR SO B U AN T v PR AT = AN A2 B () 3 T 25 45 R AIE 1Y)

®)

DOI: 10.12677/mos.2024.133264 2917 e RSE TR


https://doi.org/10.12677/mos.2024.133264

HAE, B

W25 FEAN REAR 1 A R R B AR 2R ™ AR WA E RO EE AN, T SACNet 52 FI PR AR 2 i 2 8] A R Bk
PE, MITRE SRR R AR A T 6 RE e iz B h A R F I A 48, Pt APERERH AL T Mok 3 MR
B, EAE AR T R0 % (R RPALE S IDUR I 48 SR S R A it 15 948 23 9 R 7 20 B8 U, AT B0 24
FARB T AR 2

Table 3. Adversarial classification results on the Pavia dataset, with best results in bold
< 3. METHEE LM AER, REERUMEKER

el SACNet SSFCN CNN-LS*CM Ghostnet HFGCNet
1 90.48 £2.42 96.34 £0.74 96.46 + 2.49 96.39 £3.32 96.10 £ 0.61
2 89.42 £ 4.64 5.84 +5.44 2.83 £4.55 61.14 + 16.58 92.86 £ 2.45
3 91.71+4.01 3.09+£3.17 3.53+6.01 27.33+33.81 99.07 £0.96
4 92.73+4.19 98.33 £0.37 73.65 = 26.36 92.43 £4.80 94.45 £1.32
5 98.24 £0.98 99.66 £ 0.2 95.45 + 12.62 100 +0.00 99.85+0.21
6 87.83 £22.09 64.70 £ 18.14 5.67 £7.00 24.11 £9.90 98.77£1.73
7 83.16 + 21.00 17.24 £ 11.69 0.02 £ 0.06 17.36 £ 16.25 97.98 £1.08
8 90.36 £ 3.73 74.30 £9.94 10.25+£11.34 42.03 £24.13 96.52 £0.93
9 97.45+1.83 99.90+£0.13 92.75 + 18.67 99.03+£2.10 98.43 £0.50
OA (%) 90.10 + 3.60 4422 +3.59 27.97 +£3.27 61.42 +9.32 95.30 £1.05
K (%) 87.02 £3.70 36.99 £ 3.60 18.21 £3.60 51.61+10.48 93.82+1.34
AA (%) 91.26 £4.34 62.15 + 2.53 4229 +5.21 62.20 £7.39 97.11£0.37
Table 4. Adversarial classification results on the Pavia dataset, with best results in bold
=4 ERIMETBIRE LR LER, REERUMEKER
eS| SACNet SSFCN CNN-LS’CM Ghostnet HFGCNet
1 98.92 £1.90 100 £ 0.00 100 + 0.00 99.99 £ 0.03 100 = 0.00
2 89.43 + 22.65 42.31 + 18.57 11.60 +£19.47 98.39 +2.36 100 + 0.00
3 97.14 £ 4.74 0.26 £ 0.53 10.63 +£12.00 15.24 +18.36 99.25+2.21
4 91.52 +£12.88 35.14 £35.31 40.72 £ 39.73 51.98 £ 33.27 99.20 £ 0.77
5 93.54 £11.07 8.69 + 22.26 27.03 £28.99 44,57 + 38.37 99.31 £0.45
6 99.15 +0.62 92.73 +11.75 73.16 £ 35.22 99.87 £0.33 99.98 £ 0.06
7 96.80 £ 3.72 23.43 £26.27 19.81 £ 27.30 86.43 £ 14.84 99.78 £0.16
8 85.78 £10.13 83.09 £24.85 12.76 £+ 15.17 2452 +£14.4 94.91 +5.39
9 92.28 £12.83 14.05 +30.19 4591 £ 22.75 53.28 +29.29 100 £ 0.00
10 98.27 +1.26 77.58 +19.13 33.36 +£21.73 58.15 + 29.07 98.86 +1.40
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11 98.72+1.84 35.76 £ 29.42 43.14 £29.77 59.72 £35.74 99.42 +£1.04
12 99.77 £0.55 19.83 + 25.86 9.45+19.64 40.15 +24.87 99.96 +0.08

13 98.06 + 3.42 96.40 +4.58 36.76 + 23.83 56.46 *29.43 100 + 0.00
14 99.84 £0.24 86.62 + 29.65 37.43 £30.42 80.29 + 18.08 99.97 £0.09
15 65.11+25.74 14.53 +27.38 3.03+5.34 33.37 £32.91 95.42 £ 4.69
16 96.48 +3.99 21.76 £ 13.57 4443 +31.50 87.09 +20.08 99.64 £0.54
OA (%) 89.37 £4.40 4579+ 2.34 2791+7.64 54.79 £9.95 98.13+1.05
K (%) 88.12 £4.96 39.77+£2.24 21.91+8.04 49.61+118 9791 +1.17
AA (%) 93.94 + 3.86 47.01+2.12 34.32 £ 7.06 61.84 +11.44 99.10 £ 0.04

Figure 7. Classification maps of Pavia University dataset on the adversarial test set with ¢ = 0.06. (a) The false color image,

(b) Ground-truth map, (c) SACNet, (d) SSFCN, () CNN-LS?CM, (f) Ghostnet, (g) HFGCNet

7. MRS KR FHIRETE ¢ = 0.06 KIZTHUNIKNE LA KE () AR RE, (b) HEISE, () SACNet, (d) SSFCN,

(e) CNN-LS?CM, (f) Ghostnet, (g) HFGCNet
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Figure 8. Classification maps of Salinas dataset on the adversarial test set with &£ = 0.06. (a) The false color image, (b)
Ground-truth map, (c) SACNet, (d) SSFCN, (e) CNN-LS2CM, (f) Ghostnet, (g) HFGCNet

& 8. FEFIZAETHARERTE ¢ = 0.06 BIXTHUMIAER LAY KE. (2) AR EE, (b) HMESLSE, (c) SACNet, (d) SSFCN,
(e) CNN-LS2CM, (f) GhostNet, (g) HFGCNet
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