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Abstract

With the rapid development of the Internet, the security of the network is also becoming more and
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more prominent. Network intrusion poses a serious threat to information system and data secu-
rity, therefore, it is an important task to identify and analyze network intrusion. This paper takes
the recognition of network intrusion behavior as the research object, and aims to improve the lev-
el of network security protection through the mathematical modeling and analysis of intrusion
behavior. In this paper, the network intrusion behavior is classified and defined, and the charac-
teristics and types of intrusion behavior are defined. Based on the existing intrusion behavior data
set, the intrusion behavior is analyzed and modeled by mathematical modeling method. Based on
the data feature extraction and pattern recognition of intrusion behavior, the mathematical model
of intrusion behavior is established, and the corresponding recognition algorithm is proposed. On
the basis of mathematical modeling analysis, this paper also discusses and researches the recogni-
tion technology of network multi-intrusion behavior. Through the application of feature extrac-
tion and data mining technology of intrusion behavior, this paper presents a new approach to IDS
based on network flow and behavior analysis, and verifies it and evaluates its performance. The
research points out the research significance and application prospect of network multi-intrusion
behavior identification technology, and provides theoretical and technical support for further im-
proving the level of network security protection.
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Table 1. Classification of network intrusion behavior
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Table 2. Definition of trust degree
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Figure 1. Results of multiple intrusion detection
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