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Abstract

In this paper, a 4D Lorenz map is proposed using in cryptography. Performance evaluations show
that it has hyper-chaotic behavior, wide chaotic range and large complexity. Based on this map, a
novel image encryption algorithm is designed by employing bit-level permutation and diffusion. In
traditional permutation-diffusion structure, the permutation and substitution generally are two
independent parts. In this article, encryption algorithm is designed by employing bit-level per-
mutation and diffusion simultaneously. The bit-level permutation is performed by circular shifting,
and the bit-level diffusion is carried out by exclusive or (xor) and reverse operations. In addition,
to achieve the better ability of resisting chosen-plaintext or known-plaintext attack, the substitu-
tion key stream generated using SHA-256 in our method is dependent on the plain image. Conse-
quently, different plain images produce the distinct key stream for substitution. The simulation
results and performance analysis show that the proposed image encryption algorithm is both se-
cure and reliable for image encryption.
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AICK4D LorenziBEBUN S ARG EBME S, FHFRERIHT T 4D LorenziBiL BT K51 /145 ,
EHTRXABRG, Bt T MO BT B B R EEEREL - Y RgaT, By
B BRFAMOLE RS, ACEERAC PR EAANY RN BT . AP EILRAEA B, §HCR
FFREABUR Bt . BEAMA T RFHRYT O AP SR MR I SO 6 1, 5 R CHKHISHA-256%;
MREFERAR LR Y, FHEARKASCEEZEARNEAR. BENASCHR KNS HEHET T
HREEREHT, WEASN . BB Sk hEE, ETHAEHEER T, AORRHIE
%, T EBIE SRR ELE.
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1. 5|8

AR E T EGEAR T, 4RO BUEmEE B E A, —RB g3 B G i
EVFZ AL BOUWEEE, IR BUE gt e, EANEIRRES T2 F, BaEsKmE R
AR, RS B A e Uk BAR AR 1], BT REBEAIIEAER. TURE . MHABRET
FHOCHE 5 55 [ A RFAE, X S RFAEATAS O 20 1A% 8 SCAS D %5 22 8L 5301 DES (Data Encryption Standard).
AES (Advanced Encryption Standard)%5 A i BN % (2] [3], WA AN RAIAARBEARIF L THZE
BINE 2%, 40 DNA N#F[4] [5], REEGmME6], RN, GRARMRSEMEHEE[7] (8], 1R
A, TREVE N A2 [3] [4] [9] [10] [15] [16] [17], XU MU BAT PR IRESBUEYE . A
AT TR R T, X e T AT DATE R 2R R G R AR BA R 14 5

1989 4, Matthews T X3 HEE TR RS INE T7 %[ 11]. 1997 4, Fridrich K VR B H 21 &
B IN% 2 4%5[12]. 1998 4E, Fridrich FIff 2D Rl R 482 B AL - ¥ B M B e 5 &[13], fEXFh
GERN, EREBEWS ARG R B TIEL, DU ISR R R SR e . 2R, TRV HUL R
HEEEE — SR, J5—MAESHT—AMEADE, ATy 8N, B miN .. BUA 1 UGN 2 Bk,
I EE R AR A [7] (8] [9] [10]. SCHR[14], T IRHE HH BIGE i S A 2 MR s kb, 5T
B EE, WALEGE R, REET SIS, A TREMEGIEREN T, SHEALE
M EGHHTY /L, a0 0 R R e e — M UGN 3 7 RE AR R . SCRR[15], RAME 2D
henon Wb EG, FT0E TAASMEEL - g, e R A RE LY SRR 2T, KRIRT T %
M RGHEEE, I HoN T HPUEE SO S8 et SR A T AR B SO AR U BRI 77 28, RIS [
(5 P 2 7 A 52 A AN IR ) 35 403 . SCRI16] [17], Y5950 P 2D Wedit, A syt 41, S FH 78 n 25 g
(1635 T 21 ] 1 B 2 (CMIC )RR R HH — P ) 2D Logistic ICMIC #3 & B 4H(2D-LICM), g 2% b,
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BN, L

BTE AN T & B ) — 4RV, BRI R, (171082 — B 2 4E Sine Logistic 15
UL (2D-SLMM), ‘BT Sine MRS FI Logistic BRES, ECAS BRI FE AL, 2D-SLMM HA #5561
VRTEYE L B pm AN R R . 5 1D JRVERU AL, EATEE A S —NEEAIANSE,
HEMBsaER e, B e S EOmy s E A0 X 1 5 25 2 Al o, 24X Sepi s B E BRI 2% R 4%
o, BGWRE18]. H—TJ7T, YRR A 2 B A, @RI R R,
& A TN .

5@ FEPRBWALL, -FHESRASCEERME, mHSCR G RA16], FrLlea B irrne
R, [FII A TRk £ B SO 2 A SC G, VR 2 N A R BRI R — Se A RHE, it S
FREY, BRI hash B, EBRMFISESE, BFULARRHESC, #S 308N RRE15] [19]. Bk, R
W LR HT A, ASOKR H 4RI Lorenz R40, FEA— RINRMIFS], ETXEFH, &itT
—Fh AT F B B AL — B B G s L . AP ESLRHIES AL, §ECR A R e U R, I
Bt 7 — AN A g, BRI £ B SCBGE A L R S i .

AL, B8 275, AR Lorenz R48, 4 T B MRS T SlyapunovEl ., f#
BT BB M . (RS 3 TR T Lorenz BUSINE HIL . 55 4 75, XA M A s Skt
1T TARIIVERE ST, WZH T BURMED T Gt b s5ss, BT A Ui B2 b, ASCHTHEH
B, R EUGINE T BARF rIvERe . BJGAESE 5 Weh T ARSI 4,

2. Hyper-Lorenz JBE R %
AT 4D IR Lorenz R A, & U E XN

)'c:a(y—x)+w
y=cX—y—Xz
e M)
z=xy—bz

W=—yz+rw

Hof aber BRGNS, REMVMHRETLE: x, e(-40,40) , y,€(-40,40) , z,<(1,81)
%e@qum,ﬁ%@%ﬁ%ﬁ%ﬁ%%%%%%%%%o%aﬂmm%p=m;wkwsaww,

ARG T HERMRAE, B2 r=—18f, (1) 4 4 Lyapunov 530K KN 4, =0.3381, A, =0.1586, 1, =0,
A, =—15.1752 . RN RGP IER Lyapunov #8550, AT bA(D) & EBLHBERADRE, K 1 2L
AR IS, B 2 2 RS 4 A Lyapunov $850

3. RGiGH
3.1. BHAERS

NI L B SC B HRT, FUBAAT B 7 2 A BH ST [ ARRAE, AR 5 % G R el 7 Jir 4 55 B L
PR R G A 1 B AR ARG A 6, IEERBASCAHOG . BIAS [N fR B SC 4 77 A 58 A ] 1) 25 4H
Wito BASCRRAESR IR 77 2508 5 6045 hash 6, BT BRI, THEDHIEEESE[19] [20] ARSI T
RGN E AR T SCH SHA-256 (A —NEHME 2R, RIS 7] [15] [17] [18] [21]. 4 H KR
SCH) hash A8, TR, ¥ H YR 4 DN bk, by hy s BEASEREIE 16 DHNEERIEL. BQ)KE
AT AT IR B, (13 d, € (0,1),i=1...4, &3 R T HIAHE KT LR

J- hex2dec(h,)

1 264 7i:1,”':4' (2)
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Figure 1. Projections of the chaotic attractor of system (1), (a) x—y; (b)) x—z; (c)x—w; (d)y—-z; () y—-w; (D z—w
1. R Lorenz RZERIWSIF, (@) x—y; B)x—2z; ()x—w; (d)y-2z; y—w; (Dz—w
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Figure 2. The Lyapunov exponent diagram of the (1)
2. ()Y Lyapunov 5=
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Figure. 3 The method to generate keys
B 3. FEZARRERE

BNVIIRAE Xq, v, 20, wo TEREE S, IRAEQ), KEITA T PN
S=X,+ Y, +2,+w,modl. 3)
AR, EHPIAVIGE, XL ER PR ISR G (D
x* =d, + x, + s mod 40,
‘=d,+y, d 40;
y0 + y, +smo @
z’ =d, +z,+smod8l;

w’ =d, +w, +smod250
B A AR I VR 25 ) JRORAE S 1
3.2. MERZE

Kl 4 R ROBIEMEE NS 54, HAEE M 7. 52 IR ML Lorenz 74 4 /MEREA
M REFT, RIGERE S P R R, G, B =ANEIE, PR EIHE 2 R R L EF T (BBD) [22]
[23], SextEEANERIE AT IR AR AL u&#dzﬂx&%r%w’ﬁ PSRN 8 I 1 G IR RS A S 5 B B4
B Jeobs LU R T AL B RSP IHI(BBC), HFAL& =AM, BEI%E. V4D BB 2.

B LB R

B\ R Lorenz MU FMIUAME X0 yor 20 wo AL HIREE SRS IS L, A SC P

H]WHTH Ximaon Yimane Zivmane Wivxn X EETFHPE A FHEBA RGH

1. W EBIEM Lorenz ML )28 a=10,b=8/3,c=28,r=—1;

2. AR¥E 3.1, BHTWILAME X0 Yoo Zo» Wos

3. FHEHEIEME < y°, 2% w' XHEVRI Lorenz MRGTILAR, FEER 4 NFEH x1, yl, zl,
wl, B 4 MFH): x1 =x1 — |x1], yl=yl — |yl], zl=z1 — |z1], wl=wl —|wl], F| |RREETAN.

4. EW x, y, z, wi x=xI(L+1:L+1+MxN), y=yl(L+1:L+1+MxN), z=zI(L+1:.L+1+M
xN), w=wl(L+ LL+1+MxN); HiM, NRRHELKN,

i 2:BEmE

BN WSCROEIE P, B3k 1 R AERNRIE R X, y, z, ws

W HHEC

1. 53 =ANEIE R, G, B, Jf BBD 20153 lu4sF 1 &% : Rbit, Gbit, Bbit;

2. ¥4 Rbit, Gbit, Bbit 75l ryens guvsns bugns FHFILAHFE RBysns GBumgns BBugns
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3. WFRMEFEY x, v, z, A X=x, X=floor(X x 10'*) mod 256, F¥ X LA T %R, &I

X FeW RN A M % 8N, y, z WASFEIREERLE, B33 X, Y, Z;

4. for i=1:M

5. kr = floor(abs(x(i))*10° ) mod M X ROETE P E LY B floor KR ] T HURE
6 tr = circshift(r(i,:)", kr)' circshift RIRIEIFE AL EREL;
7. if i==

8 RB(i,:)=bitxor(tr,r(end,:)) bitxor RN T ;

9. else

10. RB(i,:)=bitxor(bitxor(tr,RB(i-1,:)),X(i,:));

11. end

12. if w(i)>0

13. RB(i,:)=fliplr(RB(4,:) fliplr R~ ;

14. end

15. kg = floor(abs(y(i))x10°) mod M X} G &8I i) B ALY L
16. tg = circshift(g(i,:)', kg)'

17. if i==

18. GB(i,:)=bitxor(tg,g(end,:)) bitxor 7 Fuk;

19. else

20. GB(i,:)=bitxor(bitxor(tg,GB(i-1,:)),Y(i,:));

21. end

22. if w(i)<0.2

23. GB(i,:)=fliplr(GB(,:);

24, end

25. kb = floor(abs(z(i))x10%) mod M %} B i#i& ) & KLY 5
26.  tb = circshift(b(i,:), kb)'

27. if i==

28. BB(i,:)=bitxor(tb,b(end,:));

29. else

30. BB(i,:)=bitxor(bitxor(tb,BB(i-1,:) ),Z(i,:));
31. end

32, R =ANEIER, G, BRSBTS U B4, 1AL i RIEIE,  HAR A

ANFEERL
33. WIRILAERE RBCysn» GBCysns BBCysn: 2 A=8xN;
34. for i=1:8xN
35.  kr=floor(abs(y(i))x10%) mod A; ;
36. tr = circshift(RB(:,1), kr);

37.  if i==
38. RBC(:,i)=bitxor(tr,RB(:,end));
39. else
40. RBC(:,i)=bitxor(bitxor(tr,RBC(:,i-1)),Y(:,1));
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41. end

42.  ifw(i)>0

43, RBC(:,i)=fliplr(RBC(:,i);
44. end

45. X G, BIBIEMSELIRERE,
46.end

47.47 5% RBC, GBC, BBC ## g & FiHifkE, FHAHAKR—EZE C.
4. (AESCIEFNMRE DT

AR H MatlabR2016a X A SCHE H A BG In &8 Sy AT B2 5, %t B8 Lena, Tiffany,
Mandrill A SCHE H S VE %40 key BEATINEE, EATREMGE R S48 512 x 512, Heigsgs R s,

’ %ﬂﬁé‘ﬁxo, Yor 2o, Wo |

l

| BoEAR |

@#R | OO0 | FEABELR A | 2
FRIK BB HER

Y

v
B}
jz|

Figure 4. The encryption process of R
Bl 4. R BB ERIZE

Figure 5. (a) - (h) correspond to the plain-text, cipher-text image and decrypted image of Lena (a), Tiffany (d), Mandrill (g),
respectively

& 5. (a)~(h)7> BIFS L Lena (a), Tiffany (d), Mandrill (g)#JBASC. =BG FfEZE
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MRS = LR Y, iE % EMAELEE BB S, B0 B RN TR SR SR A 17 .
Key =[x, =1.751231; y, = 1.53262871; 2, = 13.18344121;w, = 1.627362; L = 2000]

4.1. Gt
AT BT B AR R TR A SR PR SRR I T LA T3 TR A SR g o Bk g

4.1.1. E5ESH

B E TR T — B EGE R AR AIER, TG i iss hdet, BE R E 77 K
Up g e a8, BSEEME T B ARG REES, d—mEirr B arig, Wnrbok,
. W =AW S EE—IRRR R KR IR, FH KB R — 4 B B ik 25 a0 A s S i v e, 14
6 7R T Lenal SCRI ML, & W= ANECEIEN — 4B . B ETUEH, mEEGKE
g e —8Ur i), HSEERGREZER, BrlxANEE R8I igit o e ) 56tk .

412 REERIHEEMEN

. B R A BT SO M — AR A S I T A B IR R A S A
gk 4 PR PR S et 35S PG T ey, — B BRI B BV B A FE KL L. B
677 160 b FRORRA R 26 A I 5 P A e 1 S PR 24,

BT B B PR b (LI N R ARAB IR A, B TR (v, )i = 1,20, N o WA R = )
v ={v,} RIS RIS AR ATF

cov(u,v)

Ty = ————— (5)
D(u) D(v)
3500 : " . KT 1 3000
3500
3000 p— |
3000
2500
2000 | 1 2500
2000 |
1500 | 2000
1500
1500
1000
1000 1000
500 300 | 500 ’ |
’ ’ . T
0 50 100 150 200 250 0 50 100 150 200 250 0 50 100 150 200 250
(@) (b) (©)
2500 ' ! . ’ 1 2500 K v T 4 1 2500 ¥ &
2000 | 2000 | 2000
1500 71500 < 1500
1000 1000 | I | 1000 I |
500 500 500 |
0 50 100 150 200 250 0 50 100 150 200 250 0 50 100 150 200 250
(d (e) ®

Figure 6. (a) - (f) are the histograms of the red, green, and blue color channels of the Lena plaintext image and its ci-
pher-text, respectively

6. ()~ A A Lena A EIR R HEHLA, 4. BEHRBENERE
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BN, L

cov (1) =31 (3= E(w)) (7~ E(¥) ©

D)= 21 (1~ E(w) g
E(w) =X ®)

TESER AR, FRATTHE ANBH ST Lena f Fo% & i 43 J BEATLIE X 5000 X5 2%, Wil 7 fow, BASCHEK
P FEELL W ERIRIAR R SRR y = x B4R b, UBH SO R AE AN O 1) B R A
P, 0% SCEMGTE SN T7 ) BB E SRR P R Y A1 4, Ul A % SCEMRFE &N 7 1) B AE G
RE5. FIRFATTHH T Lena, Mandrill, Tiffany FIAHICHEREL, S5RERTEE 1. WAL KT
FIFIFHR R RHORAE N 0, TLI0EE FR I B SC R A A = s A SR LAy, T 26 SC B AT R 3=
MRS EREE T 0, JE A SR .

4.1.3. BRERBIH

5 R S B — M SR PR B AL AN T T A B . o T R U, S B R T
BAB B E . R —RIEBE L MKEEm (i=0,1,2,-,L-1), H&KEME IR 5N
p(m)(i=0,1,2,---,L—-1), JARHE Shannon EH, KEEHIEEEN:

Table 1. The correlation coefficient between Plain image and its cipher-text in horizontal, vertical and diagonal directions,
respectively.

=1 PAXSEBEXSAEKRTE. EEMNHEELHHEXRY

7K EH POy

AR 0.9886 0.9780 0.9698
Lena .

=L -0.0150 -0.0077 -0.0118

. B 3L 0.8493 0.9089 0.8278
Mandrill N

=L —0.0039 0.0086 -0.0127

) HI3C 0.9741 0.9469 0.9324
Tiffany e

X —0.0344 —0.0064 —0.0053

S @
=
on location(x,y+1)
8
=1

=
E=

0 50 100 150 200 250
pixel gray value on location(x,y)

0 50 100 150 200 250
pixel gray value on location(x,y)

0 50 100 150 200 250
pixel gray value on location(x,y)

5077

N
h
=3

00 6 200 250 0 50 100 150 0 250 0 50 100 150 200
pixel gray value on location(x,y) pixel gray value on location(x,y) pixel gray value on location(x,y)

(@ (b) ©

pixel gray value on location(x,y+1)  Ppixel gray value on location(x.y+1)
pixel gray value on location(x,y+1) pixel gray value on location(x,y+1)

pixel gray value on location(xy+1) Pixel gray value
[~}
=]
=]

Figure 7. (a) - (c) are the distributions of plain-text and cipher-text pixels in horizontal, vertical and diagonal directions, re-
spectively

B 7. (a), (b), () RIARRXFELEKTE. EEMIBHEERNNH
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H(m)=Y1 p(m)logh™, > " p(m)=1 ©)
R H ORGSR, LRGSR IR R A, RIS Bk, EERER —BIRE
B &5 BZ 0, e LSRR EM A, S THEAARENLEE, HERR%T 8 [14], A0t
7 Lena, Mandrill, Tiffany [ HAIR % SCHME B0, Seob sl Bink 2, RS o BB M.
g, W=t s E FUE R E VR N K MG AERE, 7 BT 5 Lena, Mandrill, Tiffany B SC GRS
B B EE S B, WE 3 R, HE 2, £ 3 BiRpR, &% CERG R EE RS
B En FHSE 8, RWA SR I N R4 R AR 1T
4.2. BiA=E
AR A SRS RIS, RS RGeS 5 2 18] N A% 2 08 K, T ] LA 2kt %t
Vo 28Ty, R RIS R AR RS R G, ALK D RZCON 128 [14], A ST HL AN
BEREA 5 NEH: x90- 200 W, L » BATFHUREEE N 1070, BIE KA N 512 x 512, L=10", WA
PIAEALN: L=log'") ~213b , EAMEIEE AT 128b, 1% ERE AT ELERE S 2 A5 TRR.
4.3. BHYBM
NTRIE RS R 24, —AME R BIINEE 2R G006 00 35 g m BURS, B 2448 B S [3] 255 40 5o 255 g 1
GHAT RS, BARAREIE S, IR, FRATK %4 key 1% Lena, HEI%E, MALTS key
ZRI LN S R, R R YRR S, RICES RIS, K 8 R T SR
WA, [, 2% 4 J87R T H keyl~key5 % 5 H key % ()% B 2 [A] ) NPCR 1 UACI
key =[x, =1.751231; y, = 1.53262871; z, = 13.18344121;w, =1.627362; L = 2000]
keyl =[x, =1.75123100000001; y, = 1.53262871; z, = 13.18344121;w, = 1.627362; L = 2000]
key2 =[x, =1.751231; y,, =1.53262871000001; z, = 13.18344121; w, =1.627362; L = 2000]
key3 =[x, =1.751231; y, =1.53262871; z, = 13.18344121000001; w, = 1.627362; L =2000]

key4 = [xo =1.751231; y, =1.53262871;z, =13.18344121; w, =1.62736200000001; L = 2000]

Table 2. The results of information entropy
#2. FRMEHER

Lena Mandrill Tiffany
S B 7.7502 7.7624 6.4165
A EUE 7.9998 7.9997 7.9998

Table 3. The information entropy of each color channel of different plain-texts and cipher-text

= 3. FRIAXEBRIS AN A E A G EXEGNEHERERSE

ARERGIBES SRR PERERTREN
HI3C Lena 7.2531 7.5940 6.9684
AR 7.9993 7.9994 7.9994
W3¢ Tiffany 43372 6.6643 6.4288
AILEE 7.9993 7.9992 7.9993
B3¢ Mandrill 7.7067 7.4744 7.7522
AILHE 7.9994 7.9993 7.9993
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4 . ]
(a) (b) (c)
(d) (e) (U]

Figure 8. Encryption sensitivity test. (a) - (f) were decrypted with key, key1 - key 5, respectively
E 8. mMEGRMEMR: (a)~(D53 3 A key F keyl~key 5 ERFZE key T P-4 B AIBASC

Table 4. The NPCR and UACI for decrypted image using different keys (Lena) (%)
< 4. AMNERNZRRZERNE R S%3CH NPCR F1 UACI (%)

keyl key2 key3 key4 key5
NPCR 99.5988 99.6180 99.6213 99.6105 99.6156
UACI 33.4960 33.4326 33.4761 33.4776 33.5060

key5 =[x, =1.751231; y, = 1.53262871; z, = 13.18344121; w, = 1.627362; L = 2001]

4.4. ESXOHT

TEEBINE RGH, Zooiife R AEMFEINEZHOZMET, BXEBSEZ KIEE FZ s
BRI sZ I, T o I I A B SO M B B SO MR SR ZE Ay By, A T RN R G0 B S
WU, RPN R AR SCEIUE 2 0 18 R 2048 % (number of pixels change rate, NPCR)
N[ 25 S PG 2 18] f) — £ 24042 565 (unified average changing intensity, UACT), NPCR #& K HL i Hi i
BAHRA B R R RUME, 0N F B E A E S i = S i b, 1 UACT M2 P s g IS AH
LA E AR Z S A, IR TN EE, R T AT R B AR R A E S RORZE D 255) I HuE
MPME . fE5C b, el LanF:

1

H w ..
NPCR =VVX—HZIZOZJ=OD(Z’])XIOO% (10)
1 H w |Cl(i,j)—02(i,j)|

UACI=——— ) o - 7 11
WXHZI:OZFO 255 (b

0 ife (i j)=c. (i
p(ij)=| FaN=e ) )

1if ¢ (i,))# ¢, (i, ))

W, H 53532 AR AT ERNBEL ¢ (i, ), ¢, (i, ) 73 )20 I 7 Al A B O M i PR, AR S I IR)—
AN BN B AL R — AN SCE R PR 2 . B FOR VTR BENLIEZ Y NPCR, UACT B HASE(E 5y
HZIN 99.6094%, 33.4635%, AKX AL Lena Al Mandrill K58 B2 70 5256, % T8 —4N 26 K
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ANFHZEAN — MG 2 1 S 85 BH I A O — N B SCIR AE A e 2 1 B b ok UE P IR e AL <45 ) NPCR,
UACI #1¢ BIEEAE 71 20N 99.6094%,  33.4635%, A3 R EE Lena A Mandrill SR 56 B % 43 52560,
XA R, HBEHLIEE 1000 MEE AL BXEE—MEERE, B3 -HNEE, REHEF
FERI R B A A ZE N — ME R HE R, SelR R s R 2IER 5, & 6 LI NPCR, UACI ik
AN 9 Fias. WIEEAE S BIZIN 99.6094%, 33.4635%, ASCH R EIE Lena Al Mandrill 3K 58 1%,
ZE5ySENS, [RIREXTT B SC Lena BUE A B IEIE, BENLHLIEELT 100 MEERAE, XK AL
R T AMBFRAE, SRJE P AR ST I 50 25 0 2% U IS (B SC B Lena, 45 31560 SRR B8 8 TE 1
100 4~ NPCR, UACI M BB nE 10 frs, Sciefidns R BIAELR 7. LI R, A HmE

Table 5. The NPCR results for different image (%)
= 5. N[EIRASZHY NPCR (%)

LeDe /ME SEON ;1 FHIE
Lena 99.5852 99.6283 99.6094
Mandrill 99.5883 99.6304 99.6098

Table 6. The UACI results for different image (%)
= 6. TREIFACH) UACI (%)

WAL B/ME BKAE P EE
Lena 333672 33.5258 33.4606
Mandrill 33.3909 33.5423 33.4698

Table 7. The maximum, minimum, and average values of the NPCR and UACI sequences between the corresponding ci-
pher-texts before and after the Lena image changes (%)

52 7. Lena BRI RIEXT R 23X Z [B]AY NPCR #1 UACI IS AE. S/ MEFFEE%)

ARCRIB G (S ERiB TS Wt EIE
NPCR K fE 99.6349 99.6471 99.6429
NPCR /M 99.5815 99.5853 99.5689
UACI K fH 33.5456 33.5912 33.5318
UACI & /ME 33.3560 33.3750 33.3440
NPCR P18 99.6091 99.6097 99.6103
UACI “F-¥1H 33.4612 33.4743 33.4406
3.8 L 99.63

33.52 99.625

335 99.62
33.48 | 99.615

33.46 99.61

33.44 . ‘ : | 99.605
33.42 99.6

334 99.595

33.38 99.59
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@ ()

Figure 9. The NPCR and UACI of 1000 images that only change one pixel. (a) NPCR, (b) UACI
B 9. RE—MEHRER 1000 5K[E B NPCR #1 UICA, (a) NPCR, (b) UACI
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Figure 10. (a) - (¢) and (d) - (f) are the NPCR and UACI curves of the cipher-text obtained before and after the change of the
plaintext image, respectively
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