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Abstract

SDN is a novel network architecture which provides centralized control of the whole network with
global perspective. This paper establishes a mechanism to monitor and mitigate DDoS attack in
SDN network. To detect DDoS attack in real time, characteristics of DDoS attack in traditional
network and SDN network are devised as a vector. Based on the devised vector, the data collection
module of SDN controller is modified and gradient decision classification algorithm (GBDT) is
used to train model for anomaly data classification. To mitigate DDoS attack, according to the clas-
sified abnormal data of flow table, the network security policy can be performed by SDN controller.
Simulated experiments demonstrate that the mechanism proposed by this paper can detect and
mitigate the DDoS attack in SDN network effectively.
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Figure 1. Architecture of global view
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Figure 2. Principle of data queries
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Figure 3. Ranking of feature weight
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Table 1. 16 indexes of DDoS
2 1. 16 TTLAYHAE

No. FEATURE NAME ILLUSTRATION
1 DURATION Duration of flow entry
2 PROTOCOL_TYPE Protocol type of traffic
3 BYTES Bytes of traffic
4 LAND Source of flow entry
5 DROP Action of flow entry
6 SDIP_COUNT pks with same DIP for current flow entry
7 SDPORT _COUNT pks with same DPORT for current flow entry
8 SDIP_ DPORT_RATE rate of pks (with same DPORT same DIP)
9 SDIP_ DDPORT RATE rate of pks (with different DPORT same DIP)
10 DHOST _SRV_DHOST _RATE rate of pks (with same DPORT; different DIP)
11 FT_SDIP_COUNT In current flow table, pks that have the same DIP with current flow entry
12 FT _SDIP_SDPORT COUNT In current flow table, pks with same DPORT and same DIP
13 FT_SDIP_SDPORT RATE In current flow table, rate of pks (with same host same DPORT)
14 FT_SDIP_DDPORT_RATE In current flow table, rate of pks (with different host different DPORT)
15 FT DDIP DSPORT RATE In current flow table, rate of pks(with different host different DPORT)
16 FT_SDIP_DDIFF SIP_ RATE In current flow table, rate of pks (with same host and DIP different DPORT)

Table 2. 7 indexes of DdoS
2 2.7 FUEBYFME

No. FEATURE NAME ILLUSTRATION
1 MPF Median of Packets per flowtable
2 MBF Median of Bytes per flowtable
3 MDF Median of Duration per flowtable
4 PPF Percentage of Pair-flows
5 CSF Count of Single-flows
6 CDSP Count of Different sPorts
7 CDDP Count of Different dPorts
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Figure 4. Matrix of 16-tuple features in XGBoost Model
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Figure 5. Principle of DDoS attack mitigation
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Figure 6. Topology of simulated SDN network
6. SDN M4 & T B+ $MNE]

4.2. PLER BRI

T RS N E T I AR IR AT, 7E SDN 2% Fh 41 AU, B P AL A B S S Y
A I 28I e 2 P28 TR N I L R AT, 28 1) & PR REFR AR DR R4, P IE AT 15 1] hitp
MR55 2% FaECSCHESERE, SCN R EGH A 84.3 MB/s. 8] 7 ZATHANL s10 IEFARASH B RT3, Mrbal
DA b AT P 4R 7 IE 5 1 /KA, S SR I 0 S5 AR IS RS R I X 28 8 S R

DDoS X 51, ASCRE T it EE S DDoS Bui S, FHARIEMGh kw12 I8 AH Nz B
WL, FERLIUAEE b A2 i DDoS M. Filin: EFxdiizkoll %% k% #5325 47 1) DDoS iy, Hitiz
PR AL A R LI %)% UDP FLOOD (5 83%, ICMP FLOOD /& 14%, SYN FLOOD 5 2%. HAth& %t
XPPER DDoS Btk (g X Web k45 1t 55 . HoR A7 203 2RI A hping3 £hid 1P Mk 44,
AT 4 IR 55 Bk (hping3 F2& — 3K TCP/IP WS (e 6048 A0 dr T E) .

4.3. SCETHEMITE gETR

JT)E SDN # il & SEif AL, 14 8 R 1 4 AE M 2% th BB Xl kol 95 1) DDoS Mriti e, SKIR
REE A 5 R FTEURBLH AT s10 (9 B MTHRE G O R, H 7 el a5 R Bor
RTINS, 16 TUALRG HERE Y AR 25 R T b RS SERGRA . Z00REISE O %an Hh 52 4 R A 7 Jndi A i v,
Forp 2R B B2 2 SRS 2 Sim s 16 TR b, Befs SRS I ) 08 3 32 B G Y s2-2
iy AT SR s1-1 3 1, X5 A TR R BGE () H AR TR 2 — 0. AEBHIGE A, 0
BEAT X AETCIRAS TR AT PRI, AR s B2 T 40 41.0 MB/s, {ERF4E BB & T IEHIRA

DOI: 10.12677/csa.2019.94082 727 THEAURF 5 R


https://doi.org/10.12677/csa.2019.94082

F%, FE%E

REAL TIME TRAFFIC
s1-4 input
2017-08-15 09:20:58
24.30
09:20:10 09:20:20 09:20:30 09:20:40 09:20:50
RAPID MODEL WITH 7 FEATURES

s3
2017-08-15 09:20:58
0.00

09:20:10 09:20:20 09:20:30 09:20:40 09:20:50

PRECISION MODEL WITH 16 FEATURES

s1-4
2017-08-15 09:20:58
0.00

Figure 7. Traffic monitoring and attack detection in normal situation
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Figure 8. Traffic monitoring and attack detection in abnormal situation
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Figure 9. Traffic monitoring and attack detection after mitigating DDoS attack
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Table.3. Comparison of different algorithms
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ALGORITHM PRESICION TIME COST (ms)
XGBoost 98.99% 358
KNN 96.93% 1068
SVM 95.27% 2512
NaiveBayes 89.64% 762
RandomForest 88.76% 1947
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