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Abstract

At present, China is in a critical period of dual development of science and technology and national
economy. The application of computer network technology not only improves the efficiency of
people’s production and life, but also greatly improves people’s material living standards. Therefore,
computer network technology has been applied in many fields, including hospitals, schools, large
enterprises, government agencies and other units. Daily work and life are no longer dependent on
computer network technology. It means that the network information security problem under the
rapid development of computer network technology has become the focus of everyone’s attention.
Once the computer network information leaks, it will bring unpredictable losses to users.
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1. 518

THEEHLI 2B A 0 5 Fox B ] R B A R A A I L B B 3L, THEHLI 8 BOR s 4 fg
NBATEEAN NBETEAA R THORBOER, AT H & TAE. 223, B2 ATTME, EATFIHE
PLEAR, IR AT T T SEHL AR B SRR, 20T 2% OR 1 2 4 e 8 s A AT
g, IS HYIMNS RGPORENR, 52 eI A RERN AR A, MR TEXR
fdifi. 97 BERIXREHEIORE, TFEED AR T FEHLM R E S 2Ry FEA, Bk
Biidr TAE.

2. HEHMEES REEEPFERNR BB

(—) EEMBFIFEANRITTENRGE R H BN B T

X MR I B ki, BEARENZ I EALM S R 502 BT — R 0. BB T
THEHLM 2% RGBT PR, 55— R A R LE B A R A 225 U ST R A SR KA 3 R R
LU PURABIR BN RN RGN, BRI ANR I FEILN S RGAR RN
FLRGEH AR, ATiBUE & PRS2, Gt B 1R R 55 &% 5 s AN B A BRI JE SN A Y 3 15
LRGN 7 AR I E TS0 58 PRSI BE o, 38 I Mo i FH 2 O T SR Gk G U & i
AEE, EEMERETEY, SEENRGUHBL]. ZXABIAME RS T7 208 # f A R R
GIGE, e ORAN AT A 45 2K

(2) HEHLRGRASHE

THEHLR G I HL SR T RN 28 45 B 2 Ry T AF R i K IR, RS — BB & I ML 0 i
TSN A T IR IABEAT I, T SN B AN AR A B0 S DR AR B T T H SETL 3 1 4 2 AT
FMEREARE, JFHI SRR S SRR, R A RS PR Y B RN A%, EERS
BOIFENBRERGZN, TR O TEEINFER, BEWRS FEEM ARG A
BL, AL TSN GE 1 A7 OB SO SR B . THSENL L AT T REE RIRIR[2],  # WA SEPLR 2%
WREIE 1 PR,
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Figure 1. Common computer network viruses
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3. HEAMEE S REHFIF R

(—) naEfE B RPN ANK R ERE

REETH RN A B2 BN PR, B 5E TR E R 2 T RN S BRI & S B C %
R, EEHTENRGENR G, e D AE BRI RR, SHEETENEARRE AR &
KEHOHANANKSE, FERSRESR, HE K SHWERRERTE R, B h T 3 S8 H
Y5 i) it RS R s MU U, AR B S B ) R R B A B R AR I, AR — SR
EC AR ) S A B (5 B AT DR AP I W] LAEEF 22 BB R DR [3] . Ayl S SO 25 2k AT R FH BA R O kAT
SCHHORAT, TRiEAn R A CIRIISORY T, akdE R, R HEENE T BRSOk SUARKES,
FLIBE D CHLSMIAIE, i “d:\My Documents” (ANIAGIS, PLRE). H4b, ta] DUk S TE
] C #FUMMIERAR, TPk k4 IR - “IBAT7 . fIN “regedit” FTHVEM R gAESS, £/
& AR KB I HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders (Shell Folders T[] Desktop XJ B 1 #6424 24 B S [ P /£ 2% 42,  ASFE Shell Folders N&k), fE4 1
& X Desktop FrfEAT, #HIAIXTEHES, 78 “HfE B hiE B ) e R AT, Wik
“%USERPROFILEY\S M ” SO “d:\&ifl” , #F “WiE” Ja, BEHEsTHEHUG R4 30k

i B AR S REE AT R PR ARAE B ER P

(Z) REARBTFRHAT RGMRY
TR BRI S, TN A, R SR DA G 1. BRI B R
MT— AR BT K HE, Be% A R Ig m it BN (5 B2 2 P55, AT Rt BN
B ENLRRN S, X3 REBEERIMARRRED, S ME, T EL S EoR AT TAEY >/
ZRAFE T2 ORI KR KB A DO TR AL 28 3047 S i 4%, A2 e nE Bimblid g, R
2k F P B A RS B N E I By ok, AR RO B VIt RN R G R v [4]. I
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XTI ENURRET S, AN E RPN, TGRS T ELB P L, 8 2 2R AR
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ZKAGHATE RN, RRMmESR, DRETH SN SRR 24, LA HL % e F e
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Figure 2. Common computer security events
2. BUMENZSEH

(2) KH#TRARAKBH

FETH RN 8 BOR A A AR o, B AR O R b X 28 R BGR AN AT SR ), BRI, il 1 )
WRATR RN EICP RPN, TR 2 T R Bt L AR SE (2 H AR, R
VREILEHR, RGURTFN BRI S, A B R S AR EE ST HHL R G052 2 I R %
WX, BAHHAT RN ARSI E, 0BT AN TR, BT NE R, SO
EIRA T ENIN S B e s R [5]. BAT, B BTN TR R A 2 R SR #R AL T A it
M BL 0 TSRS BRI i 5 R 5 2 I AT IR T B e A AME A T BLFE — R P b fR i
THEHLM 2815 2 24

() B TERMBA, RiRAER

BT EALARGE P B KSR, A L F B 10 R 30 S 7 B S 2 i di a4 se g i 5
WU RS T74T, XM 1 VF 22 OF BUCEIBE (5 B IR B A sl J AR B AT R S, T4
K, R AR REE S, MASIERE B IBAR T BRI A TLIR R 2 4 MO WA, 3 Sk R
&, R EEHBORE I F S S H 2 iR, ARG Sl S P RO R AR AL, Xt
TRZMERMEE, FEMNEMRERT T fla, BFERZHREIB MR R A T ERIme, &
7 360 A Dt MR OCH G h A A A T EIhRE. Bribzoh, B TR a5
W, H LTSN e s A A 3 P

4, GERIE
BRI 2% A 110 R S P 6 AT 3 A S SR A B B 5 L, VBN S R BT 5 S R s
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Figure 3. Computer security policy
3. WEH R 2R

MR 2230 RSN 2 AR, JATAT OB T SEHUEAR IR e 2 28 0 AE, BRI RAT]
A DA RER A XTI . FBE TN E AT LGRS 2 1 ThaE, B e 2 vH o
PLR A5 B DR, 23 ESCHTE, TR 2% (5 1B 2 i B P A 5 2T SN 8 BOR A & 5,
TSR SR L8 AL % ELICRA A5 S e A AL, i N NS S OR3P AR, Bt %4 AR s b
P55 AR, 7R R I Al S 2 e A T SN 3P AR R SR 35 B R B, S 22 A B 4 436 Tt ) [ P e
i B G TS N R G R 2 i, AR S s RENBES:, AR S T BRI L b R A 1 7
P -
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