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Abstract

As the priority of cyber-security arises world-wide, network security situation awareness (NSSA)
and its application are receiving more attention from researchers. High-quality threat intelligence
can greatly improve the efficiency of detection, analysis and emergency response which change
the offensive and defensive posture. This paper introduces the concept of situational awareness
and threat intelligence, and then discusses the specific application scenarios of threat intelligence
in situational awareness. The research results show that it will play a greater role in situational
awareness with the development and maturity of threat intelligence technology.
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Figure 1. The basic application of threat intelligence in

situational awareness
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Figure 2. Schematic diagram of security warning process
2. REMEREREE

(3) FhrmE

FAFEIREIRIRZ . R R, FERE B A AN SN b A L e L 28 22 S i SR I A
PUERITIZ. B, VR Hr RO, SO BB e 1 vh — il E i AR E 2 5 C & C
H 5% A5 IR, DI AR X P AR IR B TR B, I S R A5 B AR I R T Pl 2, Y
AR R T SRR e, A T

3.3.2. SERYEERS

E R MORARRE I A — B LR R R R . BBl XUy A5 S AN 2k B 22 ) L vk
H TN ZEBEANSE G G o DA B T B I A B SE I Bt Al ARV B 225 5 AT Ak
SN RS X R R BRI, R R R R AR I e

FREERAEM AR EVUT NELN FARIAN RGN R SRS RESE, HEPAMY—
MR B R AR, IR E A A AR TR B I e R A AR B RE g, B E )
FUR BOR IR 2 A RS AT RERZ I 2 AR P20 P IR R 55 o I SR DA IR 0 AT D LU AR, A2 S AR
i A AR R R, A SEIN SRIPE S| BE 4 T SUIF R I A SR IBOE I Al AR 24 75 AL T S5 B4 A
AR, B SR BGEIRAAE R E PR ELAS B A rp, WG IZ 5 %, AT LR K E TR &,
JRE A Y S TR T

FERIRVEAS I o, W74 75— RCE N RIENK S (57 HAT 0« 1 S R AR AR R BE H AR IR A S 2ol »
P 5ER URL. SBEEA . R IPy S AT P S B A5 2 LU, R OGE mUR B P — AR
IP R RIS PRI DT 5 IR SEREATN, HIREAT AR R E G AR RS E.
flhn, TLARE “1 080N, SRER—ANER WEB 3 REE KT W€ N BIME, JF IR 1P ERU 5
e T R 1P AE NSRRI, — B e, SERPARR s B A S E . S5, IR
SKEEJE, R XZ P BSIE EIRbRES X B Rk 2 SR -

3.3.3. [AEE#

J73 S R ) A2 BT 10 A e S U TH ) P 8 B TSR AT B s AR I R . AT B 3 RGERAS 2
MR, B2 E R OO BT O TR I 2 L, (H T B BRI B R OB, IRATMEE
AL 1] 0 00 BB T A 4 PR A T RE R BLIX L [ Ll A2 1 VSR AR B . i, AR AR B e 4
YNNI R I A T E] S, ZA SR T — R TS B 5 R (7 S Z5 4 1P Mk, 8

DOI: 10.12677/¢sa.2019.910217 1943 TR 5 R H


https://doi.org/10.12677/csa.2019.910217

FhrdE, HEM

2] CAIEL A A A AZ I 8] s 2 22 4 BT B R P9 8 o5 e PR P, R R AR R LR T 2% 11 1P
BRI VT ISR, R TERRAMAT MBS O, AW . PRSI Bk . BRI AT S Ay
S TN BORR, (R I BE EET S H T B AT R AR O SERFAL, BRONXS 4 JE R SR AR A 1) LB AN TE .

3.34. BiinIatE

VBB AR A A T U HEAT VAR 23 A B S b Ao A, b U R AT USRI 2 A R I 2 R S HE
BB, SR E L, REMIEBEEERE . 2 BRI, A SEI SRR H 5L
B R IR L Sk, FE R P IR A YT BE AT, XA B B R IR A G H AR P T T
FREE. NERINIA: @) #E RGN B2 BIBGE UM I B AR, XH%32E HARFERER N 2488 04 s
Hes, LR RIZ B R E B AR, R IR e B BT, RN R TE: b) XA
FIESEMBIE, S5l RN e I, 2l GRS IR, SEEUR ], JF I
DRI SEN 7, R A AL BN IERE P EUPG TRAE A BT S ORI S s e S P K
AT R A T ORBEAE, A 3 P

Bt e

S TS TN [
et il

G S

F

SRR AR

>

RV T

4
9t
E

Sy % B

Figure 3. Threat hunting process diagram
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